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About this document

These materials are part of the Multimedia Training Kit (MMTK). The MMTK provides an integrated set of multimedia training materials and resources to support community media, community multimedia centres, telecentres, and other initiatives using information and communications technologies (ICTs) to empower communities and support development work.
Copyright information

This unit is made available under the Creative Commons Click and type in license version. To find out how you may use these materials please read the copyright statement included with this unit or see

Click and type in license URL
Overview

This unit is aimed to provide a simple step-by-step guide for a technician to setup a wireless access point.

The simplest steps would be:

· Simple configuration of the radio network.

· Simple configuration of the IP network.

· User Interface for Configuring the Access Point

More advanced topics includes

· Minimum settings for securing the access point.

· Configuring the access point in congested network.

· Preparing an access point for outdoor operations.

Configuring The Radio

To configure the radio side of the access point, we need at least set three (3) things, namely, the channel, ESSID and mode of operation of the Access Point.

Channel

Channel parameter sets the frequency of operation.

In most 2.4GHz WiFi equipment made for North American market may have 11 channels. We normally use either channel 1, 6 or 11.

In Asian market, some 2.4GHz equipment may have 14 channels. We normally use either channel 1, 5,9 or 13.

Network ID (ESSID)

Network ID or ESSID is basically to identify our network in the radio network.

More than one ESSID may simultaneously operate in a single channel.

Mode of Operation

There are several mode of operation on an Access Point, namely,

· Infrastructure / managed mode, normally for Point To Multipoint operation.

· Bridge, normally for Point-To-Point operation.

Configuring The IP Network

The IP address set to the Access Point is normally used for Access Point configuration purposes. To configure the IP network is fairly similar to typical TCP/IP settings.

We need to set three (3) things, namely,

· IP address

· Netmask

· Gateway

Most Access Point (AP) operates in bridge mode. Thus, during access point operation the AP’s IP address is irrelevant as all clients are transparent to each other in bridge mode via the Access Point.

Web Interface

Some Access Points are equipped with Web Interface. You may want to use your browser to access the configuration utility via web. You may need to know the IP address of the Access Point. The default IP address can be either 192.168.1.1 or 192.168.0.1.

Securing The Network

MAC Filtering

Every wireless LAN card must have a unique MAC address. In Windows, the wireless LAN MAC address (also known as physical address) can be known via:


C:\> ipconfig /all

One can limit so that only those stations with MAC address listed in the MAC filtering table may access the network via Access Point.

One may have to entry the MAC filtering table manually for all the allowed MAC addresses.

Wired Equivalent Privacy (WEP)

Wired Equivalent Privacy (WEP) is the encryption facility within IEEE 802.11b family. It provides some security on the transmitted packet over the wireless network.

There are several options for configuring the WEP, such as,

· Encryption key length, either 64bit or 128bit. Some provides 256bit.

· Authentication mode, either open authentication or shared authentication.

Configure For Congested Network

In a congested network, we need to tune some of the Access Point’s parameters to increase its performance. These parameters are:

· RTS (Request To Send) Threshold.

· Fragmentation Threshold.

RTS (Request To Send) & CTS (Clear To Send) mechanism will be used if RTS Threshold set below 1500 byte. In a congested network, it would be better to set RTS Threshold around 256 bytes.

Fragmentation threshold will set the packet length to be fragmented. It will be activated if fragmentation threshold set below 1500 byte. It may be needed in a severely congested network.

Outdoor Preparation

External Antenna Connector

Please look at carefully the antenna connector when buying an Access Point. Not every Access Point antenna can be unplugged and replaced by an outdoor / external antenna. Make sure you buy an Access Point that can be unplugged.

Outdoor Box Enclosure

Since low cost Access Points are designed for indoor usage. We need to prepare or buy a box, either Aluminium box or plastic box, to enclose the Access Point in outdoor environment.

Power Over Ethernet

Power supply would be a problem if we have to put the Access Point on top of the tower. A simple solution would use the un-used cables within the RJ-11 to supply the power to the Access Point. 

An example of such device can be found in powershot from SmartBridges http://www.smartbridges.com.

Lighting Protection

Make sure you put appropriate lightning protection equipment at

· Antenna connectors

· UTP connectors

· Power connectors

· Phone cables if any.

We need to ground the lightning arrestor appropriately and use separate grounding from the electronic equipments.
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