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Configuring An Access Point

Configuring an Access Point for WiFi infrastructure is fairly easy and straightforward. Whenever we buy any Access Point, it will likely to come with the utility software to help us configuring the Access Point. Some Access Points come with Web interface to configure it. It would be more difficult to enclose the Access Point in an environmental protection enclosure and place it on top of the tower.

An Access Point is basically a bridge not a router; it is transparent for all WiFi clients to pass their packet to UTP Local Area Network (LAN) connected to the Access Point.

There are basically two (2) major configurations to be done to enable the Access Point for the actual operation, namely,

· Configuring the radio, i.e., setup the ESSID, the channel, and the name of the Access Point.

· Configuring the TCP/IP, i.e, setup the IP Address, Netmask, and gateway. If there is a DHCP server around that can provide IP address automatically, it may be easier to use DHCP instead.

Those two (2) configurations are sufficient to enable the Access Point for our network. However, to secure the Access Point, it normally comes with

· MAC Filtering, to filter so that only certain WLAN (WiFi) card can connect to the Access Point.

· Wired Equivalent Privacy (WEP), to encrypt all of the packet come and goes through the Access Point. WEP may help a little in securing the channel from any eave dropping.

However, activating the WEP may slow down the network as the Access Point and the card has to encrypt or decrypt the packet.
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