Some Notes On Securing The Infrastructure

A good reference on securing WiFi infrastructure is the book by Bruce Potter and Bob Fleck, 802.11 Security, O’Reilly, 2002.

Securing Windows Machine
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Interface: 192.168.0.254 on Interface 0x2000003

Internet Address Physical Address Type
192.168.0.32 00-50-ba-62-7-e6 dynamic

C:\>arp -s 192.168.0.32 00-50-ba-62-f7-e6

C:\>arp -a

Interface: 192.168.0.254 on Interface 0x2000003
Internet Address Physical Address Type
192.168.0.32 00-50-ba-62-7-e6 static
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To reduce the possibility for intruder to spoof into the network is necessary to a static entry in Address Resolution Protocol (ARP) table. ARP table contains a list of IP address with its corresponding MAC address listen by our machine.

ARP Table is normally dynamically set through Address Resolution Protocol (ARP). Shown in the example, by entering the command


arp –a

the operating system will gives the list of IP address with its corresponding MAC address. It is shown in the top command that the type of entry is dynamic. An intruder can spoof into the network and pretend to have the particular IP address.

Such condition can be circumvent by setting a certain IP address to a fixed MAC address. It is can be done through,


arp –s ip.ad.dre.ss mac-add-res-ss

For example,


arp –s 192.168.0.32 00-50-ba-62-f7-e6

To see if the entry is a static entry, we can enter “arp –a” command again and check if the type of static.

For those who use Windows 98, you may have to look for personal firewall software to secure your machine in WiFi infrastructure. Such software can be easily find through Google search.
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[root@toshiba

arnal® arp -an

[7 (152.168.0.1) at 00:50:BA1dF 14E1EA [ether] on ethd

[7 (1920168101254 at 00:50:EB:08:D4:25 [ether] on ethd
[7 (1920168101241) at 00:90:D1:01:57:8A [ether] on ethd
[7 (192/168,0/242) at 00:60:E3:18:A0167 [ether] on ethd

[root@toshiba
[root@toshiba
[root@toshiba
[root@toshiba
[root@toshiba
[root@toshiba
[root@toshiba
[rootetoshiba

onrol#
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onro]# arp -s 192.168,0,242 001601831 18:80:87
omols are -s 192116501241 00:50:D1:01:57 64
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For those who use Windows XP, you are in luck as XP has a built-in firewall facility. The firewall can be access through Start ( Control Panel ( Network Connections ( Local Area Network ( Properties ( Advanced ( Settings.
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[rootBtoshiba ornol# Lwconfiz ethO key 0102030405
[root@toshiba onnol# iuconfig il
= TEEE 802,11-D5_ ESSID:"HLAN"_ Nicknane:"HERMES T

Mode:Managed Frequency:2.d120Hz  Access Point: 00:60:B3:18:A0:67

Bit Rate:oMb/s Tx-Power=15 dBn  Sensitivitu:1/3

RIS thrioff  Fragnent thrioff

Encrupt ion key:0102-0304-05

Fouer Managenent 1ofF

Lirk Quality:63/92 Signal level:-33 dBn Noise level:-96 dBm

Rx invalid nuid:0 Rx invalid crupt:0 Rx invalid frag:0

Tx excessive retries:0 Invalid misc:0  Missed beacon:0

[rootetoshiba onnol# ping 192.168.0.242
IPING 192.168.0,242 (192.168.0,242) from 192.168.0.251 : B6(84) hutes of data.
64 butes Fron 192,168,0.242; icwp_seq=1 tt156d tine=8.23 ns

60 butes Fron 192016810.242; icp_:

64 butes Fron 192016810.242; icwp_seq=3 tt.

- 152.168.0.242 ping statistics -
5 packets transnitted, 3 received, 0% loss, tine 2026ms
et nin/ave/max/ndey = 3,001/5.145/8.234/2 237 ns
[root@toshiba ornal+ I
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We have to check “Protect my computer and network by limiting or preventing access to this computer from the Internet” before we can click firewall Settings button.

In Firewall Settings page, we can check which services we want our firewall will allow Internet users to access into our computer.
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[rootBtoshiba ornol* iptebles L
IChain INPUT (policy ACCEPT)
ftarest  prot opt source, destinat ion

(Chain FORWARD (policy ACCERT)
ftarest  prot opt source destinat ion

Chain OUTRUT (policy ACCEPT)
tareet  prot opt saurce destination
[root@toshiba ornals I
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We can also Add the service if it is not readily available on the Firewall.

A facility to configure the Internet Control Message Protocol (ICMP), used in various program such as ping, can also be controlled through ICMP facility.

Securing a Linux Machine
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[root@toshiba onnol# shoreuall start B

IProcessing /etc/sharewall/sharenall canf ...

[Processing /etc/shoreuall/parans ...

IStart ing Shoreuall, .

lLoading Modules., .,

Initializirg...

IDeternining Zones. ..
Zones: net loc diz

Walidating interfaces File,.,

Validating hosts File,..

[Validat ing Folicy Fils. .,

[Deternining Hosts in Zones., .,
Marning: Zone net is enpty
Marning: Zone loc is enpty
Marning: Zone dnz is enpty

IDeleting user chains., ..

[Creat ing _input Chains. ..

[Conf igur ing Proxy AR

[Setting up NAT,..

lpcding Connon Rules

[Fading rules For DHCP

TP Foruarding Enabled

[Frocessing /etc/shoreuall/tumnels. .,

JProcessing /etc/shoreuall/rules., . |

&[E)





A static entry on the ARP table can be entered into ARP Table using a similar command as in Windows. Well, actually the other way around, arp command in windows follows the one on Unix machine.

In contrast to Windows, there are many facilities in Linux that can be used to beef-up the machine’s security.
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[rootBtoshiba ornol* iptables L B
[Chain INPUT (policy IROP) i
ftargst  prot opt source dest inat ion

IpCCEPT Al anshere anuhere

lconnon a1l anguhere anguhere

iy all anguhere anguhere LOG level info prefil

b “Shoreuall: INPUT:REJECT: |

fredect  all - anushere anuhere

{Chain FORWARD (policy TROP)

ftarest  prot opt source dest inat ion

lconnon all anshere anuhere

iy all anguhere anguhere LOG level info prefil

b Shoreuall FORMARD REJECT: *

fredect  all - anushere anuhere

[Chain OUTRUT ¢policy TROP)

ftargst  prot opt source dest inat ion

IpCCEPT Al anshere anuhere

IFCCEPT  icmp —- anushere anguhere state NEW,RELATED,ES{
TABLISHED =
lconnon all anuhere anuhere =
oG all anyuhere anyuhere LOG level info prefil2]
Jx Shoreuall:0UTPUTREJECT: =
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To protect the data being transmitted over the wireless link from eavesdropping, we normally activated the Wired Equivalent Privace (WEP) encryption. In Linux, iwconfig command can be used to set the key for WEP encryption, for example,


# iwconfig eth0 key 0102030405

Where 0102030405 is theWEP encryption key. At this point, others may have some difficulties to dump the content of the packet sent over the air. 

Having the packet encrypted is not enough. We need to secure the machine to tightly control the access to / from the machine. Such controlled packet flow can be done through firewall mechanism.
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In Linux, it can be done through,


# iptables

The normal condition of the firewall, it will accept all input packet, output packet and forward chain.

The firewall settings can be seen through,


#  iptables –L
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To make our life a little bit easier, it would be easier to use “shorewall” to manage the firewall. Shorewall will activare the firewall by invoking the command,


# shorewall start
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As we can see clearly in

# iptables –L

The iptables is now populated with firewall rules. 

A good thing with Linux Mandrake, we can configure shorewall through Webmin Web interface at http://localhost:10000.

