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Introduction
Welcome to theOfficial Red Hat Linux Getting Started Guide!

Just a few short years ago, a user who wanted to try out Linux had relatively few
choices in thedistributions , or types of packaged Linux operating systems, which
were available. That’s all changed. Now, there are dozens of Linux distributions
from which you can choose.

But Red Hat Linux has remained a leading choice of Linux distributions for years.
Here at Red Hat, we believe we offer the best Linux distribution on the market. We
hope you’ll agree that the time and money you spent to install and work with Red Hat
Linux were well spent, indeed.

The Official Red Hat Linux Getting Started Guideis part of our effort to help you
become acquainted with your new Red Hat Linux system.

Who Should Read This Book?
If you count yourself among the many who are discovering Red Hat Linux for the
first time, this book is for you!

Inside, you’ll find valuable tips and tricks which can help you get acquainted with
your desktop environment. Concentrating on tasks in GNOME and KDE, you’ll see
how to navigate through your system, how to manage files and directories and how
to make some of the power of Red Hat Linux work for you.

If you’re most familiar with a Windows environment, you’ll find the DOS-to-Linux
commands in Appendix C,DOS to Linux Cheat Sheetto be a useful guide, so you
can start looking around right away.
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Figure 1 A GNOME Desktop

You’ll learn how to accomplish such basic first steps as connecting to the Internet,
configuring your e-mail client, adding a printer and more.

More advanced topics will cover how to work withUpdate Agent, so your system
automatically stays current with critical software updates.

Is Red Hat Linux sharing your computer with Microsoft Windows? Turn to Chapter
17,Q & A: Quick Answers to Common Questionsto find out how you can allow Red
Hat Linux to "see" into your other operating system, so you can perform certain tasks
without having to reboot into the other operating system.

You’ll even gain some experience at file management and system administration us-
ing the "shell prompt," the command-line interface.

In short, this guide picks up where theOfficial Red Hat Linux Installation Guide
leaves off: by giving you the confidence to work with your new operating system.
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A Peek Inside
This book is divided into several parts:

• The Basics: When you’ve finished this section, you’ll start to feel comfortable
with your GNOME or KDE environment. You’ll take your first steps to becoming
productive (or just having fun and looking productive). You’ll find out how to
get online, set up an e-mail account and communicate with others using your
NetscapeNavigator Web browser.

• Managing Files and Directories: Beyond the basics; here, you’ll learn about the
GNOME and KDE file managers, working with running processes, locating files,
installing and removing applications, usingUpdate Agent and other administra-
tive necessities.

• The Shell Prompt: Just beneath your graphical environment, the real power of
your system awaits. You’ll get a taste of this power and learn how to put it to
work for you.

• Q & A: When you care only for answers, turn to this chapter. Many of the
entries you’ll find here concern answers to some of the most common new user
questions, such as: how to access a floppy disk; what happens if you forget your
root password (you can create a new one); how to access files on a Windows
partition; and more.

• The Glossary: Here, you’ll find quick definitions to plenty of words and phrases
that can vex any new Linux user.

A Note About Environments
Your Red Hat Linux system is more than the graphical user interface, but it’s a fairly
safe bet that most new and intermediate users will choose to work within the graphical
environment, so we’ll spend most of the time demonstrating the techniques behind
accomplishing tasks in two popular environments: GNOME and KDE.
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Figure 2 A KDE Desktop

Much of what you can accomplish from a graphical environment can also be per-
formed from the shell prompt. In fact, many actions you can perform from the shell
prompt are faster than from the graphical environment.

In addition to the chapters covering tasks you can perform in KDE and GNOME,
you’ll find plenty of useful information within covering basic information from the
shell prompt (as shown in Figure 3,UsingPico at a Shell Prompt).
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Figure 3 Using Pico at a Shell Prompt

You’ll also find useful tips, caution notices and related information inside.

And speaking of caution…

Work With Your User Account
Linux is a multi-tasking, multi-user operating system, so it can easily accommodate
many users’ needs. Even if your machine isn’t attached to a network, you can share
your machine with others -- each of whom will have their own settings.

Because ofuser accounts, Linux makes it easy to share your machine while pre-
serving customized settings. Using accounts is convenient for users; it’s also secure,
because ordinary users don’t havepermission to damage or delete sensitive system
data. Only one account, theroot account can make changes to the system -- and to
others’ account information.

Using your system’s root account for everyday work can be dangerous, because you
can easily damage your system by accidentally deleting or modifying a sensitive file.
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Most tasks in the following chapters don’t require that you be logged in to your sys-
tem’s root account. Instead, you can accomplish almost everything from your user
account -- so you won’t accidentally harm your system.

Figure 4 Log In To Your User Account

Unless you’re specifically told that you should be logged in as root, log in to your
user account to accomplish tasks in this manual -- without risking disaster.

Where to Find More Info
Plenty of websites offer valuable information on how to use a command, but you’ve
probably got quite a bit of documentation already on your system. In the following
chapters, you’ll learn:

• How to read and printman pagesandinfo pages. Man and info pages are system
documents which can help you understand what many commands are for and how
to use them.

• How to use the GNOME and KDE help browsers.

• Some useful online resources you should bookmark in your browser.
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• And in Appendix B,A Brief History of Linux and Red Hat, you’ll find a brief
history of Linux -- and Red Hat.

In addition, if you’ve got an Official Red Hat Linux boxed set, remember to take
a look through the Red Hat Linux 7.0 Documentation CD for quick access to the
Official Red Hat Linux Reference Guideand other reference material from the Linux
Documentation Project.

More to Come
As Linux evolves, so will theOfficial Red Hat Linux Getting Started Guide. In future
editions, expect to find more essential information to help you get the utmost from
your system.

And here’s how you can help…

Send In Your Feedback
If you’d like to make suggestions about theOfficial Red Hat Linux Getting Started
Guide -- from words to add in the Glossary to typos or subjects you’d like to see
covered -- please mention this guide’s identifier:

GSG(EN)-7.0-Print-RHI (2000-08-09T14:34-0400)

That way we’ll know exactly which version of the guide you have. Send your feed-
back to:

docs@redhat.com .

Sign Up for Support
If you have an official edition of Red Hat Linux 7.0, please remember to sign up for
the benefits you’re entitled to as a Red Hat customer.

You can receive any or all of the following benefits, depending upon the Official Red
Hat Linux product you purchased:

• Official Red Hat support -- Get help with your installation questions from Red
Hat, Inc.’s support team.
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• Priority FTP access -- No more late-night visits to congested mirror sites. Own-
ers of Red Hat Linux 7.0 receive free access to priority.redhat.com, Red Hat’s
preferred customer FTP service, offering high bandwidth connections day and
night.

• Red HatUpdate Agent -- Use Red Hat’sUpdate Agent to automatically re-
trieve and install system and security updates as well as other packages.

• Under the Brim: The Official Red Hat E-Newsletter -- Every month, get the latest
news and product information directly from Red Hat.

To sign up, go to http://www.redhat.com/now. You’ll find yourPersonal Product
ID on a red and white card in your Official Red Hat Linux box.

Good luck, and enjoy your new Red Hat Linux system!

The Red Hat Documentation Team



Part I The Basics
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1 Getting Started
Like many new users, learning how to work on your Red Hat Linux system can be
both exciting and a little unnerving. To begin your journey, you’ll have to log in.
When you log in, you’re basically "introducing yourself" to the system.

Linux is case sensitive

Like UNIX, Linux is case sensitive. That means that typing
root refers to a different account than Root, as far as Linux
is concerned -- the lowercase root is the name of theroot
login, or system administrator.

When you installed Red Hat Linux, you had the opportunity to install theX Window
System-- also simply calledX -- which is the graphical environment. You were also
asked whether you wanted to use a graphical screen, rather than aconsoleto log in.
Although our emphasis throughout this book will be on navigation and productivity
usingX, we’ll cover both the graphical and console methods of logging in and starting
theX Window System.

1.1 Log In, Please
Unlike some other operating systems, your Red Hat Linux system usesaccountsto
manage privileges, maintain security and more. Not all accounts are created equal:
some have fewer rights to access files or services than others.

If you’ve already created auser account, you can skip ahead to Chapter 2,GNOME
in 60 Seconds (or so). If you created only theroot account, read on to learn how to
set up a user account.
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Don’t "root" around

Because your Red Hat Linux system creates one account
(the root account) during installation, some new users are
tempted to use only this account for all their activities. This
is a bad idea; because the root account is allowed to do any-
thing on the system, you can easily damage your system
by mistakenly deleting or modifying sensitive system files.
You may be tempted to forego creating and using a user ac-
count during or after installation, but you’re playing with
fire if you do.

1.1.1 Create a User Account
When you installed Red Hat Linux, you were asked to create aroot password --
that is, a password for the root account, thesystem administrator. At that time,
you were also able to create additional user accounts, which allow you to accomplish
most tasks, without potentially harming your system -- as would be the case if you
were to use your root account for everything.

If you didn’t create a user account during the installation, that’s your first task. Here’s
what you’ll do:

• Log in from the console or from a graphical screen.

• Open aterminal emulation window (also called anXterm window or Xterm )
on the desktop.

• Create a new user account.

• Log out, then log in to the new account.

1.1.2 Logging In As Root
Regardless of whether you’ve chosen a graphical or console login screen, you’ll have
to supply a login account name and the password associated with that account.

From a console screen, for example, you’ll see something like:



Section 1.1:Log In, Please 21

Red Hat Linux release 7.0
Kernel 2. xx on an i686

localhost login: root
Password: yourrootpassword

Unless you’ve chosen to give your machine aname, as in a network setting, your
machine will probably be calledlocalhost.

To log in to the root account, at thelogin andpassword prompts, typeroot and
the root password you chose when you installed Red Hat Linux.

Figure 1–1 The Graphical Login Screen

If you’re using the graphical login screen, similar to Figure 1–1,The Graphical Login
Screen, just typeroot in the box, press[Enter] and type in the password you created
for the root account.

If you still see your console screen (instead of the graphical desktop) you can start
the X Window System by typingstartx as follows:
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[root@localhost /root]# startx

To change your login screen

To find out how you can change from a console to a graph-
ical login screen see Section 17.16,Changing Login from
Console to X at Startup.

Once you start theX Window System, you’ll find a desktop similar to Figure 1–2,
A GNOME Desktopin GNOME or Figure 1–3,A KDE Desktopin KDE.

Figure 1–2 A GNOME Desktop
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Figure 1–3 A KDE Desktop

1.1.3 Starting an Xterm

Both GNOME and KDE offer quick launch buttons on theirpanelsto open an Xterm
window.

Figure 1–4 The GNOME Panel

On the GNOMEPanel, the button which launches an Xterm appears near the center

and looks like:

You can also find launchers to Xterms from the GNOME menu, underUtilities . Items
which will open Xterms includeGNOME terminal , Regular XTerm , andColor XTerm .
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Figure 1–5 The KDE Panel

Similar to GNOME, the KDEPanel prominently features a quick launch button for

an Xterm. The launcher looks like:

You can also find the launcher from the KDE main menu underUtilities =>Konsole .

Now, click on theXterm button to open a window. You’ll see the shell prompt inside
the window, which will look like

[root@localhost /root]#

Typeuseradd , then a space and the name of the new user account (name the account
newuser , for example).

It may not appear that anything has happened, but you’ve just completed step one of
creating the new account. All that remains is for you to give this account apassword.

Picking account names

Often, user accounts are just variations on the user’s name,
such as jsmith for John Smith. You can choose whichever
name you prefer, however, such as musicman or ElivsisK-
ing.

Now, on the next line, typepasswd , a space and type the name of the new account
for which you want to create the password (passwd newuser ).
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What is a secure password?

You can be fancy or plain when you pick a user account
name, but take precautions when you choose a password.
The password is the key to your account, so it should be
both unique and easy for you to remember. Your password
should be at least six characters (actually, it can be 256 char-
acters long if you enabled MD5 passwords during the in-
stallation, though you probably don’t need that many). You
can mix upper- and lowercase letters, as well as numbers
and characters. Avoid easy selections, such as qwerty or
password. If you want to pick an easy-to-remember but
somewhat unique password, consider a variation of a word,
such as a!rPl8nE for airplane. If you need more information
about passwords, see Chapter 14,Shell Prompt Basics.

Next, you’ll be asked to enter the password for the new user’s account -- the prompt
will state: New UNIX password . Enter a password that will be easy to remember
and secure.

Type the password again for confirmation, and you’ll see a message statingpasswd:
all authentication tokens updated successfully , which means
that you’ve successfully created the new account.
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Figure 1–6 Adding a User in an Xterm

In Figure 1–6,Adding a User in an Xterm, you can see a sample of an Xterm window
with the commands and prompts.

You can exit from the Xterm by clicking theX button on the upper right of the window,
or by typingexit at the prompt.

1.1.4 Logging Out of Root
Now, you should log out of the root account and log in to your user account.

To log out from GNOME, click once on theMain Menu Button on thePanel anddrag
your mouse cursor to the first item, labeledLog out (as in Figure 1–7,TheLog out
Selection).
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Figure 1–7 The Log out Selection

When the confirmation dialog appears (see Figure 1–8,Logout Confirmation), select
the Logout option and click theYes button. If you want to save the configuration of
your Panel, as well as any programs which are running, check theSave current setup
option, as well.
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Figure 1–8 Logout Confirmation

Similarly, in KDE, you can log out from themenu button on thePanel (see Figure
1–9,TheLogout Entry in KDE).

By default, thePanel in KDE also contains a quick launch button to log out; it’s

located near theTaskbar, at the center of thePanel, and looks like:
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Figure 1–9 The Logout Entry in KDE

You’ll either return to the graphical login screen or the shell prompt, depending on
how you chose to log in.

If you’re returned to a non-graphical console prompt, just typeexit at the prompt,
as in:

[root@localhost /root]# exit

Another way to exit

You can exit at the shell prompt either by typing the word
exit or by using the key combination of[Ctrl]-[D].

Now, you can log into your user account the same way you logged in as root.
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2 GNOME in 60 Seconds (or so)
GNOME is the default desktop environment in Red Hat Linux 7.0. Like KDE,
GNOME is flexible and user-friendly, providing both the power of your new Red
Hat Linux system and a comfortable graphical user interface -- orGUI .

This chapter will help you get acquainted with some of the fundamentals of GNOME.
You’ll find greater detail about specific tasks -- such as connecting a printer and set-
ting up your Internet account -- in later chapters.

You’ll find the latest GNOME-related information at the the official GNOME web-
site: http://www.gnome.org.

For a similar orientation to KDE, turn to Chapter 3,KDE in 60 Seconds (or so).

If you want to use both

If you’ve got both GNOME and KDE on your system, you
can often use applications from the other environment in
your chosen environment. For example, you can use the
KDE e-mail client,KMail, even though your chosen envi-
ronment is GNOME. The same can be said for other appli-
cations which aren’t strictly GNOME or KDE applications,
such as those you might find online.

2.1 An Overview
When you first begin your GNOMEX Window session, among the first items you’ll
see are:

• The Desktop -- The main workspace of your environment which incorporates ev-
erything, including the items which follow in this list (see Figure 2–1,A GNOME
Desktopfor an example). Windows are placed on the Desktop;launchers are
also found here for applications, documents or other data. Double-clicking will
open a folder or start an application. See Section 2.2,The Desktop.
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• Folders -- When you first log in, folders contain links to documentation such as
support, help and reference guides, either on your installed system (locally) or on
the Web. Folders (as well as launchers to other applications) can be added and
deleted from the Desktop. See Figure 2–2,Folders and Launchers on the Desktop
for an example of folders and launchers on the desktop. See Section 2.3,Folders.

• The Panel -- The long bar across the bottom of the Desktop (for example, Fig-
ure 2–4,The Panel at the Bottom of the Desktop). The Panel serves as a quick
launcher for applications andapplets (mini-applications), as well as minimized
applications you may already be running. See Section 2.4,ThePanel.

• Main Menu Button -- Part of thePanel, this button, which looks like the stylized
GNOME footprint (see Figure 2–7,The Expanded Main Menufor an example),
holds launchers and submenus to all of the included applications and applets for
your Red Hat Linux system. Some applications which you install will also be
incorporated into this menu. You can add launchers to these menus, as well. See
Section 2.5,Main Menu Button .

• Help Button -- By default, you’ll find a button on thePanel which has a question
mark on it. This button is a launcher to the GNOMEHelp Browser. See Section
2.6, Finding Help.

• Multiple desktops -- In the center of thePanel you’ll find theDesk Guide, which
shows you the number ofdesktopsavailable to you. You can spread your work
throughout multiple desktops, rather than crowd one desktop area with multiple
applications. See Section 2.7,Multiple Desktops.

• Switching environments -- Although it’s not something you’ll find on your desk-
top, there’s a utility which allows you to easily and quickly change your choice of
environments. CalledSwitchdesk, you can use this utility to quickly and easily
change from GNOME to KDE or vice-versa. See Section 2.8,Switching Envi-
ronments.

2.1.1 Using Your Mouse
Using the left mouse button selects an item to open or drag to another location; by
holding down the left mouse button while you drag the cursor over items, you can
select multiple items on the desktop.
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Make your two-button mouse act like it has three
buttons

A three-button mouse offers the greatest flexibility in
GNOME. If you have a two-button mouse, however, and
you selected three-buttonemulation when you installed
Red Hat Linux, simply hold down both left and right mouse
buttons at the same time to get the effect of a middle mouse
button.

Pressing the middle button of your mouse on the desktop will reveal a GNOME appli-
cations menu, help menus and configuration menus for sawfish, the default GNOME
window manager.

Using the right mouse button reveals a menu of actions which you can take. Right-
clicking on the desktop shows you options such as adding desktop items, customizing
the background and more. Right-clicking on a folder or application reveals a menu
related to actions you can take with your selection, such as deletion, properties and
more.

2.1.2 Drag and Drop
You candrag and drop items in GNOME, meaning that you can "carry" data or
applications from one area of the desktop to another, "drop" items in folders or on
applications, and move or copy information and applications.

2.2 The Desktop
Your first view of GNOME will look something like Figure 2–1,A GNOME Desktop.
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Figure 2–1 A GNOME Desktop

The desktop, which is also sometimes referred to as theworkspace, is the area on
which you run your applications and perform all your work. On your desktop are
launchersandfolders (see Figure 2–2,Folders and Launchers on the Desktop, for
example).

• Launchers -- Icons which appear on the desktop. Click on the icon to start the
application it’s associated with. For example, clicking on a NetscapeNavigator
icon will launch the browser.

• Folders -- Containing contents of directories, launchers to documentation or ap-
plications.

• The folderHome directory -- Leads to your specific directory in/home on the
system (for example, if your login directory wasnewuser , the Home directory
folder on the desktop would lead to your login directory,/home/newuser )
See Figure 2–3,Contents of an Open Folder.
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Figure 2–2 Folders and Launchers on the Desktop

Double-click on a launcher to start the associated file (see Figure 2–2,Folders and
Launchers on the Desktop). If it’s an application, it will start; if it’s data, that data
will be displayed in its associated program (a spreadsheet, for example, will open in
Gnumeric).

Launchers can also be shortcuts to websites. By double-clicking on the launcher la-
beledRed Hat Support on your desktop, for example, your NetscapeNavigator browser
will open and go to Red Hat’s online support site.

2.3 Folders
Folders on the desktop can store applications, data such as text files or spreadsheets,
and other items. Double-clicking on a folder will open it and display its contents.

Folders correspond to directories on your system. Your default desktop includes a
folder showing you the contents of your /home directory (see Figure 2–3,Contents
of an Open Folder). Although you can specify different ways to view the contents of
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your /home and other directories on your system, in general, the left pane of the file
manager shows you the directorytree while the right pane shows you the contents of
that directory.

Figure 2–3 Contents of an Open Folder

You can start the file manager by double-clicking on a folder on your desktop or from
the main menu, underFile Manager .
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What is the file manager?

The file manager is actually an application called theGNU
Midnight Commander, or GMC. GMC is GNOME’s ver-
sion of the popularMidnight Commander file manager.
You can learn more about theFile Manager in Section 10.1,
TheGNOME File Manager or from theGNOME User’s
Guideat the GNOME website.

2.4 The Panel

Like much of GNOME, thePanel is highly configurable (see Figure 2–4,The Panel
at the Bottom of the Desktop).

From thePanel, you can launch applications andapplets, small applications and utili-
ties which are meant to be docked into the panel. Among the applets already running
on thePanel are theGNOME Pager andclock applet.

Like KDE, you canhide the Panel by clicking on one of the arrows at either of its
borders. You can alsoauto-hide thePanel, making it appear to sink beneath the frame
of your screen (it will return when you hold your cursor over the minimized space).
To enable the auto-hide feature, right-click on thePanel, selectpanel , properties , hiding
policy and chooseauto hide .

Elements of the GNOME Pager

TheGNOME Pager consists of theDesk Guide, which is
a visual representation of your desktops, and theTasklist,
which shows your running applications -- either minimized
or opened on the desktop.

For more on theDesk Guide andGNOME Pager, see Sec-
tion 2.7,Multiple Desktops.
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Other applets which can enhance productivity and enjoyment range from a mail
checker and a CD player to system monitors. Applications, folders and applets can
be docked on thePanel, so that they can be launched with a single click of the button.

Figure 2–4 The Panel at the Bottom of the Desktop

To add an applet:

• Right-click on thePanel; selectApplets (see Figure 2–5,Adding an Applet)

Figure 2–5 Adding an Applet

• Right-click on thePanel; selectPanel => Add to panel (see Figure 2–6,Adding an
Applet)
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Figure 2–6 Adding an Applet

• ChooseApplets from the main GNOME footprint menu

You can also customize thePanel, add more than onePanel to your desktop, or convert
the current orientation of thePanel from horizontal to vertical. By clicking on the
arrows which appear at either end, you can "shrink" thePanel to appear in a corner of
the Desktop, rather than extend across the screen (as in Figure 2–4,The Panel at the
Bottom of the Desktop).

Switch tasks quickly

One way to bring currently running applications to the front
is to press[Alt]-[Tab]. To scroll through the tasks, hold down
the[Alt] key, while pressing the[Tab] key in succession. When
you’ve found the task you want to bring to the front, stop
pressing the[Tab] key and release the[Alt] key.

2.5 Main Menu Button

The stylized GNOME footprint on thePanel is called theMain Menu Button . Left-click
on the button, and you’ll see a menu similar to Figure 2–7,The Expanded Main Menu.
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Figure 2–7 The Expanded Main Menu

From here, you can start all the included applications and applets for GNOME; you
also have access to KDE applications, underKDE menus , and to applications you
would find in the window manager AnotherLevel (provided that these applications
were installed in the first place).

These submenus give you access to a full range of applications on your system -- in
GNOME, KDE and AnotherLevel. If you prefer to use the GNOME environment,
but would rather use some non-GNOME applications, you can easily choose them
from theMain Menu Button .

From theMain Menu Button , you can also log out, run applications from a command
line andlock your screen, which runs a password protected screensaver.

2.6 Finding Help
TheGNOME Help Browser (see Figure 2–8,The GNOME Help Browser) is one of
the more useful utilities at your command.
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In fact, since this application displays not only GNOME-related help but alsoinfo
pagesandman pages, theGNOME Help Browser can be an invaluable resource
for learning about both GNOME and your Red Hat Linux system. (Info pages and
man pages are concise help documents which are usually installed on a Linux system.
These help documents are covered more extensively in Chapter 14,Shell Prompt Ba-
sics.)

Figure 2–8 The GNOME Help Browser

You can open theGNOME Help Browser by double-clicking on its launcher on the
desktop or from thePanel by dragging your cursor to the itemHelp System on theMain
Menu Button .

2.7 Multiple Desktops
Rather than crowd your work on one screen, you can usevirtual desktops, which
extend your workspace to multiple desktop areas. Say you have your browser open
on one desktop; if you want to use a word processor and e-mail program without
crowding everything together, you can have each application run on its own desktop.
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Figure 2–9 Moving an Application to Another Desktop

For example, using GNOME and thesawfish window manager (which literally
manageshow your windows are displayed), you can move a window from one desk-
top to another by clicking on the application’s title bar and "dragging" the application
beyond the left, right, top or bottom border of your screen.

By default, four desktops are available to you. However, using the configuration
utility for your window manager, you can modify that number. To runEnlight-
enment’s configuration program, middle-click on your desktop (or click your right
and left mouse buttons simultaneously), and selectCustomize . Go to the entry called
Workspaces to increase or decrease the number of available desktops.

Figure 2–10 The GNOME Desktop Guide
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The Desk Guide (see Figure 2–10,The GNOMEDesktop Guide) is a GNOME
utility which allows you to switch desktops (or workspaces) by clicking on the cor-
responding desktop.

You can use the GNOMEDesktop Guide, the collection of "panes" on thePanel, to
see where running applications are located on your desktops -- they will appear as
small, raised squares inside a desktop pane.

Part of the Pager

The Desktop Guide is one part of theGNOME Pager;
the other part of thePager is the Tasklist. You can add
newTasklists, Pagers, orDesk Guides by right-clicking
on thePanel and moving your cursor toAdd applet => Utility
and selecting the applets from the menu.

2.8 Switching Environments
In addition to changing your graphical environment at the login screen, you can
"switch" to another environment when you’re already logged in.

You can change environments by using theSwitchdesk utility (see Figure 2–11,The
Switchdesk Utility ). Whether you’re using GNOME, KDE or AnotherLevel, you
can select your new environment inSwitchdesk and log out. When you restart your
session, you’ll find your new environment.

In GNOME, one way to findSwitchdesk is from theMain Menu Button (go toPrograms
=> System => Desktop Switching Tool ).
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Figure 2–11 The Switchdesk Utility

Other ways to start the utility include:

• Typeswitchdesk at the shell prompt.

• Open theRun program item from theMain Menu Button and typeswitchdesk in
the window.

Your changes won’t be reflected immediately. Instead, you’ll have to log out of your
current X session. The next time you start X, you’ll work in your new environment.
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3 KDE in 60 Seconds (or so)
Like GNOME, KDE is an appealing and easy to configure graphical environment.

Formally called the K Desktop Environment (the K doesn’t represent any word,
according to the website FAQ), the goals of the KDE Project are to lessen the
Linux/UNIX learning curve for many users, and to present an appealing environment
for everyone. Since its foundation in October 1996 by Matthias Ettrich, KDE has
garnered praise from new and seasoned Linux users alike.

Hundreds of free software developers from all over the world have worked on the
KDE Project, and continue to refine and enhance the environment.

Like the chapter about the basics of GNOME (Chapter 2,GNOME in 60 Seconds (or
so)), this chapter will provide a quick overview of KDE fundamentals. Details, such
as configuring your desktop, working with the file manager and using specific KDE
tools, will be covered later in this book.

For the latest documentation on KDE, visit the project’s website:
http://www.kde.org.

If you want to use both

If you’ve got both GNOME and KDE on your system, you
can often use applications from the other environment in
your chosen environment. For example, you can use the
Gnumeric spreadsheet application in KDE, even though the
application is part of the bundled GNOME applications.

3.1 An Overview
When you first start KDE, among the first items you’ll see are:

• The Desktop -- The main workspace of your environment (see Figure 3–1,A Typ-
ical KDE Desktopfor an example); the space on which you place windows for
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running applications, icons for starting programs, folders for programs or docu-
ments. See Section 3.2,The Desktop.

• The Floppy , CD-ROM, Printer , andTrash icons -- These are links (orshortcuts)
which allow you easy access to your floppy and CD-ROM drives or let you "throw
away" items by dropping them into the trashcan. See Section 3.2.1,TheTrash ,
Printer , and Drives.

• Folders -- In the folder labeledTemplates , you’ll find links which you candrag
to your desktop to create new desktop items. The folder calledAutostart is where
you can place applications which you want to start automatically whenever you
log in (see Section 3.3,Folders).

• The Panel -- The long bar across the bottom of the Desktop (for example, in
Figure 3–1,A Typical KDE Desktop). ThePanel serves as a quick launcher for
applications andapplets(mini-applications). See Section 3.4,ThePanel.

• Multiple desktops -- In the center of thePanel you’ll find the Switch Desktop
buttons, which show you the number ofworkspacesavailable to you. You can
spread your work throughout multiple desktops, rather than crowd one desktop
area with multiple applications. See Section 3.4.1,Multiple Desktops.

• Main Menu K Icon -- Part of thePanel, at the left (see Figure 3–9,TheMain Menu K
Icon with Expanded Menufor an example), leads to launchers and submenus for
included applications and applets on your Red Hat Linux system. Many appli-
cations which you install, such asStarOffice, will also be incorporated into this
menu. See Section 3.5,TheMain Menu K Icon.

• The Taskbar -- Appearing at the top of the desktop by default (though you can
change this), theTaskbar is a thin bar which shows your currently opened windows
-- both minimized and on the desktop. See Section 3.6,TheTaskbar .

• Finding Help -- KDE includes a detailed set of help files for navigating and
customizing the environment. See Section 3.7,Finding Help.

• Switching Environments -- Although it’s not something you’ll find on your desk-
top, there’s a utility which allows you to easily and quickly change your choice of
environments. CalledSwitchdesk, you can use this utility to quickly and easily
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change from GNOME to KDE or vice-versa. See Section 3.8,Switching Envi-
ronments.

3.1.1 Using Your Mouse

Click once

Unlike GNOME, you start applications and open folders by
clicking just once on the associated icon.

Using the left mouse button selects an item to open or drag to another location. To
drag the item, hold down the mouse button, and continue holding it down while drag-
ging to the new location. Once at the desired location, release the mouse button to
"drop" the item.

You can also select multiple items by holding down the cursor and dragging it over
the items. Once you release the mouse button, each of the selected items will be
highlighted.

If there are multiple items you want to move or copy, but they’re not easily aligned
for quick selection, you can highlight each item by holding down the[Ctrl] key while
clicking once on each icon.

When youdrop the files on their desired location -- such as a folder -- a menu will
appear asking whether you want toCopy , Move or Link the files at the selected location.

Make your two-button mouse act like it has three
buttons

As with GNOME, a three-button mouse offers the greatest
ease of access to menus and navigation in KDE. If you have
a two-button mouse, however, and you selected three-but-
tonemulation, simply hold down both left and right mouse
buttons at the same time to emulate the "middle" button of
a mouse.
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Pressing the middle button of your mouse on the desktop will allow you to switch
desktops by selecting desktops one through four (you can rename the desktops, as
you’ll learn in later in this book).

Using the right mouse button reveals a brief menu of actions which you can take.
Right-clicking on the desktop shows you options such as adding desktop links --
which start applications, visit websites or open documents. You can also rescan or
unclutter the desktop.

Also, among the options when you right-click on the desktop, you’ll find a link to
helpful documentation on using the desktop itself.

Right-clicking on a folder or application reveals a menu related to actions you can
take with your selection, such as moving the item to theTrash , revising the item’s
properties and more.

3.1.2 Drag and Drop
You candrag and drop items in KDE, meaning that you can "carry" data or appli-
cations from one area of the desktop to another, "drop" items in folders or on appli-
cations, move or copy information and applications.

When you drag an item by holding down the left mouse button, then release the button
over the desired location, you’ll find a menu of actions you can take. You can copy
the item into the location (which will preserve the original item) you can move the
item to its new location, or you can create a link from the item in its new location to
the original item. This last option is somewhat similar to copying; however, when you
copy the item, the original item remains unchanged if you modify the copy. When
you link an item, any changes you make to the item in one location are reflected in
the item at its original location.

You can also drag applications, such as NetscapeNavigator, from the desktop and
drop them onto thePanel to use as a quick launcher. (To remove an item from the
Panel, right-click on the item, and selectRemove . Removing an application from the
Panel will only remove the link and icon, not the actual application.)
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3.2 The Desktop
When you first start KDE, your desktop will look something like Figure 3–1,A Typ-
ical KDE Desktop.

Figure 3–1 A Typical KDE Desktop

The desktop is your main work area. It is the area on which all of your running
applications will be placed -- throughout one or multiple desktops.

Like GNOME, the KDE desktop can be easily configured.

To start or open any of the applications or documents,single-clickon an icon on
the desktop. The associated program or document will open after the icon is briefly
highlighted.
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Dressing it up

Like so much of KDE, you can customize the look of
your desktop, either through the use of preferred col-
ors or pictures, or through the use ofthemes. To learn
more about themes in KDE, visit the KDE website (
http://www.kde.org).

3.2.1 The Trash , Printer , and Drives
Among the first items you’ll discover on your desktop will be the icons representing
your printer, CD-ROM and floppy drives, as well as aTrash can (see Figure 3–2,
Drives, Trash and Printer Icons).

Figure 3–2 Drives, Trash and Printer Icons

Both the icons for "floppy " and "cdrom " provide shortcuts to those devices. You can
access either of these devices by left-clicking once on one of the icons.
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Be aware of formatting

If you place a floppy diskette in the drive, then select the
floppy drive on your desktop, you may receive an error
message such as "wrong fs type, bad option, bad superblock on
/dev/fd0 ..."

Chances are good that the floppy you’ve placed in the drive
is not formatted with the ext2 filesystem -- the Linux filesys-
tem format -- but rather another filesystem format, such as
MS-DOS. For more information about how to access an
MS-DOS formatted diskette, as well as an ext2 filesystem,
see Section 17.2,Using a Diskette.

When you right-click on the drive icons, you will see several options for working
with these drives, such asDelete andMove to Trash , which will remove the icon from
your desktop (and which you probably won’t want to do);Copy , which allows you
to copy the icon to another location;Open with , which you should probably avoid for
now; andMount .

"Mounting" a device

Ordinarily, you’ll be able to use your drives just by clicking
on them. In UNIX and Linux, however, that’s not always
the case: you’ve often got tomount the drives. When you
mount a floppy or CD-ROM, you’re making that device’s
contents available to you. Note, however, that whenever
you mount a drive, you must alsounmount the drive when
you’re finished.

TheTrash is where you can drag and drop your unwanted items. Right-click on the
trashcan and selectEmpty Trash Bin to delete the items from your system.
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ThePrinter shows you theprint queue, meaning the jobs which are printing or sched-
uled to print. This is a handy tool for monitoring the progress of your printing tasks.

3.3 Folders
When you first start KDE, you’ll see "file folders" on your desktop. Among the
more important folders areTemplates andAutostart (see Figure 3–3,File Folders on
the Desktop).

Figure 3–3 File Folders on the Desktop

To open a folder, single-click on it with your left mouse button.

In the Autostart folder, you can drag and drop applications which you would like to
open or start automatically when you begin your KDE session.

In the Templates folder, you’ll find basic file-types which you can use to drag onto
your desktop or into other folders, then customize to suit your needs (see Figure 3–4,
A View of theTemplates Folder).
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Figure 3–4 A View of the Templates Folder

Among the templates you can choose are:

• Ftpurl -- Creates a link toFTP sites. (FTP stands forFile Transfer Protocol, a
means of exchanging files, such as on the Internet.) Single-click on the link to
access the site.

• Mime Type -- Creates a link to an application or text file. (MIME means Multi-
purpose Internet Mail Extensions; they’re used to describe different data so that
the operating system knows how to work with it when that data is selected.) You
won’t require this template often, since many MIME types are already available
with KDE.

• Program -- Creates a link to start a program.

• URL -- Creates a link to a favorite website, like a detachable bookmark.

To use these templates, left-click on your chosen template, drag it to your desktop or
into another folder, then customize it with the appropriate name and information.
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3.4 The Panel

ThePanel stretches across the bottom of the desktop.

Figure 3–5 The Panel

The Panel is very configurable. You can add and remove applications and applets,
which will allow you to access them easily.

As in GNOME, you canhide thePanel by choosing toauto-hide it, making it appear
to sink beneath the lower frame of your screen (it will return when you hold the cursor
over the minimized space).

You can also hide thePanel by clicking on one of the arrows on either of its borders;
depending on the arrow you select, that will be the direction in which thePanel will
shrink to hide.

Applications and utilities can easily be added to thePanel (see Figure 3–6,Adding an
Application to thePanel).
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Figure 3–6 Adding an Application to the Panel

To add an application:

• Click on theMain Menu K icon and highlight thePanel entry in the menu.

• In the submenu which opens, highlightAdd Application .

• Highlight one of the submenus which open and select the corresponding appli-
cation, game or utility you wish by dragging your cursor to the item until it’s
highlighted.

• Once your choice is highlighted, release the mouse button. The item will be
added to thePanel.
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3.4.1 Multiple Desktops
By default, KDE offers you four different desktops over which you can spread your
work. Each desktop can hold icons, open applications and individually customized
backgrounds.

For example, while you’re writing e-mail on the first desktop, you can have Netscape
Navigator running on desktop two, a word processor open on desktop three, and so
on.

You can change the number -- and names -- of desktops available under KDE. To
make these adjustments:

• Right-click on thePanel; you’ll see a limited menu of actions you can take.

• SelectConfigure ; the KDEPanel configuration tool will open.

• Click on the tabbed entry markedDesktops (see Figure 3–7,TheDesktops Tab in
the Panel Configuration).

Figure 3–7 The Desktops Tab in the Panel Configuration
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To change the names of your desktops, fromOne, Two, and so on, replace the desktop
"names" by typing in your preferred names in the appropriate boxes (see Figure 3–8,
Renaming Desktops).

Figure 3–8 Renaming Desktops

You can increase (or decrease) the number of desktops available to you by adjusting
theVisible slider of theDesktops dialog. For more desktops, drag the bar to the right;
for fewer desktops, drag the bar to the left.

In similar fashion, you can adjust the width of the desktop buttons on thePanel.
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Switch desktops quickly

Want to change desktops without the hassle of pointing and
clicking? Just use the keyboard combination of the[Ctrl] and
Function keys. For example,[Ctrl]-[F2] will switch you from
desktop one to desktop two,[Ctrl]-[F3] will take you to desk-
top three. (If you rename your desktops, remember which
number represents the associated name!)

3.5 The Main Menu K Icon

Similar to theMain Menu of GNOME (and many other graphical environments), the
main menu in KDE, at theK icon, incorporates all of the available KDE applets and
applications, as well as many other applications on your Red Hat Linux system.

Figure 3–9 The Main Menu K Icon with Expanded Menu
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You can find the icon on the left of thePanel. You open the main menu by click-
ing once on the icon. As in Figure 3–6,Adding an Application to thePanel, you’ll
see the top-most level of menu headings first. These headings are the major groups
into which the applications are placed. For example, to openKOrganizer, the KDE
calendar and appointment book, you would openMain Menu K , drag your mouse to
highlight theApplications menu listing, then highlight and click once on theOrganizer
entry in the submenu which opens.

Also available from the main menu, you’ll find:

• TheKDE Control Center, an invaluable resource for customizing your environ-
ment and locating system information.

• A Home Directory listing which, which selected, will open a browser showing you
all the files in your account.

• A menu calledDisk Navigator , which provides quick access to recent applications
as well as important directories in the filesystem.

• TheLock Screen andLogout icons, which will password protect your desktop and
allow you to log out of your account.

3.6 The Taskbar

The Taskbar displays all running applications -- both minimized and on the desktop
(see Figure 3–10,Applications on theTaskbar ).

Figure 3–10 Applications on the Taskbar

Like GNOME, Windows 9x and other graphical environments, theTaskbar is an easy
way to keep track of and access running applications.

You can keep theTaskbar running in a separate location from thePanel or you can have
them both located in the same place on the desktop. The default configuration places
theTaskbar at the top of the desktop while thePanel runs at the bottom of the desktop.

You can maximize running applications or bring them to the front of your working
windows by clicking on the associated item on theTaskbar .
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Switch tasks quickly

Another way to bring minimized or background windows
to the front is to use the[Alt] and[Tab] keys. To pick an item
from theTaskbar , hold down[Alt]-[Tab]. To scroll through the
tasks, hold down the[Alt] key, while pressing the[Tab] key
in succession. When you’ve found the task you want to
maximize and bring to the front, stop pressing the[Tab] key
and release the[Alt] key. This procedure works only on your
current desktop, so if you’ve got applications running on
other desktops, you’ll have to switch to that desktop in order
to maximize it with these keys.

3.7 Finding Help
KDE Help is the online help browser for getting the most out of KDE, as well as for
many features of your Red Hat Linux system.
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Figure 3–11 The Opening Screen of the Help Browser

There are several ways to accessKDE Help, but the easiest are:

• From thePanel -- A single click on theKDE Help icon, which looks like:

• From theMain Menu -- Listed asKDE Help next to the help icon.

• By right-clicking on the desktop and selecting theHelp on desktop entry in the
brief menu.

The opening screen of theKDE Help browser will appear like Figure 3–11,The
Opening Screen of the Help Browser. From this main page, you can view help doc-
umentation on using and configuring the desktop, working withKFM, the KDE file
manager, and more.

The main contents of the help browser are:
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• Welcome to the K Desktop Environment-- Introductory material about the KDE
Project.

• KDE Help Contents-- Help documentation such asman pagesandinfo pages,
as well as specific help on KDE applications.

• Getting the most out of KDE-- Quick-start tutorials, information onKFM and
kwm, thewindow managerfor KDE (a window manager does just that: manages
window display and behavior in an environment).

A useful extension to the help browser is the ability to search through the help doc-
umentation installed on your system. You can search through KDE documentation
and through man pages (eventually, you’ll also be able to search through info pages,
although this feature is not yet available).

You’ll find a link to the search tool in theKDE Help Contents section of the help browser.
To open the search tool, select the linkSearch for Keyword .

Figure 3–12 The KDE Help Search Tool
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In the search tool (see Figure 3–12,The KDE Help Search Toolfor an example
screen), type in the keyword, subject or significant phrase for which you want help.
Select from KDE-specific documentation (KDE Documentation ) or man pages (Online
Manuals ), which are system-related help documentation, or both categories. Click on
Submit Search or press[Enter] to begin searching.

When you find useful material, you can print the documentation by going toFile =>
Print on the menu, or by pressing[Ctrl]-[P].

3.8 Switching Environments
In addition to changing your graphical environment at the login screen, you can
"switch" to another environment when you’re already logged in.

You can change environments using theSwitchdesk utility (see Figure 3–13,The
Switchdesk Utility ). Whether you’re using GNOME, KDE or AnotherLevel, you
can select your new environment inSwitchdesk, then log out of your session. When
you restart your session, you’ll find your new environment.

Figure 3–13 The Switchdesk Utility
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StartSwitchdesk from the shell prompt in an Xterm window. You’ll find a quick

launcher to an Xterm on thePanel; it looks like:

To useSwitchdesk, perform the following tasks:

• Open an Xterm window.

• Typeswitchdesk at the prompt.

• Select your new environment and clickOK.

• Close the Xterm window by typingexit .

• Log out and log in again.

The next time you start your X session, you’ll be in your newly selected environment.
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4 Logging Out and Shutting Down
By now, most computer users know that shutting down their system involves a little
bit more than just tapping a power switch. The same is true for your Red Hat Linux
system.

But just because you’re done working doesn’t mean you must shut down. For exam-
ple, if you’re sharing your computer with another user, you can leave your machine
running and simplylog out of your account, which can avoid a time-consuming re-
boot.

There are similarities and differences to the procedure of logging out and shutting
down in both GNOME and KDE. Let’s cover the basics first in each environment.

4.1 Quitting from GNOME
When you log out, GNOME allows you to simply log out (and leave the system run-
ning), restart, or halt the system completely.
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Figure 4–1 The GNOME Log Out Confirmation

To log out from theMain Menu on thePanel, click on theMain Menu Button and select
Log out .

In the confirmation dialog which opens (see Figure 4–1,The GNOME Log Out Con-
firmation), you can choose to:

• Logout -- logs you out of your account and returns you to the login screen, leaving
the system running.

• Halt -- logs you out of your account and shuts down the system.

• Reboot -- logs you out of your account and restarts the system.

Select any of the options and press theYes button to continue. Also, select theSave
current setup option if you want tosave your session. Saving your session will pre-
serve your current configuration of thePanel and save the programs you might have
open.



Section 4.1:Quitting from GNOME 67

If you don’t wish to proceed, choose theNo button to continue with your GNOME
session.

Typing your password

When you select eitherHalt or Reboot , you’ll be asked for
your account’s password before proceeding. In the space
provided, just type in the password you used when you
logged in for your current session.

4.1.1 Adding a Log Out Button
You can add a quick launchLog out button to thePanel.

Figure 4–2 Adding a Log Out Button

To add the button to yourPanel, go to theMain Menu => Panel => Add to panel and click
on Log out button (see Figure 4–2,Adding a Log Out Button). Then, just click on the
launcher on thePanel to log out.
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4.1.2 Shutting Down from the Run program menu
An additional way to shut down or restart your machine is to select theRun program
item from theMain Menu and, in the dialog which opens, typeshutdown -r now
or shutdown -h now . The-r means reboot, and will restart your machine; the
-h means halt, and will shut down the system.

We’ll discuss these two commands a little later in this chapter.

4.2 Quitting from KDE
There are several easy ways to log out from your KDE session:

Figure 4–3 Logout from the Main Menu

• From theMain Menu -- Select theLogout item (see Figure 4–3,Logout from the
Main Menu ).

• From thePanel -- Select theLogout icon, which looks like:



Section 4.3:Shutting Down at the Shell Prompt 69

• From the desktop -- Right-click on the desktop and selectLogout from the menu.

Like GNOME, KDE offers you the chance to save your current settings, which will
preserve your panel settings and keep your currently open applications.

If you’re working in an application and you haven’t saved your work when you log
out, a dialog will inform you that you’ll lose your unsaved material when you log out.

When you see this dialog, you can simply select theCancel button, save your work,
then log out again. If you continue without saving your work, you’ll lose the data.

4.3 Shutting Down at the Shell Prompt
Like theRun program option in GNOME, you can use theshutdown command to halt
or restart your system from the shell prompt in an Xterm window. Whether you’re
working in GNOME, KDE or theconsole mode(non-graphical), you can shut down
or restart your system from the shell prompt.

Figure 4–4 The Password Dialog

To halt or restart your system from the shell prompt:

• Open an Xterm window -- From thePanel, click on theTerminal Emulation or Con-
sole launcher.

• At the shell prompt, typeshutdown -r now or shutdown -h now and
enter your user account password in the dialog box which appears (see Figure
4–4,The Password Dialog). The-h means halt and will shut down the system;
the -r means reboot and will restart the system.

• In console mode, typeshutdown -r now orshutdown -h now and enter
your user account password after thePassword prompt.
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Make certain that you’ve saved your work before halting or restarting your system
from the shell prompt. Running applications will be closed and you won’t have the
option of saving your work or your session.

"Killing" an X session

If you’re having difficulty quitting your X session -- for ex-
ample, if you get no response when you click on theLog out
button in KDE -- you can swiftlykill the X session and re-
turn to the login screen by pressing the[Ctrl]-[Alt]-[Backspace]

keys. This procedure should be used only as a last resort,
however. Make sure you close your running applications
and save your work before logging out this way!

More about shutting down

You can specify the delay between when you issue the
shutdown command and its execution. Replace the word
now with a "+" and a number; for exampleshutdown -h
+5 will shutdown and halt the system after five minutes
pass.



Setting Up Your Printer 71

5 Setting Up Your Printer
Most new Red Hat Linux users want to immediately set up their printer.

Here, we’ll cover some basic steps to configure a parallel printer on your system. For
the most part, the process isn’t too complicated, regardless of whether you’re using
GNOME or KDE.

Is it compatible?

Although many printers work well with Linux, not all print-
ers are compatible. To make certain your printer is compat-
ible with Linux, refer toThe Hardware Compatibility List
at http://www.redhat.com/support/hardware/.

Another useful site which features printer compatibility lists
as well as useful hints and instructions isThe Linux Printing
HOWTO, at http://www.linuxprinting.org/howto/.

Because Linux is a multi-user, multi-tasking operating system, it can handle a variety
of printing jobs at once. You could have multiple users on the system, all of whom
want to send their work to a printer. Linux dutifully handles these requests byspool-
ing them -- storing and printing the files in the order in which they were received.

Even if you’re the only user on your system, you’re still going to send your work to
theprint spool, where the files wait until it’s their turn to be printed.

There are some terms and conditions you should know:

• lpd -- Theline printer spooler daemon. Normally starts when the system starts.
Manages the print jobs.

• lpr -- Takes each print job and submits it tolpd.

• Input filters -- Manage printer-specific formatting.

• /etc/printcap -- This is the configuration file which defines your printer and
other specifics.
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• /var/spool/lpd/ -- This is the location of the print spool, which is where
files await printing.

• Printtool -- A graphical utility you will use to configure and modify
/etc/printcap .

Read the "man page"

You can learn more aboutlpd and related commands and
daemons by typingman lpd at a shell prompt. To move
forward through the man page, use the[Space]; to move back,
press the[B] key, and to quit, press the[Q] key.

Regardless of whether you’re using GNOME or KDE, you can configure your printer
with Printtool. Printtool provides a graphical means for setting up and managing
your printer.

5.1 Using Printtool
The file/etc/printcap defines howlpr should process the print jobs. If you were
to take a peek at the file, you’d find it looks something like the following excerpt:

##PRINTTOOL3## REMOTE POSTSCRIPT 600x600 letter {} PostScript Default 1
acct|xerox-ac:\

:sd=/var/spool/lpd/acct:\
:mx#0:\
:rm=xerox-ac.redhat.com:\
:rp=lp:\
:if=/var/spool/lpd/filter.d/filter:

It’s not pretty, and unless you know exactly what you’re doing, you shouldn’t edit the
file. Instead, use the utilityPrinttool to set up the printer (and/etc/printcap )
for you.

To usePrinttool, you’ll have to "be root."
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Whenever you make changes to your system configuration -- such as adding or modi-
fying hardware settings, installing or uninstalling software -- you must besuperuser,
or root.

To become root from your user account:

• Open an Xterm window;

• Typesu at the prompt;

• Type your root password. (You won’t see it "echoed" on the screen when you
type it.)

See Figure 5–1,Switching to Rootfor an example of how to become root.

Figure 5–1 Switching to Root

As you can see in the previous figure, when you’re root your prompt changes from a
$ to a#. Typeprinttool -- one word, without capitalization.

When the utility starts, you’ll see a window similar to Figure 5–2,The Printtool
Window. At first, you won’t find any printers listed, because you haven’t added a
printer to/etc/printcap .

Click on theAdd button to add your printer.
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Figure 5–2 The Printtool Window

Next, you’ll be asked what kind of printer you want to add (see Figure 5–3,Selecting
the Type of Printer to Add).

Figure 5–3 Selecting the Type of Printer to Add

Choose from the following:
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• Local Printer : Choose this if your printer is directly connected to the machine on
which you’re working (called thelocal machine).

• Remote Unix (lpd) Queue : A printer attached to another machine on which anlpd
daemon is running. Choose this if you want to print to a network printer on a
LAN.

• SMB/Windows 95/NT Printer : A printer which is attached to a machine running Win-
dows orSamba. (Samba is a suite of programs which allows Windows ma-
chines to share files and services with UNIX and Linux machines on a network.)

• NetWare Printer (NCP) : A printer on a machine running NovellNetWare or compat-
ible server software -- two networking applications for interacting with machines
running NovellNetWare.

What is a daemon?

You may have seen thatlpd is called the line printer spooler
daemon. A daemon is a small program that runs in the back-
ground. Daemons usually perform critical system tasks, and
usually start when the system starts. (Most daemons, also,
have names that end in a d, such ascrond, httpd, lpd, and
so on.)

For this example, we’ll add a local printer. Highlight the entryLocal Printer and select
the OK button.

When you select your printer type,Printtool will attempt to detect any printers which
are attached to your parallel port; you’ll then see the results (see Figure 5–4,Detecting
a Printer Port). Click on theOK button to continue to the mainPrinttool window.
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Figure 5–4 Detecting a Printer Port

The /dev/lp x Device Files

Linux refers to parallel ports differently than DOS. In DOS,
a printer located atLPT1 is known in Linux as/dev/lp0 ;
LPT2 in DOS is/dev/lp1 in Linux, and so on.

In our example, a parallel port printer was detected at/dev/lp0 . Click on theOK
button to continue.

In the next dialog (see Figure 5–5,Editing a Local Printer), you can specify details
about your printer, such as a name of the printer and its related spool directory, the
location of the printer device and other options.

In theNames field, you can specify a name for your print queue (where print jobs are
sent), and the default directory to which you want the jobs sent (theSpool Directory
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entry). You can probably leave these settings unchanged; note that giving a printer
entry the namelp makes it the default printer.

Figure 5–5 Editing a Local Printer

The Input Filter contains information about your specific printer and its formatting
requirements. To add your printer’s information, click on theSelect button. TheCon-
figure Filter dialog will open.

Once theConfigure Filter dialog opens, your tasks are to perform the following:

• Pick an exact match for your make and model printer in theConfigure Filter dialog.
If you can’t find an exact match, see if you can find a match that’s close (such
as the same manufacturer, but a different model). Select other options, such as
paper size and resolution. Click onOK to accept your selections.

• Click on OK in theEdit Local Printer Entry dialog; you’ll return to thePrint System
Manager .

• Highlight your new printer entry in thePrint System Manager dialog, then restart
lpd from the menu.

• Finally, with your printer highlighted in thePrint System Manager , print a test page
by selecting the option from the menu.

If you’re unsuccessful at printing the test page -- or you need to modify the way
it printed -- return to theConfigure Filter dialog to select a different filter or change
settings for your current filter.

If you’re experiencing trouble, remember to checkThe Hardware Compatibility List
and theThe Linux Printing HOWTO, cited in the beginning of this chapter.
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5.1.1 Selecting Input Filters
TheConfigure Filter dialog will look similar to Figure 5–6,Selecting a Filter. Select
the appropriate filter for your printer. When you select a filter, you’re selecting the
correct way to convert file formats so that your printer can use them.

Figure 5–6 Selecting a Filter

The filter dialog is divided into several sections:

• Printer Type : Lists the available printer models for which you have drivers.

• Driver Description : Describes basic information about the driver, as well as the
types of models for which the driver is appropriate.

• Resolution andPaper Size : Allow you to specify the quality of output to the printer,
as well as the default paper size in the paper tray.

• Color Depth/Uniprint Mode : Allows you to specify additional resolution options for
a color printer.

• Printing Options : Allows you to modify how jobs are printed.
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In thePrinter Type pane, at left, choose the exact make and model listed for your printer.
If you can’t find an exact match, try to find the closest match to your printer’s make
and model.

If you have questions about which filter may be appropriate for your printer, you’ll
find information about the driver in the box calledDriver Description , at the right of the
dialog.

Quite a few makes and models of printers are supported, but not all printers are
fully supported -- or supported at all. In some cases, printers may require additional
drivers; in other cases, the printer may be unsupported by Red Hat Linux. Again, re-
fer to the Hardware Compatibility List at http://www.redhat.com/support/hardware/
to verify that your printer is supported under Red Hat Linux.

If you find the manufacturer of your printer, but not your model number, you can
check your printer’s documentation to find out whether your printer canemulateany
of the listed printers. You may also be able to find out whether a filter is suitable
for your unlisted model by highlighting the filter in the left window and reading its
description in theDriver Description window, at the right of the dialog.

Choose the resolution and default paper size for your printer. (Not all printer types
will offer optional paper sizes.)

In theColor Depth / Uniprint Mode section, select the options you desire.

A little about Floyd-Steinberg

Floyd-Steinberg refers to a process ofdithering , which is
used to create shades or to smooth jagged lines.

5.1.2 Other Printing Options
The remainder of theConfigure Filter dialog allows you to specify other printing op-
tions:

• Send EOF after job to eject page -- This option forces the printer to eject the page
when the print job is finished. Uncheck this option if you receive an extra blank
page after your print job.
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• Fix stair-stepping of text -- Choose this option if your test page shows uneven lines
of text, referred to asstair-stepped, which looks like:

This, for example,
is what stair-stepped

text might look like

• Fast text printing (non-PS printers only) -- If you don’t have a PostScript printer, you
can select this option, which will send text files directly to the printer, rather than
send them to a program for conversion toPostScript, and then toGhostscript to
be printed. This option bypasses such a route for your text files, and speeds the
process.

• 8, 4, 2, 1 pages per output page -- This option refers to the commandmpage, which
allows you print multiple pages of plain text files on one page (either 2, 4, or 8).
This can be useful for squeezing large printouts onto a single sheet of paper. Note,
however, that this option is not available if you choose the "fast text printing"
option.

• Margins -- This option specifically applies to the selection of multiple page print-
ing. If you choose to print multiple pages (see the option above), you can specify
the width of the margin on the page. If you choose to print single pages, this op-
tion will be unavailable to you.

• Extra GS options -- Refers to additionalGhostscript options which may be avail-
able for your printer. In general, you can leave this blank. Check in theDriver
Description box for any options you might be required to add here.

5.1.3 Testing Your Printer Configuration
Once you’ve made your selections in theConfigure Filter dialog, click on theOK button.
You’ll return to theEdit Local Printer dialog. Now, theInput Filter field will contain the
information you’d chosen about your printer (see Figure 5–7,Local Printer Entry
with Filter).
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Figure 5–7 Local Printer Entry with Filter

Leave the itemSuppress Headers checked by default if you don’t want extra data
printed with your documents (such as the date and origination of the print job).

Click theOK button to continue; you’ll return to the opening dialog ofPrinttool; this
time, with your printer entry, as in Figure 5–8,Your New Printer Entry.

Now, it’s time to test your setup.

• Restartlpd -- Restart the printer spooler daemon by selectinglpd => Restart lpd
from the menu.

• Print a test page by highlighting your printer entry, then selectingTests => Print
ASCII test page (you can perform a test print on a PostScript test page, as well).
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Figure 5–8 Your New Printer Entry

If you want to make modifications to your printer selection, highlight the printer and
selectEdit at the bottom of thePrinttool window.

When you’re satisfied with your configuration, you can exit by selectingQuit from the
PrintTool menu, or by clicking on thex in the upper right of the application’s window.

Once you return to your prompt, you can exit from the root login by clicking on the
x in the upper right of the Xterm window, or by typingexit at the prompt. Then,
typeexit again to close the Xterm.

5.2 Printing Utilities in KDE and GNOME
Once you’ve configured your printer, you’ll find KDE and GNOME provide utilities
to help you monitor and modify printer settings and printing jobs.

5.2.1 Using Ljet Tool in KDE
In KDE, Ljet Tool can help you configure a Hewlett-Packard LaserJet printer in KDE.
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Also calledKLJetTool, the utility can allow you to modify your printer settings for
all KDE-compliant applications.Ljet Tool can be used by regular users; not just by
the root user.

Possible conflicts

Ljet Tool is best suited for Hewlett-Packard LaserJet
and compatible printers. The utility uses PCL, the same
printer control language to control options used by
Hewlett-Packard. If your printer isn’t a Hewlett-Packard
LaserJet or PCL-compatible printer, you may experience
problems if you try to useLjet.

5.2.2 Starting Ljet Tool
You can startLjet from thePanel or from the shell prompt.

To start the utility from the shell prompt, open an Xterm window and, at the prompt,
typekljettool .

To startLjet from thePanel, go to theUtilities menu, then go toHP LaserJet Control Panel
(see Figure 5–9,StartingLjet from thePanel for an example).
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Figure 5–9 Starting Ljet from the Panel

In four tabbed dialogs, the utility allows you to specify details like paper size, reso-
lution, font size and more.

Most of the options are fairly self-explanatory, but some of the settings in theFonts
dialog may be a little confusing: specifically, the settings forLanguage andSymbol
Set. See Figure 5–10,TheFonts dialog in Ljet Tool for an example.
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Figure 5–10 The Fonts dialog in Ljet Tool

The above dialog allows you to choose default settings for the characters which are
used to print documents.

TheLanguage entry defines which printer language is used to process your documents.
By default, this is set toPCL, which is the standard printer language for Hewlett-
Packard printers. You can use the drop-down list to select PostScript, however, if
your printer has such capabilities.

TheSymbol Set entry refers to the default character set you’d prefer to use when print-
ing. The setting ofPC8 is the default mode; if you want to print special math, Windows
or non-English characters, however, you can make your selections here.

5.2.3 The Printer Queue in KDE
On the KDE desktop, the printer icon represents your printer queue. You can drag
and drop files onto the printer icon to send them to the printer.
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You can open the printer queue either by clicking on the printer icon on your desktop
or by going to thePrinter Queue item on theUtilities menu of thePanel (see Figure 5–11,
Opening the Printer Queue from thePanel).

You can also open the printer queue by typingklpq at the shell prompt.

When you first start the printer queue application, you’ll be asked which print spooler
you use. By default,BSD will be checked, and you probably won’t have to alter this
setting.

Figure 5–11 Opening the Printer Queue from the Panel

When you open the printer queue, you won’t see any entries in the queue (see Figure
5–12,The Printer Queue Window), unless you’re currently printing a document.



Section 5.2:Printing Utilities in KDE and GNOME 87

Figure 5–12 The Printer Queue Window

A document you send to the printer will be displayed in thePrinter Queue utility.
See Figure 5–13,A Print Job in the Queuefor an example of a document listed in the
queue.

Once in the queue, you can see details about the job, such as the user who sent the
job to the printer, its order in the printer queue -- if there is more than one job -- the
size of the document and more.

ThePrinter Queue also allows you to change the order of jobs, or to remove printing
jobs.
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Figure 5–13 A Print Job in the Queue

5.2.4 The Printer Applet in GNOME
GNOME offers a convenient way to drag and drop documents to the printer with the
Printer Applet. The utility can be placed on thePanel.
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Figure 5–14 Adding the Printer Applet to the Panel

To add the applet to thePanel, right-click on thePanel and drag your cursor toAdd
Applet => Utility => Printer Applet (see Figure 5–14,Adding thePrinter Applet to the
Panel). Release your mouse button overPrinter Applet ; the applet will appear on your

Panel and look like:

To use the applet, drag a document from a folder or from the file manager and "drop"
it over thePrint icon on thePanel. (When you hover your document over the icon and
an outline surrounds the icon, you’ll know that you can drop your document on the
applet.) After a few moments, your document should begin printing.

You can adjust a couple of the settings in thePrinter Applet by right-clicking on the
applet in thePanel and selecting theProperties dialog.
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In Printer properties (see Figure 5–15,Properties in thePrinter Applet), you can select
a name for the printer label on thePanel. Your default print command will most likely
be lpr , so you should leave thePrint command entry the defaultlpr .

Figure 5–15 Properties in the Printer Applet
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6 Getting Online
Normally, PPP accounts are used to dial in to an Internet Service Provider (ISP).
Using PPP, which stands forPoint-to-Point Protocol, you connect to a large network
(the Internet) through your ISP; your machine becomes a part of that network and you
use the resources of the network.

Both GNOME and KDE offer useful tools for establishing and modifying PPP ac-
counts to ISPs. These utilities remove much of the guesswork in creating an online
connection; in many cases, your only requirement is a valid Internet account.

The utilities --RP3 for GNOME andKppp for KDE -- can be interchangeable, too.
You can useRP3 to set up and connect in KDE; similarly, you can useKppp if you’re
using GNOME.

If you useRP3 or Kppp outside of their respective environments, however, you will
lose the ability todock the running applications. That means you won’t be able to
integrateRP3 into the KDEPanel, for example -- orKppp in the GNOMEPanel.
When they’re docked on theirPanels , both utilities provide information about your
connection, such as connection time, speed of the connection and more. You will be
able tominimize these utilities on thePanel, however.

Note, also, that if you create an account in GNOME withRP3, but would rather use
Kppp, you’ll have to set up your account again in that application; in other words,
information you enter in one application won’t be available to the other application.

You must be root

Because you’ll be making changes to your system, you must
be root in order to create a PPP account. If you’re in your
user account, you’ll be asked for yourroot passwordbefore
proceeding in eitherRP3 or Kppp.

Your own ISP may have specific connection requirements for their service which dif-
fer from the instructions in this chapter. Before connecting with either of these tools,
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check first with your ISP for any specific instructions that they provide, including the
following information:

• The phone number that your machine must dial into at your ISP.

• Your login name and password for the Internet account.

• Possiblegateway address: Some ISPs may require you to specifically type in
the address for the ISP’s gateway.

• DNS entries: DNS meansDomain Name Service. The DNS tracksIP (Internet
Protocol) addresses; each computer connected to the Internet must have an IP
address, which is a unique set of numbers like2xx.2xx.2x.2. You may receive
one or more DNS entries from your ISP when you sign up. BothRP3 andKppp
provide spaces for you to enter these numbers.

6.1 Using RP3 to Connect
RP3, the Red Hat PPP Dialer utility, can make easy work of connecting to the Internet
or to some other network devices. You can useRP3 to connect your modem to a PPP
account, and then you can view statistics about the connection, such as the time, speed
and cost of the current connection.

Don’t mix utilities

While RP3, theDialup Configuration Tool , is useful for creat-
ing a PPP account, you should avoid using the application
in conjunction with another network configuration utility,
called Network Configurator (netcfg ). Both applica-
tions can create a PPP dialup connection, but you should
use one to the exclusion of the other. For most account pur-
poses, theDialup Configuration Tool will work well.

You can startRP3 by going to the GNOMEMain Menu Button => Panel => Add applet =>
Network => RH PPP Dialer (see Figure 6–1,AddingRP3 to thePanel). The application
will then dock into thePanel and remain there until you remove it (by right-clicking
on the docked application and selectingRemove from panel ).
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Figure 6–1 Adding RP3 to the Panel

Another way to start the application and dock it into thePanel is to right-click on the
Panel, then go toAdd applet => Network => RH PPP Dialer .

You can also launchRP3 -- without docking it into thePanel -- from either theGNOME
Panel (by going to Internet => RH PPP Dialer ) or from the shell prompt, by typing
/usr/bin/rp3 in an Xterm window.

To see all of your user-controllable network devices, such as modems and Ethernet
cards, from theMain Menu Button go to Internet => RH Network Monitor . Similar to the
two previous methods, the application will appear on the desktop, rather than docking
onto thePanel.

RP3’s Dialup Configuration Tool dialog (see Figure 6–2,Finding theDialup Configuration
Tool on the Menu) allows you to easily configure your system for an Internet connec-
tion, helping you to locate your modem, enter the account information and connect.
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Figure 6–2 Finding the Dialup Configuration Tool on the Menu

6.1.1 Creating a New Internet Account
To create a new PPP account, startRP3. Go toMain Menu Button => Internet => Dialup
Configuration Tool .

Next, type your root password when you’re prompted and click theOK button to
continue to the opening screen for theAdd New Internet Connection tool.

If you don’t already have devices configured, you’ll see theAdd New Internet Connection
dialog (see Figure 6–3,TheAdd New Internet Connection Dialog).
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Figure 6–3 The Add New Internet Connection Dialog

If devices are detected

If there are devices detected, such as an Ethernet card, you
can simply choose a listed device so that the application is
running on thePanel or the desktop. Once the application is
running, right-click on the application to open the options
menu and selectConfigure PPP .

To proceed, select theNext button; to quit the utility without making any changes or
additions, use theCancel button. You can cancel without saving changes at any time
during the process. You can also return to a previously completed screen by using
the Back button.

Your next task is to configure a modem.RP3 will try to automatically detect a modem
on your system (as in Figure 6–4,Searching for a Modem).
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Figure 6–4 Searching for a Modem

If your modem isn’t detected during the search, you’ll receive a message stating that
it couldn’t be found.

You can still enter details about your modem’s location, speed and other information,
in theEdit Modem Properties dialog, as in Figure 6–5,TheEdit Modem Properties Dialog.
This dialog will appear if no modems were detected on your system. Refer to your
modem manufacturer’s documentation for specifics to enter here.

What are Winmodems?

If your machine uses a modem which relies on software
drivers for some of its functionality, you’ve probably got
a "Winmodem." Because they depend on Windows-based
software to operate correctly, these types of modems don’t
function in Linux. To find out more about this subject, go
to http://www.o2.net/~gromitkc/winmodem.html
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Figure 6–5 The Edit Modem Properties Dialog

In theEdit Modem Properties dialog, you can specify the location of your modem, its
baud rate, your preference regarding the speaker volume during a call and whether to
use Touch Tone dialing.

AlthoughRP3 attempts to detect the correct port, you can adjust the settings here.

If you know that your modem is attached toCOM2under Windows, for example, its
location in Linux will be/dev/ttyS1 . Here is a comparison of serial line names
in MS-DOS (and Windows) and Linux:

• COM1= /dev/ttyS0

• COM2= /dev/ttyS1

• COM3= /dev/ttyS2

• COM4= /dev/ttyS3

Using the drop-down list in theModem Device box, enter the port to which your mo-
dem is connected. Then, inBaud Rate , enter the fastest recommended speed for your
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modem. Due to most modems’ data compression capabilities, select a baud rate that
is faster than the modem’s advertised speed (a typical 56k device, for example, would
have a baud rate of 115200).

You can also select your volume and dialing preferences in this dialog. Dragging the
bar toLoud in theModem Volume entry will let you hear everything that goes on during
a connection -- from dialtone to the connection negotiation. Note, however, that some
modems will allow only a sound on/sound off configuration, rather than gradations
of volume.

The Use touch tone dialing button, when selected, will dial using touch tone; when
deselected, you’ll dial using pulse.

CheckMake this modem the default modem to use your current modem settings each time
you runRP3.

You can also rescan your system for modem information by selecting theAuto Config-
ure button, then choose to keep the settings it finds.

Once you’re satisfied with your settings, click onNext to proceed to the following
screen.

Tip

Even if your modem is automatically detected, you can ad-
just the modem’s settings by choosing toManually create a
modem afterRP3 detects your device. Your choices, such
as location of modem, baud rate and volume, will be identi-
cal to those you’d find if the modem had not been detected.

In the Phone number and name dialog (see Figure 6–6,Adding a Name and Phone
Number), you should enter both the name you would like to give your account and
the telephone number of your ISP. Usually, it isn’t necessary to provide the prefix or
area code for your ISP.

If you must dial a "9" to reach an outside line, enter this number in thePrefix field.
To disable call waiting, type*70 in this field.
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To learn about other options

RP3 uses an application calledWvdial for some of its func-
tions, such as dialing and authentication with the PPP server.
To learn about other dialing options which might be avail-
able, typeman wvdial in an Xterm window. (Use the
[Space] bar to move forward through this document a "page"
at a time; use the[B] key to move back, and use the[Q] key
to quit.)

Figure 6–6 Adding a Name and Phone Number

The dialog which follows,User name and password , asks you to provide the name you
use to sign on to your ISP, as well as your login password for the service. Your
password will appear as a series of asterisks (see Figure 6–7,Specifying a User Name
and Password).
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Figure 6–7 Specifying a User Name and Password

In the Other Options dialog, you can choose a pre-selected ISP or aGeneric Account
if your ISP isn’t listed. If your ISP is listed, you should select the appropriate entry,
due to variations in connection protocols which require specific network negotiations
between your system and your ISP’s.

You can check your information in theCreate the account dialog which follows (see
Figure 6–8,Checking Your Entries).
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Figure 6–8 Checking Your Entries

If you’re satisfied with your entries, clickFinish to create the account; if you want to
modify the information, select theBack button to go to a previous screen.

The configuration tool modifies multiple files. The main files which are affected
are /etc/sysconfig/network-scripts/ifcfg-ppp* and /etc/wv-
dial.conf . If you find it necessary to modify an existing entry, however, you can
edit that entry withRP3, rather than hand-edit a file. See Section 6.1.4,Customizing
and Configuringfor more information on customizing the settings.

6.1.2 Connecting and Disconnecting
Once you have configured your PPP account, startRP3 (right-click on thePanel =>
Add applet => Network => RH PPP Dialer ).

When the application starts, you’ll be asked to select which interface you want to
activate; choose the name of the PPP service you created.
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To begin your online session, left-click on the monitor and, in the dialog which asks
whether you want to start the interface, selectYes. (You can also right-click on the
monitor, then drag your cursor to theConnect to... entry showing your ISP account
name.)

Similar to the procedure for connecting, you can disconnect from your session by
left-clicking on the monitor, then choosingYes to close the interface. (Also, you can
use theDisconnect from... entry by right-clicking on the monitor.)

6.1.3 Working with the RP3 Monitor
When theRP3 monitor is docked on thePanel, it will look like Figure 6–9,TheRP3
Monitor Docked (Second Icon From Left).

Figure 6–9 The RP3 Monitor Docked (Second Icon From Left)

During the time you’re connected, theRP3 monitor will display two bar graphs show-
ing connection activity: the top graph will show data transmitted, and the bottom
graph will show data received (see Figure 6–10,TheRP3 Monitor).

Figure 6–10 The RP3 Monitor

Beneath the graphs, you’ll find text entries which will display the bytes received per
second and either your total connection time or the total cost of your current session
(if you’ve specified this option when you configured the account).

6.1.4 Customizing and Configuring
RP3 makes easy work of setting up an Internet account, but you may still find you’ve
got a little tweaking to do before you’re up and running.
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By default, whenRP3 connects to your ISP, it startspppd. What ispppd? It means
Point-to-Point Protocol daemon; briefly, it helps your machine to "shake hands"
with your ISP.

To learn more about pppd

You can learn more aboutpppd by reading its man page. At
the shell prompt, typeman pppd.

You can customize and configure account information by right-clicking on theRP3
monitor and selecting theConfigure PPP entry.

Figure 6–11 The Internet Connections Dialog

In theInternet Connections dialog which appears, you can add a new account, delete an
account and modify current account configuration. You can alsodebugthe account,
meaning that you can test your settings to see if there are any problems.
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Selecting theAdd button will begin theConfigure PPP tool, allowing you to enter
new account information.

If you choose to modify details in a current account, select theEdit button. When the
Edit Internet Connection dialog opens, you can change account details in theAccount
Info tab. Among the fields you can modify are your login name, your password, and
your ISP’s telephone number.

If your ISP provided you withDNS numbers, which may be necessary for a suc-
cessful connection, you can enter them in theAdvanced tab of this dialog (see Figure
6–12,TheAdvanced Settings Dialogfor an example).

Figure 6–12 The Advanced Settings Dialog

Among other options in theAdvanced tab, you can select whether you want people
who have user accounts on your system to be able to connect and disconnect. You
can also choose whether you want to start your connection when your machine starts
(Begin connection when computer is turned on ).
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The optionLet PPP do all authentication will causepppd to start immediately upon a
successful connection. Learn more about this a little later, in Section 6.1.5,Trou-
bleshooting.

In the Modems tab of theInternet Connections dialog, you can specify the location of
your modem (such as/dev/ttyS1 ). You can either type in the information, or click
on theFind Modem... button, which will attempt to automatically detect your modem.

You can determine how you want to view some details about your connection status.
To change the default settings, right-click on the application while it’s running and,
in the menu which appears, left-click once onProperties .

In theProperties dialog (see Figure 6–13,TheProperties Dialog), you’ll find the fol-
lowing entries:

Figure 6–13 The Properties Dialog

• Connection name: Allows you to switch between network connections that you
have previously configured.
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• Count: Allows you to specify whether you want to view your time online or the
costs of your online session.

• Confirm starting connection : Confirms your intention to start a connection.

• Confirm stopping connection : Confirms your intention to stop a connection.

• Cost per: If you pay for Internet access by the hour, minute or second, you can
specify the cost for your access here. When you’re connected, your connection
costs will then be reflected on theRP3 monitor.

6.1.5 Troubleshooting
Sometimes, things may not go as well as you’d hoped when you’re trying to establish
a connection. That’s whendebuggingcan come in handy. Briefly, debugging allows
you to see a little of what’s going on behind the curtain when you’re trying to connect.

To start, launchRP3 and open theAccounts tab in theInternet Connections dialog. Now,
highlight the account you want to debug, and select theDebug button in the options
to the right.

Once you choose to debug the account, you’ll see a window similar to Figure 6–14,
Debugging an Account, showing you the commands which are used to initialize your
modem, connect to your ISP and perform a login to your Internet account.
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Figure 6–14 Debugging an Account

The lines may slip by too quickly for you to catch anything unusual. Not to worry:
You can scroll through the window to study the information and, for easier review,
you can choose theSave Log button to save the contents of the window as a text file,
which you can print or open in an editor or word processor.

You may find, for example, that you can connect to your ISP, but you’re not correctly
logging in. Check first to make certain that you entered the correct user name and
password for your account.

It’s also possible that thepppd is starting too early, before you have a chance to log in
with your name and password. In this case, youappearto be successfully connected,
yet when you try to view a Web page with NetscapeNavigator, you’re met with error
messages.

If this is the case, stop debugging the connection by selectingClose or Cancel , then
return to theEdit feature in theAccounts tab.
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In the Edit Internet Connection dialog, select theAdvanced tab and deselect the option
Let PPP do all authentication . (By default, this option isn’t selected when you create an
account.) If everything else looks correct, chooseOK to return to theAccounts tab.

Now, debug the connection again. You might find that your login procedure goes a
little more smoothly, sincepppd isn’t started immediately, but rather waits until your
login name and password are sent to your ISP.

Working with the debug feature can help you whittle down whatever problem might
be hindering you from a working connection. When you’re finally successful, close
the window to stop debugging. Since the debug option is only used to diagnose your
setup, it won’t maintain your connection to your ISP.

When you’ve successfully configured your connection, start the interface as described
in the beginning of this section.

6.2 Connecting with Kppp
Kppp is one the useful utilities included in KDE.Kppp can make establishing your
Internet connection easy -- and easy to modify. A dialer and configuration applica-
tion, Kppp works withpppd -- the Point-to-Point Protocol daemon.

6.2.1 Starting Kppp
To startKppp, go to theMain Menu K icon => Internet => Kppp (see Figure 6–15,Start-
ing Kppp from the Menu).
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Figure 6–15 Starting Kppp from the Menu

Type the password for the root account when it’s requested. The opening dialog for
Kppp will be "grayed out," because you haven’t created an account yet (see Figure
6–16,The Main Dialog ofKppp).
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Figure 6–16 The Main Dialog of Kppp

6.2.2 Configuring Kppp
To begin, select theSetup button. The next dialog to open will be theKppp configu-
ration dialog (similar to Figure 6–17,TheKppp Configuration Dialog).
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Figure 6–17 The Kppp Configuration Dialog

Click theNew button to enter your Internet account information.

The Dial Tab

In theNew Account dialog, you can specify the account details, such as name, phone
number, DNS entries and other information. The information is divided into "tabbed"
dialogs (see Figure 6–18,TheNew Account Dial Tab).
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Figure 6–18 The New Account Dial Tab

In theDial tab, enter the following:

• Connection Name: The name you wish to give your account (for example, Mind-
spring or My ISP).

• Phone Number: The phone number to connect to your ISP.

• Authentication: From this drop-down list, you can select the following methods
of login authentication: PAP, Script-based, Terminal-based, or CHAP. (These are
methods used to verify your login. You may want to check with your ISP to
determine which type of authentication method you must use.) If you’re required
to use a script-based login,TheLogin Script Tab in Section 6.2.2 can assist you in
entering your script.

• Store password: Check this option if you don’t want to be required to enter your
password each time you want to log on.
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The remaining fields allow you to specify a program you want to run when your
connection is established (or after you’ve disconnected).

You can also specify options you want to pass topppd in theEdit pppd arguments by
pressing theArguments button.

Unless you know what you’re doing, however, you should leave these additional op-
tions alone.

Static or Dynamic IP

In theIP tab, you should specify whether you’ll be usingdynamic IP addressesor, if
your ISP has provided you with your own IP address you can enter it here (see Figure
6–19,SpecifyIP Addressing).

Figure 6–19 Specify IP Addressing

(Hint: If your ISP hasnotprovided you with an IP address, you should checkDynamic
IP Address .)
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DNS entries

In theDNS tab (see Figure 6–20,Specify Domain Name and DNS Entries), you should
enter the name of your ISP’s domain name (such asearthlink.net).

Figure 6–20 Specify Domain Name and DNS Entries

If your ISP provided you with DNS addresses, enter them in theDNS IP Address field.
When you’ve finished typing in the numbers, click on theAdd button, and the numbers
will be entered into theDNS Address List box. (By default, you won’t be able to click
on theAdd button until you’ve entered the entire DNS number in the address field.)

Note that the fieldDisable existing DNS Servers during Connection will override the DNS
list. If you’ve entered DNS numbers, you should leave this option unchecked.
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Figure 6–21 Select Default or Static Gateway

Specify Gateways

In the next tab,Gateway (see Figure 6–21,Select Default or Static Gateway), select
eitherDefault Gateway or Static Gateway . If your ISP has specified an IP address you
should use as a static gateway, enter that IP number in the space provided.

Assigning the "default route"

Unless you know what you’re doing, you should leaveAs-
sign the Default Route to this Gateway box checked. Uncheck-
ing this option could cause problems for your software when
you’re online.
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The Login Script Tab
The Login Script tab allows you to specify how you want to login to your ISP (see
Figure 6–22,TheLogin Script Dialog). If you chose to use a script-based login in the
Authentication procedure of theDial tab, you can enter that script here.

Figure 6–22 The Login Script Dialog

Not all ISPs require a script-based login procedure; you should check with your ISP
to find out specific entries which might be necessary in a login script.

A login script helps your machine negotiate a successful connection with your ISP.
Your machineexpectsa string of information from your ISP, thensendsa string of
information or prompts. In this way, your machine "shakes hands" with your ISP.

In theLogin Script tab, use the drop-down list at the left of the dialog to create a series
of steps you want your machine to follow when you log in to your ISP. You can select
a variety of options to create your script, step by step. In the window to the right
of the drop-down list, type in the specific information you want to supply with the
option from the drop-down list.



Section 6.2:Connecting with Kppp 117

Click theAdd button to add your step. If you must modify your script, you can choose
an option, supply the information and use theInsert button to place it in the script,
rather than having to recreate the script from scratch.

You can also remove a step in your script by highlighting the entry and clicking the
Remove button.

If you have difficulty connecting to your ISP after you configureKppp, check the
optionShow Log Window on the mainKppp dialog. The log window will open when
you try to connect to your ISP, showing you what your ISP is expecting and what
your machine is sending.

In Figure 6–22,TheLogin Script Dialog, for example, the login script is for an ISP
which sends a prompt for the login ID, then for the password and finally, after a brief
pause, requires that a user send the stringppp . The script looks like:

Table 6–1 A Sample Login Script

Option Enter Purpose

Expect ID: Wait for theID: login prompt
from the server

Send mylogin Send your login name for the
account

Expect word: Wait for thepassword
prompt from the server

Send mypass-
word

Send the account’s password

Expect welcome
to
yourisp

Wait for the welcome message
from the server

Pause 3 Specifies a pause of three
seconds (a value forPause
will be in seconds, by default)
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It may not be necessary for you to use a script-based login procedure, however; this
depends on requirements from your ISP. In some cases, usingPAP or CHAP may be
all that’s necessary. Again, check with your ISP for specific login requirements.

The Accounting Tab
In the Accounting tab, you can specify whether and how you wantKppp to monitor
your online activities (see Figure 6–23,Specifying Accounting).

Figure 6–23 Specifying Accounting

Accounting can be useful if your ISP bills you by the number of bytes transferred
during your time online -- rather than by a flat monthly rate, for example. Referred
to asvolume accounting, this tool will count the number of bytes to or from your
machine on the Internet.

Once you’re finished creating your account, click on theOK button.

Next, in thekppp Configuration window, you’ll see your newly created account. (If
you want to modify the account, highlight the account by clicking on it once, then
selecting theEdit button to the side of theAccount Setup window.)
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Specifying a Device
Now, it’s time to provide the location and speed of your modem, in theDevice tab
(see Figure 6–24,Device Configuration). Here, you specify where your modem is
located, its baud rate, some hardware settings and other specifics.

In Modem Device , you’ll find a drop-down box allowing you to choose the location of
your modem.

Figure 6–24 Device Configuration

The following list is a comparison of serial line names in MS-DOS (and Windows)
and Linux. If you know that your modem is attached toCOM2under Windows, for
example, its location in Linux will be/dev/ttyS1 .

• COM1= /dev/ttyS0

• COM2= /dev/ttyS1

• COM3= /dev/ttyS2

• COM4= /dev/ttyS3
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Once you’ve selected the location of your modem, you can select theflow control .

Although you have a choice in the drop-down list forFlow Control , the default --
CRTSCTS, which specifieshardware flow control -- is the recommended setting
(XON/XOFF specifiessoftware flow control).

The following entry,Line Termination , allows you to specify a correct setting for your
modem. Often, theCR/LF entry is correct for most modems. If, however, you have
difficulty querying your modem (seeTesting Your Modemin Section 6.2.2), this
may be one area to which you should return to adjust settings.

TheConnection Speed entry allows you to select the highest baud rate for your modem
(for example, a 56k modem can typically be set to 115200).

By default,Use Lock File is checked. This means thatKppp will lock the devicewhile
you’re online -- preventing others from using the modem.

TheModem Timeout entry provides the time, in seconds during whichKppp waits for
a CONNECTresponse after dialing.

Testing Your Modem

In theModem section, you can test your modem’s responsiveness to your configuration
(see Figure 6–25,TheModem Tab). By adjusting the slider next toModem volume , you
can modify the volume of your modem while you’re dialing and connecting.
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Figure 6–25 The Modem Tab

When you select theModem Commands button, you’ll be presented with theEdit Modem
Commands dialog, which will allow you to modify how your modem dials, connects
and more.

Check your modem’s documentation

Check the documentation supplied with your modem for
specifics on your modem’sinitialization string , dial string
and other settings.

Click on theQuery Modem button to haveKppp search your system to identify the
modem. A window similar to Figure 6–26,Querying for the Modemwill open to
show the progress of the query.
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Figure 6–26 Querying for the Modem

If the query was successful, you’ll see the results in the dialog which follows, showing
details whichKppp has gleaned from your modem (see Figure 6–27,Results of the
Query).

Figure 6–27 Results of the Query
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If you select theTerminal button,Kppp will open amini-terminal , with which you
can test your modem configuration.

The PPP and Graph Tabs

In thePPP tab, you can determine such options as automatic reconnection or discon-
nection, display ofKppp on connection and more.

Figure 6–28 The PPP Tab

You can select from the following options:

• pppd Timeout : Specifies the time allowed to establish a connection, before giving
up.

• Dock into Panel on Connect : Select this to haveKppp displayed as an icon in the
Panel once you establish a connection. (This option overrides theMinimize Window
on Connect selection.)

• Automatic Redial on Disconnect : Place a checkmark in this box if you want to have
Kppp immediately redial your service if you’re disconnected.
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• Show Clock on Caption : Check this to see a clock displaying your connection time.

• Disconnect on X-server shutdown : If you choose this option, your connection will
be terminated when your X server shuts down. This is a useful option if you’re
likely to shutdown your X session without taking the time to disconnect, because
it causes a disconnection when you log out.

• Quit on Disconnect : When you’ve disconnected from your ISP,Kppp will also
quit. Otherwise, you’ll return to the initialKppp window.

• Minimize Window on Connect : This will minimize Kppp to the taskbar.

In the Graph tab, you can modify the colors of thethroughput graph , which is a
visual chart showing you the bytes exchanged between your machine and your ISP
while you’re online.

TheAbout tab displays some information aboutKppp, such as its authors, copyright
and credits.

6.2.3 Connecting and Disconnecting with Kppp
Once you’ve configuredKppp, you’re ready to try it out.

From theMain Menu K icon, go toInternet and click onKppp . Before the application
starts, you’ll be required to enter your root password. (Note that you can remain in
your user account, however; it isn’t necessary to log in as root.)

In the main dialog forKppp which opens, enter the login ID and password for your
Internet account (as in Figure 6–29,The Main Dialog forKppp).
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Figure 6–29 The Main Dialog for Kppp

If you want todebug the configuration, or watch the progress of your connection,
check the box markedShow Log Window .

Figure 6–30 The Login Script Debug Window in Kppp
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To begin your session, click on theConnect button. A window, similar to Figure
6–31,The Progress Window, will show the status of your connection, such as the
initialization of your modem, and the progress of the transaction. (You can also open
the log window by clicking on theLog button in this progress window.)

Figure 6–31 The Progress Window

Once you’ve established a connection with your ISP,Kppp will dock into thePanel or
become minimized on theTaskbar , depending on the options you selected when you
configured the application.

To view statistics about your connection, such as the throughput rate and IP addresses,
open the status window ofKppp and click on theDetails button, which will open a
window showing you statistics about your connection (see Figure 6–32,Connection
Statistics).
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Figure 6–32 Connection Statistics

To disconnect, if the application is docked into thePanel, click once on the icon to
open the connection status window (see Figure 6–33,Connection Status), then click
on theDisconnect button.

Figure 6–33 Connection Status

If you chose to minimize the application to theTaskbar , then maximize the application
and click on theDisconnect button.
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7 The Web, E-Mail and News in GNOME
and KDE
Once you’ve configured your PPP account, you can view websites for information,
entertainment, software and more.

You can also send and receive e-mail -- the most popular online activity. And, you can
trade information onnewsgroups, which are essentially international bulletin boards
covering thousands of subjects.

Before you can use e-mail or read newsgroups, however, you’ll have to configure
your e-mail and news applications, orclients. You can find two of the most popular
mail and news clients inNetscape Communicator, included with your copy of Red
Hat Linux.

In this chapter, you’ll learn how to customizeNetscape Communicator’s browser,
e-mail and news applications. Asuiteof applications,Communicator contains:

• Navigator -- for finding information on the World Wide Web

• Messenger -- for sending and receiving e-mail and news

• Composer -- for creating and publishing your own Web pages

We’ll concentrate onNavigator andMessenger in this chapter.



130 Chapter 7:The Web, E-Mail and News in GNOME and KDE

Lynx: A lean and mean alternative browser

You’ll probably useNavigator for your Web browsing. But
your Red Hat Linux system also includes a useful browser
called Lynx. What is Lynx? It’s a "general purpose"
browser forcharacter-cell displays; it will display the
content of pages on the Web, but not the images. It’s very
fast, and can be an excellent alternative for you if you’re
interested in reading information, without having to wait
for graphics.

To giveLynx a try, open an Xterm window and typelynx
at the prompt. You’ll find a list of options at the bottom of
the screen. To go to a site, for example, use the[G] key and
enter the website address or URL; to quit, press the[Q] key.

To learn more aboutLynx, type man lynx at the shell
prompt; or, if you want to print the document, typeman
lynx | col -b | lpr .

7.1 Using Navigator in GNOME and KDE
You’ll find the NetscapeNavigator icon on thePanel in GNOME and on the desktop
in KDE.

To beginNavigator, click once on the icon. When the browser first starts, you’ll be
asked to read and agree to the software license. Click on theAgree button to proceed.
Once the browser starts, it should look like Figure 7–1,A TypicalNavigator Window.
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Figure 7–1 A Typical Navigator Window

The top row containing the icons is called theNavigation Toolbar. Selecting the
icons will perform the following actions:

• Back -- Returns you to a previously viewed page. To jump back several pages,
left-click on the icon and hold down the mouse button to reveal a pull-down menu
of previously viewed pages. Drag and release the cursor to your chosen page.

• Forward -- When you’ve moved back to previously viewed pages, selecting this
button will take you forward, toward your last viewed page.

• Reload -- "Refreshes" the current page in the browser. This can be useful, for
example, if you want to view a page that’s frequently updated.
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• Home -- Selecting this button will immediately send the browser to the location
specified as yourstart page. For more on how to set this feature to point to a
different page, see Section 7.1.1,Communicator Preferences.

• Search -- Sends you to asearch enginepage. Search engines allow you to locate
information, people, merchandise and more.

• Print -- If you have configured a printer, selecting this button will print the current
page.

• Security -- Displays security information about the current page, as well asen-
cryption information (which aids in security) about your browser.

• Stop -- Stops loading the page into the browser.

To browse other websites, just click on thehyperlinks, the differently colored, and
usually underlined portions of a document you view.

You can also visit websites by typing in theURL , or website address, into the space
provided in theLocation Toolbar (see Figure 7–2,Menu and Location Options inNav-
igator). Click on the arrow pointing down at the right of theLocation Toolbar to see a
drop-down list of previously visited sites -- called thehistory list . To return to one
of these sites quickly, select it from the list.



Section 7.1:Using Navigator in GNOME and KDE 133

Figure 7–2 Menu and Location Options in Navigator

Opening locations in a new window

If you want to visit other sites, without losing your place
on the page you’re viewing, you can open a link in anew
browser window by right-clicking on the link and select-
ing Open Link in New Window from the menu. (If you have a
three-button mouse, or you selected three-button emulation
during the installation of Red Hat Linux, you can also open
a link in a new window just by clicking on the link with the
middle mouse button.)

The following table provides keyboard shortcuts you can use inNavigator.
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Table 7–1 Keyboard Shortcuts

Command Shortcut Command Shortcut

Stop Page Loading [Esc] Undo [Alt]-[Z]

Reload [Alt]-[R] Print [Alt]-[P]

Open Location [Alt]-[L] Open Page [Alt]-[O]

New Mail Message [Alt]-[M] Edit Bookmarks [Alt]-[B]

Find (on page) [Alt]-[F] Find (again) [Alt]-[G]

New Window [Alt]-[N] Close Window [Alt]-[W]

Quit [Alt]-[Q] Save As [Alt]-[S]

Jump Forward [Alt]-[Right

Arrow]

Jump Back [Alt]-[Left

Arrow]

7.1.1 Communicator Preferences
Communicator allows you to customize many of its features. You can select how a
Web page appears, security levels, and more.

To enhance your browsing experience, you can customizeNavigator. From the
menu, selectEdit =>Preferences to open the options menu (see Figure 7–3,ThePrefer-
ences Item in theEdit Menu).
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Figure 7–3 The Preferences Item in the Edit Menu

ThePreferences section is divided into subsections in theCategory menu, including:

• Appearance -- Allows you to modify the wayNavigator physically appears, such
as the colors or use of icons on the navigation bars.

• Navigator -- Among other things, lets you specify yourHome page, or the page
you see when the browser starts. Also allows you to modify how long to keep
previously visited sites in ahistory, for quick viewing later.

• Mail & Newsgroups -- Settings for usingCommunicator’s e-mail and news clients.
To learn how to use these settings, turn to Section 7.2,E-Mail and News Settings
for Messenger.

• Advanced -- Allows you to specify settings for acceptance ofcookies, which are
small pieces of information stored on your computer and used to identify you to
the websites you visit. Also allows you to modify other settings.



136 Chapter 7:The Web, E-Mail and News in GNOME and KDE

Each of these sections in thePreferences area can be expanded by clicking on the
arrow next to the item on the menu. Let’s look at each section in more detail:

The Appearance Setting
Click on the arrow next to theAppearance category to reveal all the related menus (see
Figure 7–4,TheAppearance Category).

Figure 7–4 The Appearance Category

In this category of the menu, choose among the following by selecting the box next
to its listing:

• Appearance -- Along with starting the browser, you can launch the e-mail applica-
tion and newsreader clients.

• Fonts -- In this section, you can decide whichfont, or typeface, you want to use
by default. If you’re having difficulty reading the type on sites you visit, you can
adjust the typeface and size of type here. Select your fonts and their sizes from the
drop-down lists; your selections will then be reflected in the page you’re currently
viewing, so you can see their effect.
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• Colors -- Lets you specify which colors you prefer for the text on pages, back-
ground and links to other sites. You can also choose whether you want links to be
underlined in a document (links will appear only as colored text if you deselect
this option).

The Navigator Category

In the Navigator category you’ll find options for starting the browser, languages and
related applications (see Figure 7–5,TheNavigator Category).

Figure 7–5 The Navigator Category

On the first screen of theNavigator preferences, for example, you can choose to have
the browser open with a blank page, rather than automatically go to a site when it
starts.

In the Home page section of this category, you can specify a page you want to call
the home, or start page. You can also specify that you want to have the browser
automatically open the page you’re currently viewing, by clicking on theUse Current
Page button.
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In theHistory section, you decide how long you want to retain previously visited sites
in your history list. The history list can be a useful means of jumping to important
sites you may have visited days earlier but neglected to bookmark. In theHistory
expires after field, enter the number of days you want to retain URLs in your history
file. To clear the file immediately, select theClear History button.

Using your history file

To open your history file, from the menu go toCommunicator
=> Tools => History .

The following category,Mail & Newsgroups , allows you to enter your account infor-
mation to useCommunicator’s e-mail and newsreader clients. For more on these
settings, turn to Section 7.2,E-Mail and News Settings forMessenger.

7.2 E-Mail and News Settings for Messenger
To read and send messages, you’ll have to enter your settings in theMail & Newsgroups
category ofCommunicator (Edit =>Preferences ). You’ll also be able to save other
related options in this category.

7.2.1 Entering Account Information
When you selectMail & Newsgroups , the category will expand, revealing sub-entries
for your account information (see Figure 7–6,TheMail & Newsgroups Category).
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Figure 7–6 The Mail & Newsgroups Category

General Options

On the first dialog to the right of the categories, you can select how you want to
havequotedmessages appear. "Quoting" refers to material from a previous message,
which appears as part of a follow-up message, such as a reply.

You can also select whether you want to view mail and news with afixed width
or variable width font. SelectingFixed width font will preserve the display of fonts
throughout messages and articles.

Account Identity

In the Identity category, enter your name, your e-mail address, the name of your or-
ganization (if applicable) and the path to yoursignature file (see Figure 7–7,The
Identity Category).



140 Chapter 7:The Web, E-Mail and News in GNOME and KDE

Figure 7–7 The Identity Category

Your e-mail address

Often, your e-mail address is your login name for your ac-
count, followed by the @ symbol, then your ISP’s name
(as in "earthlink.net"). If you have questions about your ad-
dress, you should check with your ISP.

If you want to direct users to reply to an e-mail address which is different from the
primary address you’re entering in this category, enter that different address in the
Reply-to address field. When users reply, mail will be sent to this separate address.
(This feature is optional, however; if you don’t want this feature, you don’t have to
enter anything in this field.)
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Creating a Signature

A signature is a brief note at the end of an e-mail or newsgroup posting. Often witty,
signatures say something about the author of the message.

To create a signature, do the following, using the text editorPico:

• Open an Xterm window.

• At the prompt, typepico signature.txt .

• In the window which opens, type the text you want for your signature (for ex-
ample,this is a signature from a new user ). You can write on
more than one line, howevernetiquette frowns upon signatures longer than a line
or two.1

• Save the file by using the[Ctrl]-[X] keys. When you’re asked whether you want to
save the file, select the[Y] key for "yes."

Now, you’ll have a new file, calledsignature.txt , in your directory. The full
path to the file will be, for example,/home/newuser/signature.txt . When
you write e-mail or post a message on a newsgroup, the text insignature.txt
will automatically appear at the bottom of your message.

Mail Servers

In theMail Servers category, enter the server name through which your mail is sent and
delivered (see Figure 7–8,TheMail Servers category).

1 Netiquette meansNetwork Etiquette, conventions of politeness which are recognized on the Internet.
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Figure 7–8 The Mail Servers category

To add your account information, select theAdd button. A new dialog, similar to
Figure 7–9,Adding a Mail Server, will open.
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Figure 7–9 Adding a Mail Server

In the General tab, enter:

• Server Name -- Where your mail is sent and retrieved from. Your ISP will be able
to provide you with this information.

• Server Type -- From this drop-down box, choosePOP, MoveMail and IMAP .
Note that not all ISPs support all server types. Check with your ISP.

• User Name -- Enter your account login name.

• Remember password -- Check this option if you don’t want to be required to enter
your password each time you check your mail.

• Check for mail every _______ minutes -- Check this option and fill in the field to have
Communicator check your ISP for new mail at specified intervals.

• Automatically download any new messages -- When you check this option,Commu-
nicator will automatically download new mail from your ISP’s mail server and
place it in yourInbox .
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In the POP section:

• Leave messages on server -- Check this option if you don’t want your messages to
be deleted from your mail server when you retrieve them. Messages will remain
on your machine, and will not be deleted on the server machine. Note that this
option is unchecked by default; check with your ISP before deciding you want to
store mail on their server indefinitely.

• When deleting a message locally, remove it from the server -- This option is also
unchecked by default. If you select this option, mail will only be deleted off the
server when you delete it on your machine.

When you’re finished entering your mail account information, click theOK button to
return to theMail Servers window.

In theOutgoing Mail Server section, enter the name of the mail server. Your ISP should
supply you with this information.

What is SMTP?

SMTP stands forSimpleMail TransferProtocol, a protocol
designed for the transfer of e-mail messages.

The option toUse Secure Socket Layer refers to encryption technology. For more in-
formation about security issues, refer toNetscape’s online help guide.

You can specify where you want your mail to be stored by either typing in the location
in Local mail directory , or by clicking on theChoose button, and selecting a directory in
the navigation window which opens. By default, mail will be stored in a directory in
your user directory; if your name isnewuser, for example, the path to the directory
will be /home/ newuser /nsmail .

Unless you have a specific reason to choose a different directory, however, you can
allow the default selection.
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Newsgroups Servers

In theNewsgroups Servers category, enter the server name through which you can re-
trieve and post newsgroup messages (see Figure 7–10,TheNewsgroups Servers cate-
gory).

Figure 7–10 The Newsgroups Servers category

The procedure for entering the newsgroups server is somewhat similar to entering
account information for e-mail services. In this instance, you must enter the name of
the server to which you’ll connect for access to newsgroups. Your ISP should provide
you with this information.



146 Chapter 7:The Web, E-Mail and News in GNOME and KDE

Figure 7–11 Adding a Newsgroups Server

To begin, click on theAdd button. In the dialog which opens (see Figure 7–11,Adding
a Newsgroups Server), enter the newsgroups server information supplied by your ISP.

The checkboxes forSupport encrypted connections andAlways use name and password
provide additional security options.

The first option, forSSL, is similar to the reference toSecure Socket Layer in the mail
configuration. Check with your ISP to determine if this option is necessary.

The second option will causeMessenger to request your user name and password
before connecting to your newsgroups server. This can be a useful in preventing
unauthorized users from accessing newsgroups through your account.

Additional Options

The remainder of the categories in this section allow you to modify or accept settings
for such options as message formatting, addressing, and disk space use.
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To HTML or not to HTML?
Among the options you have for sending and receiving mes-
sages, you’ll findMessage formatting , in theFormatting cate-
gory. This category allows you to decide whether you want
to compose and send mail inHTML format.

HTML, or Hypertext Markup Language, is the format in
which Web pages and some other documents can be viewed.
It can provide some rich formatting tools for your messages
-- for example, you can change the color or style of your
fonts. However, not all users read their mail or news with
applications that can adequately display HTML; netiquette
also frowns on the use of HTML in mail and news.

Before sending your messages, make sure the recipients can
read them. You can select the optionAsk me what to do...
in the sectionWhen sending HTML messages... , which will al-
low you to convert HTML messages toplain text for easier
reading by everyone.

Once you’ve finished entering your settings and options inMail & Newsgroups , you’re
ready to send and receive messages. Select theOK button to save your settings and
exit thePreferences dialog.

Now, turn to Section 7.3,Reading and Composing Mail inMessenger to learn more.

7.3 Reading and Composing Mail in Messenger
Once you have configured your accounts inCommunicator, you can begin using
Messenger to send and receive e-mail and newsgroup postings (turn to Section 7.4,
UsingMessenger to Read Newsto learn how to set up your news preferences).

You can startMessenger in the following ways:

• SelectCommunicator => Messenger from the menu.

• Press[Alt]-[2]
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• From theComponent Bar -- Select the mail icon, which looks like:

The Netscape Mail & Newsgroups dialog which opens will look like Figure 7–12,The
Mail & Newsgroups Dialog.

Figure 7–12 The Mail & Newsgroups Dialog

To compose e-mail, go to theToolbar and click on theNew Msg icon:

You can also create e-mail by right-clicking on theInbox and selectingNew Message
from the menu. Or you can use your[Alt]-[M] keys to quickly open theCompose dialog
for e-mail.
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Creating a plain text letter

If you set your preferences to create e-mail and newsgroup
documents in HTML format, press the[Shift] => New Msg icon
to create a message in plain text.

Alternately, you can use the[Shift] => New Msg icon to create
HTML-formatted documents if you selected to create your
messages in plain text formatting.

TheCompose dialog will look like Figure 7–13,The Compose Dialog for E-Mail.
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Figure 7–13 The Compose Dialog for E-Mail

Note that thetitle bar , at the top of theCompose dialog, will show the subject of your
letter (as inCompose: Type in your subject here in Figure 7–13,The Compose Dialog
for E-Mail) once you save your message by clicking on theSave icon on theToolbar .

In the address field, you can specify the following options:

• To: The primary recipient(s) of your letter

• Cc: To send a carbon copy to one or more recipients

• Bcc: To send blind carbon copies to recipients whose identity you want to remain
private
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• Reply-To: For specifying an e-mail address to which you want replies sent

• Newsgroup: To send your message to a newsgroup (such as linux.redhat.misc)

• Followup-To: To specify an e-mail address you want to use for any posts to news-
groups

In the address field, enter the e-mail address of your intended recipient, then press
[Enter] to go to a blank address field. In each address field, you can specify address
options by selecting one from the drop-down menu next to the address.

When you’re finished typing in your addresses, press the[Tab] key to go to the subject
field. Type the subject of your letter in this field and press the[Tab] key.

Now, type the body of your letter. When you’re finished, click on theSend icon on
the Toolbar to send your e-mail.

That’s it for creating and sending basic e-mail. However,Messenger provides some
useful extras forattaching files, making sure that your letter has been received and
more.

7.3.1 Other E-Mail Options
If you want to send someone a Web page or a file on your computer, you can attach
the document to your message. Click on the paperclip icon either on theToolbar or
on the tab beneath the address field.

For example, if you want to attach a page from the Web, click on the paperclip icon,
and selectWeb Page from the menu. In the dialog that opens, type theURL , or website
address, as in Figure 7–14,TheAttach Web Page Dialog.
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Figure 7–14 The Attach Web Page Dialog

When you have finished typing in the URL, click on theAttach button. In your letter,
you’ll see that the URL has been included with your letter (see Figure 7–15,E-Mail
and Attached Web Page).

Figure 7–15 E-Mail and Attached Web Page

When you send your letter, the page associated with the URL you had typed will be
sent with your letter, as well.
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Drag and drop Web pages

You can also "drag" a URL fromNavigator’s Location Tool-
bar and "drop" it in your letter. In your letter, click on the pa-
perclip icon under the address field. Now, fromNavigator,
go to theLocation Toolbar and hold down your mouse but-
ton over the nearby bookmark icon, which looks like this:

Now, drag the icon to the attachments field of your letter.

In the same way that you attach Web pages to your letter, you can attach files on
your computer. When you selectAttach from theToolbar or beneath the address field,
chooseFile from the menu. TheAttach File dialog will open, showing you the contents
of your login directory (see Figure 7–16,TheAttach File Dialog).

Figure 7–16 The Attach File Dialog
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Drag and drop files

You can drag files from your desktop or from your file man-
ager in the same way that you can drag URLs fromNavi-
gator. Just hold your mouse button over the file you want
to attach, and drag it to the attachments field of your letter.

Have you ever wondered whether your e-mail was actually read, or even received?
Messenger can send you areturn receipt to confirm that your mail arrived and was
opened.2

Messenger supports two kinds of return receipts:

• Delivery receipts -- notify you that your mail was delivered to the inbox of your
intended recipient on their mail server

• Read receipts -- notify you that the recipient has opened your message

To specify preferences for return receipts, go toEdit => Preferences => Mail & News-
groups => Return Receipts . In the dialog which opens (see Figure 7–17,TheReturn
Receipts Dialog), choose how you want to use return receipts for mail you send and
mail you receive.

2 For return receipts, the recipient’s server must support theDelivery Service Notification (DSN)standard. For
read receipts, the recipient’s server must support theMessage Disposition Notification (MDN)standard. So,
you may not be able to receive return receipts, depending on your recipient’s e-mail client and its configuration.
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Figure 7–17 The Return Receipts Dialog

To activate receipt notification, in your message go toView => Options and check
Request return receipt . You can also click on the options tab beneath the attachments
tab, or click on theOptions menu on theToolbar .

For more information about e-mail options, such as address books, filtering e-mail
and more, refer toNetscape Communicator’s documentation, in theHelp menu.

7.4 Using Messenger to Read News
One of the best methods to distribute information to a vast audience is throughUsenet.
Comprised of thousands ofnewsgroups, Usenet is used to exchange information,
gossip, and more.3

3 If you haven’t used Usenet before, you should be aware that newsgroups can contain information and material
that might be offensive to you. Be cautious about which newsgroups you subscribe to.
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To read newsgroups, you’ll need anews reader. One such news reader isMessen-
ger, which lets you read and post to newsgroups similar to the way you work with
e-mail.

You can startMessenger in the following ways:

• SelectCommunicator => Messenger from the menu.

• Press[Alt]-[2]

• From theComponent Bar -- Select the newsgroups icon, which looks like:

The Netscape Mail & Newsgroups dialog which opens will look like Figure 7–18,The
News Server Entry inMessenger’s Message Center .

Figure 7–18 The News Server Entry in Messenger’s Message Center
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If you haven’t configured a news server

If you haven’t already configured your news server entry,
turn toNewsgroups Serversin Section 7.2.1.

Your next task is to download the list of newsgroups from your ISP’s news server,
and tosubscribe to those groups in which you have an interest. Be prepared: De-
pending on the speed of your connection, downloading the list of many thousands of
newsgroups can take some time. While you wait for the complete list, you may have
enough time to make a pot of coffee, phone a friend -- or read a novel (just kidding).

To begin, click onSubscribe onMessenger’s menu, or right-click on the news server
entry in theMessage Center dialog, and selectSubscribe to Newsgroups .

Figure 7–19 The Newsgroups Subscription Dialog

In the tabbed window which opens (see Figure 7–19,The Newsgroups Subscription
Dialog), you’ll be able to:
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• See all of the available newsgroups to which you can subscribe (All )

• Search for a particular newsgroup by full or partial name (Search )

• View newsgroups which have been added by your ISP since you last downloaded
(or refreshed) the full list of newsgroups (New)

An indicator on the bottom of the dialog will show your progress as you download
the complete list of newsgroups.

Groups shown in bold have new messages. Listings which are preceded with a "+"
are the top level of groups related to that particular subject, for example:

To see these related groups, click on the "+" to expand the list.

Figure 7–20 Subscribing to a Newsgroup

Click to highlight the name of a group that interests you, then click on theSubscribe
button (as in Figure 7–20,Subscribing to a Newsgroup).

You can also search for newsgroups based on your interests in theSearch dialog. Let’s
say you’re an avid news and media fan. In theSearch For field, type journalism
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and click on theSearch Now button (or press[Enter]). Your search will likely result in
quite a few newsgroups to which you can subscribe.

How to unsubscribe

You can unsubscribe to newsgroups in the same way that
you subscribe to them.

Figure 7–21 Subscribed Newsgroups in Messenger

When you are finished subscribing to newsgroups, click theOK button. Your selec-
tions will appear inMessenger’s main dialog (see Figure 7–21,Subscribed News-
groups inMessenger). Note that theTotal category represents the total number of
messages in the group; theUnread category represents the number of messages you
have not read.

To view a newsgroup, double-click on its name. In the top right pane of the dialog,
you’ll see the messages’ subjects; in the bottom right pane, you’ll be able to read the
associated messages.
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To write a message to your selected newsgroup, click onNew Msg on the menu, or
go to File => New => New Message . Like writing e-mail, enter your message in the
Compose dialog which opens and send your message. It will bepostedto your current
newsgroup.

Either by selecting one of the menu items or by right-clicking in the message body,
you can perform the following on posted messages:

• Reply -- Send a reply to the poster either in the newsgroup or privately, by e-mail

• Reply All -- Reply to both the poster and the newsgroup

• Forward -- Forward the message to an e-mail address

• File -- Place the message in aMessenger folder, such as yourInbox

• Next -- Move to the next message on the list

• Print -- Print the message

• as Read -- Mark the message asread, in which case it would no longer be high-
lighted as a new, or unread, message

There are other applications which can be useful and fun ways to chat and exchange
information online. For example, you may wish to explore applications such as mes-
sengers andIRC clients (IRC meansInternet Relay Chat). But the staples of brows-
ing (e-mail and news reading) may keep you entertained and busy for quite some time.
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8 Customizing Your Desktop in GNOME
and KDE
Both GNOME and KDE offer you plenty of ways to add your own personality to your
workspace. Each environment provides powerfulcontrol centers, which let you to
change the way your workspace looks, sounds, and more. In many respects, each
control center behaves identically.

Don’t like the color of your desktop? Change it to a different color -- or add a back-
ground photo. Want something more expressive? Change yourtheme, the coordi-
nated look and "feel" of your workspace.

Both control centers offer quite a few options for you to modify. For more detailed
instructions on using each, you should click on theHelp buttons in each or read the
related documentation from the environments’ help browsers.

8.1 Customizing with the GNOME Control Center
You can start theGNOME Control Center from theMain Menu Button (Programs =>
Settings => Gnome Control Center ).

You can also start theGNOME Control Center from thePanel, by clicking on the

icon, which looks like:

8.1.1 Changing the Background
When theGNOME Control Center first starts, it will look like Figure 8–1,The
Background Category in theGNOME Control Center.
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Figure 8–1 The Background Category in the GNOME Control Center

The GNOME Control Center is divided into two panels: On the left, you’ll find
categories, and on the right, in the main panel, the corresponding elements you can
modify for a category. The categories may becollapsedwhen you first open the
control center. Click on the+ to expand the categories.

Try it on for size

Not sure you’ll be happy with your selections? Click on the
Try button to see what your desktop will look like with your
changes. If you don’t like it, just click on theRevert button
to return to your original settings.
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To change the background of your desktop, click on theBackground category. You’ll
see your current desktop background in the preview screen of the main panel.

Select the color button underPrimary Color to change a solid color of your desktop.
If you selected eitherGradient option, when you’re finished adjusting the first color,
click on the corresponding color box underSecondary Color to adjust the second color.
You can also decide whether you want to gradient to be oriented horizontally or ver-
tically on your screen.

If you want something a little more expressive, try addingwallpaper to your desk-
top. Rather than a one- or two-color background, wallpaper places an image on your
desktop, which can be:

• Tiled -- The image is repeated across the desktop

• Centered -- The image is centered on the desktop, surrounded by your chosen
background color or colors

• Scaled (keep aspect) -- The image isscaledto fit as much of the screen as possible,
without image distortion

• Scaled -- The image is stretched to fit the entire screen

• Embossed Logo -- Uses the default Red Hat logo

Finally, deselect the option toUse GNOME to set background if you would prefer to
set the background through another means (such as through your window manager’s
configuration program).

8.1.2 Changing the Theme
You can change the look and "feel" of your workspace with themes. ThePanel, text
boxes, buttons and other visual elements will appear coordinated with the theme.

To change your current theme, click on theTheme Selector in the category panel.
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Figure 8–2 The Theme Selector Category

The right panel is divided into sections which allow you to select a new theme, pre-
view its effect and modify the default font that theme will use (see Figure 8–2,The
Theme Selector Category).

If you select theAuto Preview option, you will be able to preview what the theme will
look like in thePreview section. If the option is not selected, you can still preview the
theme by clicking on thePreview button.
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More themes available

Don’t see a theme you like? You can find more themes
at gtk.themes.org, http://gtk.themes.org, a repository for
many themes. Toinstall a theme, download a theme
from the website, then select theInstall new theme button.
In the dialog which opens, scroll to the name of the file
you downloaded (which will probably be in your login
directory, named something likeNew_theme.tar.gz ).
Left-click on the file name, then click theOK button. Your
new theme will appear in theAvailable Themes section.

In theUser Font section, click on the option toUse custom font , then click on the acti-
vated font box to open a new dialog which will let you select a different font on such
items as the menu andTasklist.

8.2 Customizing with the KDE Control Center
You can start theKDE Control Center from either theMain Menu K icon (Settings =>
Desktop ) or from thePanel, by clicking on theKDE Control Center icon, which looks

like:

8.2.1 Changing the Background
TheBackground category of theKDE Control Center will look like Figure 8–3,The
Background Category in theKDE Control Center.
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Figure 8–3 The Background Category in the KDE Control Center

TheKDE Control Center is divided into two main panels: On the left, you’ll find
categories, and on the right, in the main panel, the corresponding elements you can
modify for a category. The categories may be collapsed when you first open the
control center. Click on the+ to expand the categories.

In theBackground category, you can change the background colors from a single color
to a two-color gradient, and select whether the gradient is horizontal or vertical on
your desktop.
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Automatic preview

Whenever you make a selection for your background, you’ll
automatically see a preview of the effect in the dialog.

A unique feature of theBackground category in theKDE Control Center is the op-
tion to create distinct backgrounds for each desktop. When theCommon Background
option is unchecked in theDesktop panel, the labels for each of your desktops will be
highlighted. Click on a label to customize the corresponding desktop. (Checking the
Common Background label will apply your background selections to all your desktops.
Note that you can add both colors and/orwallpaper to each of your desktops, as long
as theCommon Background option is unchecked.

Click on the drop-down list in theWallpaper section to choose a pre-selected pattern
or photo for your desktop. In the drop-down list next toArrangement , you can select
how you want the image to appear: centered,tiled (the pattern is repeated across your
desktop), and others.

If you want something closer to a total makeover, try changing the theme of your
workspace.

8.2.2 Changing the Theme
Applying a new theme to your workspace can change the look and feel of yourPanel,
buttons, menus, and even the background.

To begin, select theTheme Manager category (see Figure 8–4,TheTheme Manager Cat-
egory). By default, you have several themes, however there are quite a few more
themes available atkde.themes.org, http://kde.themes.org.
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Figure 8–4 The Theme Manager Category

If you want to install a theme you have downloaded, click on theAdd button. In the
dialog which opens, locate the name of the theme file you have downloaded then
either double-click on it or click on it to highlight the file, and click theOK button.
Your theme will be installed as one of the themes you can try.
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9 A Short Introduction to the GIMP
The GNU Image Manipulation Program (GIMP) can help you create, alter, manipu-
late and enhance digital image files -- photographs, scanned images, computer-gen-
erated images, and more. This chapter is intended to give you a quick overview of
theGIMP and its more common applications.

Like other fields, image manipulation has its own vocabulary. This chapter can’t
possibly provide complete documentation for all of the the terms and concepts needed
for complete understanding of theGIMP. If you want to learn more, a variety of
books are available which document theGIMP and its capabilities, as well as the
background concepts of image manipulation. Please refer to Section 9.3,Where to
Find More Informationif you need more information about theGIMP.

As you’ll quickly find out if you try theGIMP, it includes a wealth of tools for editing
images -- much more than could be described in a single chapter.

Furthermore, if you can’t create the right effect with the tools that theGIMP provides,
and you’re not afraid to write scripts in the Scheme scripting language, you can add
a newScript-Fu to theGIMP. A Script-Fu is somewhat analogous to a macro in a
word processing or spreadsheet application -- it applies a set series of effects (filters or
otherGIMP capabilities) to a graphic or piece of text. Anyone can use the pre-written
Script-Fus included with theGimp, but you can also write your own. See Section 9.3,
Where to Find More Informationfor more sources of information about Script-Fus.

The GIMP can do a lot of things, but it has some limitations. Graphic artists who
create images for print media may find theGIMP lacking, or just more difficult to
use, for pre-press applications.

For example, theGIMP can’t (yet) work in the CMYK (cyan, magenta, yellow and
black) colorspace, which is generally used for printing color graphics. TheGIMP
instead uses the RGB (red, green and blue) colorspace, which should be familiar to
people who have created graphics for the Web.

Since theGIMP is well-suited for creating graphics for the Web, that’s what we’re
going to do in this chapter. First, we’ll edit a photo for display on a webpage. Then
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we’ll create a background image, which will be tiled on the background of our web-
page. Finally, we’ll use theGIMP to create a title image for the webpage.

Before we start "learning by doing," you’ll need to know some basics: creating files,
saving files, the Toolbox and Dialogs.

9.1 GIMP Basics
To use theGIMP, you’ll need to know some of the basics. From an Xterm, you start
theGIMP using the command (you guessed it):gimp .

Like many applications, theGIMP provides more than one method to accomplish
tasks. Generally, there are three ways to work in theGIMP:

• By right-clicking on an image, which will display a set of menus containing most
of theGIMP’s many capabilities

• From the Toolbox, using the tools or theFile or Xtns pull-down menus -- see
Section 9.1.1,The Toolbox

• With keyboard shortcuts -- see Section 9.1.5,Helpful Keyboard Shortcuts

When you start theGIMP, you’ll see the Toolbox.

9.1.1 The Toolbox
TheGIMP Toolbox is a palette of commonly usedGIMP tools:
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Figure 9–1 The Toolbox

You can minimize the Toolbox (send it to the panel), but if you close the Toolbox,
you’re closing theGIMP.

If you move your mouse over the individual buttons in the Toolbox, a pop-up dialog
will appear to identify the tool’s purpose.

Click on the button for the tool you want to use in the Toolbox. The button will then
be colored in, to indicate that it is the active tool.

Generally, you use a tool on an image by activating the tool, then clicking and drag-
ging on your image. If a portion of the image is selected, then the tool will only
work on the selected portion. Selections are identified by a moving dotted-line bor-
der (called "marching ants").

Many of the tools have options. Double-clicking on the tool’s button will display the
Tool Options dialog for that tool.
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Tools in the Toolbox

Select rectangular regions

Used to select rectangular portions of an image. If you click on the image, then
press and hold[Shift] while you’re dragging, the rectangle will be a square. If
you click on the image, then press and hold[Ctrl] while you’re dragging, your
starting area will be the center of the rectangle (normally the starting point is
at an edge of the rectangle).

Select elliptical regions

Used to select circular or oval portions of an image. If you click on the image,
then press and hold[Shift] while you’re dragging, the ellipse will be a circle. If
you click on the image, then press and hold[Ctrl] while you’re dragging, your
starting point will be the center of the ellipse (normally, your starting point is
at an edge of the ellipse).

Select hand-drawn regions

This tool, also known as thelasso, is used to draw a freehand selection. Click
and drag to draw a selection. When you get back to where you started, release
the mouse button.

Select contiguous regions

This tool, also known as thefuzzy selection toolor magic wand, is used to
select portions of an image based on color values. When you click once on an
image with the magic wand active, pixels with color values close to that pixel
will be selected. If you click and drag the magic wand, a larger group of pixels
will be used as the starting point. All regions of the image with a color value
similar to the selected group of pixels will be selected.

Select regions using Bezier curves

This selection tool is similar to the freehand select tool, but it allows you to
customize your selection. If you need to be very precise when you’re selecting
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a complicated object, the Bezier tool will probably be the right choice for the
job.

To create a Bezier selection, click to create control points in a connect-the-dots
pattern around your selection. Put a control point at every corner or angle of
your selection.

When you get around to where you started, click on the first control point you
created to close the selection. Now you can move the control points and create
curves between them to modify your selection.

To move control points, hold down the[Ctrl] key and drag the point you want to
move.

To create curves, you need to click and drag on a control point. As you drag
away from the control point, you’ll see handles appear. Click and drag on the
handles to control the shape of the curve.

If you only want to affect the curve on one side of a control point, hold down
the [Shift] key and drag on one of the handles.

Once you’ve finished modifying the Bezier selection, click inside the selection
to activate it.

Select shapes from image

TheSelect shapes from image tool (orintelligent scissors) is still in development.
Once it is perfected, it is intended to improve upon your selection and automat-
ically select the correct shape. This tool occasionally behaves unpredictably,
but give it a try. Obviously, this type of selection is easier for theGIMP to
handle if the area selected has a distinct edge.

Click on the intelligent scissors tool in the toolbox to activate it. Then, as if
you were using the Bezier tool, click on the image to draw a connect-the-dots
pattern around your intended selection. The intelligent scissors tool will try to
guess what you’re selecting, so the lines it draws between the control points
will (hopefully) follow the edge of your selection instead of being just a straight
line.
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To refine your selection, you can move the control points by clicking on one
and dragging. Once you’re happy with the selection, click inside it to activate
it.

Move layers and selections

Themove tool is used to move a selected region.

Just after you’ve created an active selection, if you move your mouse cursor
over it, you’ll see the mouse cursor turn into the move symbol. Click and drag
on the selection to move it. This technique works even if the move tool is not
activated in the Toolbox.

With the move tool activated, if you click and drag on your image, you’ll move
the entire image (or the active layer). If you press the[Alt] key and then click and
drag on the image, you’ll just move the selection (the marching ants outline).

With the move tool activated, if you press[Alt] and then use the arrow keys, you
can move the currently active selection, one pixel at a time.

Zoom in & out

Also known as themagnifying glass, the zoom tool is used to enlarge (by
clicking) or reduce (by[Ctrl]-clicking) the image. You can also click and drag
to zoom in on a specific region in the image.

Alternatively, the[=] keyboard shortcut will zoom in and[-] will zoom out.

Crop the image

Thecrop tool, which resembles a scalpel, is used to cut away portions of an
image. Click and drag to draw a rectangular selection that you want to keep.
The Crop Information dialog will appear. Click on theCrop button on theCrop
Information dialog to cut away everything outside the selection. Alternatively,
click on theSelection button to make a customizable crop box appear. The
control squares at the edge can then be individually moved to refine the crop
selection.

Transform the layer or selection
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Thetransform tool can be used to rotate, scale, shear or change the perspective
of an image or selection. Double-click on theTransform button to display the
Transform Tool Options dialog. Choose which action you want to perform on
the image or selection. Move the mouse cursor over the selection or image and
you’ll see the mouse cursor change into the transform tool circular arrows icon.
Then click and drag on the image image or selection to perform the action that
you’ve chosen.

Flip the layer or selection

Theflip tool is used to flip (or produce a mirror image) of an image or selection.

Add text to the image

Thetext tool is used to add text to the image. Select the text tool and then click
on the image. TheText Tool dialog will appear. Set the parameters for the text
you want to add, type your words into the field at the bottom of the dialog and
click on OK to add the text. Please note that the fonts displayed by theGIMP
are the fonts that are accessible to X on your system.

When you add text to an image, it is selected. If you move your mouse cursor
over the text, you’ll see the move icon, and you can click and drag to move the
text to an appropriate spot on the image.

Pick colors from the image

The color picker is used to choose a color from the image. TheColor Picker
dialog will display the individual RGB values and the hexadecimal for the se-
lected pixel. Additionally, the active color box at the bottom of the Toolbox
will change to the value of the chosen pixel.

Fill with a color or pattern

Thebucket or bucket fill tool is used to fill a selection with the active color or
with a pattern.

Fill with a color gradient
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Theblend or gradient tool is used to fill a selection with a range of colors.

To add a gradient to a selection, first double-click on the gradient button to
display the gradientTool Options . TheBlend pull-down menu controls the range
of colors you’re applying. You can blend from the foreground color to the
background color or vice versa, you can blend from a color to transparency, or
you can choose from the many custom gradients available in theGIMP.

You can set the "shape" of the gradient with theGradient pull-down menu on
the gradientTool Options . You can also set whether the gradient repeats or not,
using theRepeat pull-down menu.

Once you’ve chosen a gradient to use, click and drag on your selection, or on
the entire image, to apply your gradient. For most gradients (but not all), the
length of the drag affects the range of the gradient; a short drag will equate to
a compact gradient with more defined edges between colors, while a long drag
will produce a wider gradient with less clearly defined edges.

Draw sharp pencil strokes

Thepencil is used to draw lines, curves or shapes with sharp, defined edges.
SeeThe Brush Selection Dialogin Section 9.1.1 for instructions on selecting
brushes for use with the pencil.

Paint fuzzy brush strokes

Thepaintbrush is used to draw lines, curves or shapes with soft edges. SeeThe
Brush Selection Dialogin Section 9.1.1 for instructions on selecting brushes
for use with the paintbrush.

Erase to foreground or transparency

Oddly enough, theeraseris used for erasing. SeeThe Brush Selection Dialog
in Section 9.1.1 for brushes that can be used with the eraser.

Airbrush with variable pressure
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The airbrush is used to draw in various levels of opacity up to full (which
would be like drawing with the paintbrush). SeeThe Brush Selection Dialog
in Section 9.1.1 for instructions on selecting brushes.

Paint using patterns or image regions

Thecloneor stamp tool is used to select portions of the image, which are then
used as "paint." The clone tool can be used to remove unwanted portions of an
image, by painting over them with patterns from the image itself.

Click on the clone tool in the Toolbox to activate it. Then hold down the[Ctrl]

key and click on the place in the image which will supply the pattern for paint-
ing. Release the[Ctrl] key. Click and drag to apply the selected pattern to the
image. A+ sign will follow along with the pencil icon of the clone tool. The
+ sign starts at the spot you picked and indicates where the "paint" is coming
from in the image.

Blur or sharpen

Theblur/sharpen tool is used to paint a blurring or sharpening effect on spe-
cific portions of an image.

Draw in ink

Theink pen is used to draw lines similar to those drawn using a pen; the line’s
thickness depends upon the speed of the drawing device (a pen tablet or your
mouse). The pen’sTool Options include settings for the size and shape of the
pen.

Dodge or Burn

Thedodge/burn tool is used to adjust intensity values (the amount of white in
each pixel) in an image.

The Tool Options for the dodge/burn tool allow you to set whether you want
to dodge (increase the intensity) or burn (decrease the intensity). TheExpo-
sure slider sets how much you want to change the intensity, from 0 to 100%.
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TheMode sets which pixels will be affected:Highlights , pixels with high inten-
sity values;Midtones , pixels with medium intensity values; orShadows , pixels
with low intensity values. The dodge/burn tool is used with a particular brush;
seeThe Brush Selection Dialogin Section 9.1.1 for more information about
brushes.

Smudge

Thesmudge toolis used to blur or smear an image with the currently selected
brush. SeeThe Brush Selection Dialogin Section 9.1.1 for more information
on brushes.

Measure distances and angles

Themeasure toolcan be used to measure a distance on an image, or to measure
an angle from the horizontal.

Colors

At the bottom of the Toolbox, you’ll see the active colors display:

Figure 9–2 The Active Colors

The active color square is depressed; you can see in Figure 9–2,The Active Colors
that the black foreground color square is the active color.

By default, black is the active foreground color and white is the active background

color. To "flip" the foreground and background colors, click on the.

Click on the active color box to display theColor Selection dialog:
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Figure 9–3 The Color Selection Dialog

You can select a color "freehand," by choosing one of the radio buttons for hue, sat-
uration, value, red, green or blue, picking a range of color from the middle bar, and
then picking a specific color from the color square.

You can also just type in the correct RGB values or the hexadecimal value for the
color you want to select.

As you choose colors by clicking on the color square, or by typing in exact values,
you’ll see the active color box on the Toolbox change to the new color.

Color selection is a lot more complicated than what is covered here. If you’re in-
terested, you should check out some of the more in-depth resources in Section 9.3,
Where to Find More Information.

The Active Brush, Pattern and Gradient

A square on the bottom right of the Toolbox displays the active brush, pattern and
gradient:
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Figure 9–4 The Active Brush, Pattern and Gradient

If you want to choose a different brush, pattern or gradient, double-click on either the
active brush, pattern or gradient to display the palette of choices for each. Click on a
choice from the palette to make it the active brush, pattern or gradient.

Selecting Areas in an Image

TheGIMP provides six selection tools. You can use these selection tools by clicking
and dragging on the portion of the image you want to select. TheGIMP also provides
ways to modify your selection.

These modifications will only work while your selection is active. You can recognize
an active selection by the moving dotted line around its perimeter (marching ants).

• When the mouse cursor is on your selection, the cursor becomes the move sym-
bol. If you click and drag on the selection, you can move the selection.

• The [Shift] key allows you to add to the selection. Once you have an active se-
lection, if you hold down the[Shift] key and then use a selection tool to select a
portion of the image, the new selection will be added to the active selection.

• The [Ctrl] key allows you to subtract from an active selection. If you hold down
the[Ctrl] key and then use a selection tool to select a portion of an active selection,
that portion will be removed.

The Brush Selection Dialog

To display theBrush Selection dialog, click on the active brush on the Toolbox. The
Brush Selection dialog looks like Figure 9–5,The Brush Selection Dialog:
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Figure 9–5 The Brush Selection Dialog

When you useGIMP drawing tools, you can modify the attributes of the line you’re
drawing by selecting a particular brush.

Click on a brush in the palette to select it. If the brush is larger than the square can
display, click and hold to see the entire brush.

9.1.2 Loading a File
Before you can do any image manipulation, you need to somehow acquire an image.
For example, you can scan an image, you can find one on the Internet (be careful
about copyright restrictions!), or you can take a picture with a digital camera.

To load an existing file, click onFile => Open. You’ll see theLoad Image dialog, as
shown in Figure 9–6,The Load Image Dialog.
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Figure 9–6 The Load Image Dialog

TheLoad Image dialog displays your working directory when you startedGIMP. You
can navigate up and down the filesystem tree by double-clicking on theDirectories list
on the left, then select a file to open from theFiles list on the right.

Filename completion is supported by theGIMP. If you type the first letter (or more)
of a filename into theSelection field and press the[Tab] key, the view will change to
only those subdirectories and/or files beginning with that letter or letters.

The file you select will appear in theSelection field near the bottom of the dialog. A
thumbnail preview will be dispalayed on the dialog; alternatively, you’ll see aGenerate
Preview button. If you want to see a thumbnail of the image, click on theGenerate
Preview button.

Once you’ve selected a file, click on theOK button to open it. You can also double-
click on a filename to open the file.
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9.1.3 Saving a File
To save an image file, right click on the image and chooseFile => Save (or Save as).
You’ll see theSave Image dialog if you chooseSave as or if you chooseSave but the
file has not been saved before.

TheSave Image dialog looks almost exactly like theLoad Image dialog and navigation
of the filesystem tree and choosing files works in the same way.

When you’re saving an image, you’ll need to choose what format to save it in. The
GIMP supports a wide variety of image formats. In this chapter, we’re going to talk
about three of them:.gif , .jpg and.xcf .

Image Formats

The vast majority of images on the Web are in one of two formats:.gif or .jpg .
Both formats utilize compression to provide smaller file sizes and shorter download
times (download speed is of paramount importance for everything on the Web). In
most other ways, however, these two image formats are very different, and they’re
best used for different purposes.

The.jpg format is best used for photographs or images which use a lot of different
colors.

The .gif format is best used for images which only use a few colors or which in-
corporate relatively large areas of the same color.

Before theGIMP will allow you to save an image as a.gif , you’ll need to convert to
indexed color or to grayscale. Convert an image to indexed color by right-clicking on
the image and then selectingImage => Mode => Indexed . The Indexed Color Conversion
dialog will be displayed:
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Figure 9–7 The Indexed Color Conversion Dialog

To minimize file size, a.gif image can only display a maximum of 256 colors.
When you convert toindexed color, the RGB colors in the image are "standardized"
to a particular palette of colors. If your image is going to be used on the Web, the
safest palette choice isUse Custom Palette: Web . The palette optimized for the Web
includes the group of 216 colors that are used by the majority of Web browsers.

After you’ve converted your image to indexed format, theGIMP will allow you to
save it as a.gif file.

If you’re working on an image in theGIMP, and you want to save it in order to keep
working on it later, you should save it as a.xcf file. The.xcf format is theGIMP’s
native file format. If you create an image in theGIMP, or if you open an image and
addGIMP effects (such as layers or masks) to it, you have added information to the
image file. This information will be lost if you save the image as a.gif or .jpg .
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If you save a file as a.xcf file, you’ll preserve that information. When you re-open
the .xcf file, you’ll be able to edit the file as if you had never closed it.

9.1.4 The Image Window

When you load an image or open a new image, theGIMP surrounds the image with
a frame which includes helpful information and tools, as shown in Figure 9–8,The
Image Window.

Figure 9–8 The Image Window

At the top, the image window displays a file identifer consisting of:

• the name of the file (preceded by an* if the file has been modified)

• the window number (sequential from 0 for the first image opened when you start
theGIMP)
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• the view number (sequential from 0 for each image view)

• the image type -- RGB, Indexed, or Grayscale

• the amount of the image that can be seen in the window, depending on if you’ve
zoomed in on the image

At the top left, if you click on the icon, the image menu will appear.

To help you visualize the size of your image, theGIMP provides horizontal and ver-
tical rulers. You can toggle these off and on by right-clicking on the image and se-
lectingView => Toggle Rulers .

At the bottom left, you’ll see the position of the mouse cursor on the image, measured
from 0,0 at the top left corner.

Just above the mouse cursor position window, you’ll see two square icons, which are
used for creating quick masks. Basically, masks are selections which can be saved and
used again. We won’t cover masks in this elementary chapter, but if you use theGIMP
for complex images, you’ll find masks to be very helpful. Please see some of the
sources listed in Section 9.3,Where to Find More Informationfor more information
on masks.

Near the bottom right, you’ll see an icon that looks like the move tool icon. This is
called thepanner. If you’re zoomed in on an image, you can click on the panner to
display a thumbnail of the whole image. Then you can click and drag on the thumb-
nail to pan the image view in your image window.

Along the bottom of the window, next to the mouse cursor position window, you’ll see
two status fields and then aCancel button. The first status field displays the file name,
unless a plug-in is running (for example, if you’re applying a filter or a Script-Fu to
an image). If a plug-in is running, the name of the plug-in will appear in the first
status window. The next field is empty, but will display a status bar for a running
plug-in. Finally, theCancel button allows you to stop a running plug-in.
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9.1.5 Helpful Keyboard Shortcuts
Like many other applications, theGIMP makes it easy to accomplish tasks without
taking your hands off the keyboard. Here are a selection of helpful keyboard shortcut
commands:

Table 9–1 Keyboard Shortcut Commands

Command Keystroke Command Keystroke

copy [Ctrl]-[c] select all [Ctrl]-[a]

cut [Ctrl]-[x] select none [Ctrl]-[Shift]-[h]

invert selection [Ctrl]-[i] undo [Ctrl]-[z]

paste [Ctrl]-[v] zoom in [=]

save file [Ctrl]-[s] zoom out [-]

9.2 Using the GIMP to Create a Web Page
The easiest way to learn about anything is to try it yourself. In this section you’ll
learn the steps needed to create some simple Web page graphics with theGIMP. The
GIMP can do very complicated image manipulations -- enough for a hefty book. In
this section, we really will be just scratching the surface of its abilities.

9.2.1 Enhancing a Picture
For this short example, we’ll take a single picture and:

• perform automatic color correction

• correct a common problem in photographs -- flash-reflecting eyes

• remove some unwanted portions of the picture

First, a scanned image is loaded into theGIMP, usingFile => Open:
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Figure 9–9 The Original Scanned Photograph, Including Flaws

As you can see, the original photograph of Bonnie the dog isn’t very good. The over-
all range of colors seems faded. Her eyes are an obvious problem -- they’re reflecting
the flash in a scary green color. Also, two distracting areas could be removed: the
dark smudge at the top of her leg, and the small amount of a person’s hand that can
be seen by Bonnie’s face.

First, theGIMP will be used to do some automatic color correction. Right-click on
the image and selectImage => Colors => Levels to display theLevels dialog. Since
we’re interested in color improvement, selectRed from theModify Levels for Channel
pull-down menu, as seen in Figure 9–10,The Levels Dialog.
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Figure 9–10 The Levels Dialog

Thehistogram displays the red values for all of the pixels in the image. The range
of red values in the picture doesn’t spread over the entire available tonal range (the
lower bar, which shades from black to red). In other words, none of the pixels in the
image have red values in the darkest range -- the histogram is flat in the very dark
region of the range.

If you look at theBlue , Green andValue (brightness) levels, their histograms look sim-
ilar. Overall, the darkest colors in the image are not as dark as they could be, given
the range of colors. The image will look better if the range of values is compressed,
so that the range of values in the image spreads over the entire range of values that
are available.

This sounds complicated, but theGIMP makes it easy. Just click on theAuto button
in theLevels dialog. Auto will automatically adjust all of the color ranges (red, blue
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and green). If you would like to also adjust theValue (brightness) of the image, you’ll
need to selectValue from theModify Levels for Channel pull-down menu and click on
Auto again.

If the Preview checkbox on theLevels dialog is checked, then you’ll see a preview of
the correction on the image. If you’re happy with it, pressOK on theLevels dialog to
accept the changes.

Now, the Bonnie image looks like Figure 9–11,Image After Automatic Color Levels
Adjustment.

Figure 9–11 Image After Automatic Color Levels Adjustment

Next, we’ll use the clone tool to remove distracting parts of the image. The clone tool
grabs a portion of the image, and then allows you to paint the image with that portion.
This allows you to replace unwanted artifacts in the image with a realistic-looking
pattern -- a pattern actually found in the image.
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First, you can use the[=] key to to zoom in on the unwanted dark smudge on Bonnie’s
leg. Then select an appropriate brush. (To select a brush, click on the active brush
in the Toolbox and select one from theBrush Selection dialog.) For this purpose, the
Circle (07) (7 x 7) was chosen.

Select the clone tool from the Toolbox. With the[Ctrl] key pressed, click on an area
to the left of the dark smudge, to select an area to apply as a pattern. Release the
[Ctrl] key. The crosshairs icon changes into a pencil icon, and you can paint using the
selected area as a pattern.

As you paint using the clone tool, you’ll see the crosshairs icon follow along at a
distance with your paintbrush. The crosshairs icon marks the area which is providing
the pattern for the paintbrush.

The same technique can be used to remove the small portion of a person’s hand seen
by Bonnie’s face. Use the same brush and select an area from the blue jeans near the
hand to clone.

TheGIMP can be used to fix the eerie green reflection in her eyes. From theBrush
Selection dialog, select theCircle Fuzzy (11) x 11) brush. Use the color picker tool to
select a black color from the non-green edge of her eye. Then use the paintbrush tool
to paint in the green area -- the most difficult part is leaving a tiny spot of white in
each eye, to make the eyes look a little more natural (not completely flat black).

After automatic color levels adjustment and removal of the smudge, the hand, and the
green reflection, the image looks like Figure 9–12,Image After Removal of Unwanted
Portions.
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Figure 9–12 Image After Removal of Unwanted Portions

Finally, the edge of the image will be blurred, purely as a decorative effect.

Create a new image, larger than Bonnie’s photograph, with a white background. Cut
and paste the Bonnie image into the larger, white image. Use the rectangular select
tool to select a rectangle just slightly smaller than Bonnie’s image. Then right-click
on the image, and chooseSelect => Invert to invert the selection, so a rectangular
"frame" around the image, is selected, as in Figure 9–13,A "Frame" Selection Around
the Image.
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Figure 9–13 A "Frame" Selection Around the Image

To blur the edge, right-click and selectFilters => Blur => Gaussian Blur (IIR) . With both
of theBlur Radius settings at 10, click on theOK button to apply the filter.

Then the image is cropped to leave just a small white border, so it now looks like
Figure 9–14,The Final Image.
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Figure 9–14 The Final Image

Finally, the image is saved as a.jpg file for use on our Web page.

9.2.2 Creating a Web Page Background Graphic
Since the Web page displays a picture of a dog, a stylized pawprint will be used as
the background.

The first step is to make a black and white pawprint image. Open a new image win-
dow usingFile => New. In theNew Image dialog that appears, set theWidth andHeight
both to 500 pixels, to give you some room to work -- you can always crop the image
once you’re finished. Set theFill Type to White and click on theOK button.

To make the image, create an oval selection, then use the bucket tool to fill in the
selection with black. Copy the oval selection ([Ctrl]-[C]) and paste it ([Ctrl]-[V]) twice as
you move the three ovals into an appropriate pattern. Then, use the paintbrush tool
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with a small brush to draw the pad of her foot. When you’re drawing something, it
is easier to draw a large image, then scale it after you’re finished. The original black
and white image, sized 128 x 134 pixels, looks like Figure 9–15,A Pawprint in Black
and White.

Figure 9–15 A Pawprint in Black and White

The pawprint image is the basic building block for the next image -- a series of tracks
that "walk" across a page, as seen in Figure 9–16,Tracks in Black and White. To
create the tracks image, the pawprint image is:

• Scaled -- right-click on the image, then clickImage => Scale Image to display the
Scale Image dialog. The image was scaled byRatio .85, because it was a little too
large for the desired effect.

• Rotated -- choose the transforms tool from the Toolbox and rotate the image
freehand to about a 50-degree angle from horizontal

• Copied and pasted into a new larger image -- using[Ctrl]-[C] and then using[Ctrl]-[V].

The first pawprint is pasted into the new image with a[Ctrl]-[V]. The pawprint is
then moved into the desired position. After it is placed correctly, another copy
of the pawprint is pasted into the image. The second pawprint is now the active
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image, pasted directly over the first image. The second pawprint is then moved
off the first pawprint into an appropriate spot. The same steps were repeated for
the third and fourth pawprint. If you move something into the wrong spot, but
you’ve already selected something else, you can always use[Ctrl]-[Z] to back up
and try again.

Next, afilter will be used to create a special effect. Filters provide a particular
look or feel to an image. Right-click on the image and look atFilters to see a list
of GIMP filters. For this image, we’ll first use theGaussian Blur (IIR) filter and
then theBump Map filter.

After the pawprints are placed in the right spots, the image is blurred withFilters
=> Blur => Gaussian Blur (IIR) set to both a horizontal and verticalBlur Radius of
5, the defaults. The image is blurred because the next filter,Bump Map , acts on
light and dark pixels, so its results will appear more natural with a bit of shading
between the black and white of the original image.

The black and white tracks image, blurred slightly and scaled again to 50% so
that it measures 250 x 250 pixels, looks like Figure 9–16,Tracks in Black and
White.
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Figure 9–16 Tracks in Black and White

Next theCork board pattern is added to a newlayer of the image. UseLayers => Layers,
Channels & Paths to display theLayers, Channels & Paths dialog, as shown in Figure 9–17,
The Layers Dialog.
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Figure 9–17 The Layers Dialog

Layers keep portions of your working image separate from each other, so you can
work on one piece of the image without affecting the other. Layers are essential for
manipulating complex images.

TheLayers dialog displays all of the layers in the image. As shown in Figure 9–17,The
Layers Dialog, the image only includes one layer, which was re-named toPawprints
(right-click on the layer, then chooseEdit layer attributes and fill in a descriptive name).

Next, a new layer is added for the pattern by clicking on theNew layer icon .
On theNew Layer Options dialog that appears, leave theLayer Width andHeight at the
default values (the layer will be the same size as the image). Set theLayer Fill Type to
White and click on theOK button.
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New layers are automatically created on top of old layers, so you won’t see the orig-
inal layer in the image.

Next, the layer will be filled with theCork board pattern. To fill a layer with a pattern,
make sure that the layer is "active" (highlighted with a colored bar on the layers dialog
-- inactive layers will be white). See Figure 9–18,The New Layer in the Layers Dialog
for an example; theCork board layer is active. Then, on theTool Options for the bucket
tool (double-click on the bucket tool to display theTool Options ), selectPattern Fill .
Click on the active pattern on the Toolbox to see the patterns palette and selectCork
board . Then use the bucket tool to fill theCork board layer.

Figure 9–18 The New Layer in the Layers Dialog

On theLayers dialog, make the pawprints layer the active layer by clicking on it. Then
click on the eye icon ( ) to make the cork board layer invisible. (Another click on
the eye icon’s spot will make the layer visible again.)
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On the image, which should just show the pawprints image as seen in Figure 9–16,
Tracks in Black and White, use the magic wand tool to select a white pixel. Then
right-click on the image and go toSelect => Invert to invert the selection, so only the
black or gray pixels are selected.

Now when you click on the eye icon on the layers dialog, to display the cork board
layer, you’ll see the pawprint selection, as seen in Figure 9–19,The Pawprint Selec-
tion.

Figure 9–19 The Pawprint Selection

The next step is to darken just the selected pawprints area. The pawprints need to be
darkened so that theBump Map filter will affect the pawprints, as well as the rest of
the cork board pattern. TheGIMP provides a number of different ways to darken the
selected area. One simple way is to right-click on the image (with the selection still
active), then selectImage => Colors => Brightness-Contrast . On theBrightness-Contrast
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dialog, theBrightness slider is moved to-40, as shown in Figure 9–20,The Brightness-
Contrast Dialog.

Figure 9–20 The Brightness-Contrast Dialog

Click on theOK button to darken the selected areas. Then right-click on the image,
and chooseSelect => None (or use the keyboard shortcut[Shift]-[Ctrl]-[A]) to remove the
selection, so you’ll see Figure 9–21,The Pawprints on the Cork Board Background.
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Figure 9–21 The Pawprints on the Cork Board Background

To apply the filter, right-click on the image, then selectFilters => Map => Bump map
to display theBump Map dialog:
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Figure 9–22 The Bump Map Dialog

On theBump Map dialog, theCompensate for Darkening checkbox is checked and the
Depth is increased to 5 (which increases the perceived depth of the pawprint). A
preview of the image after the filter is applied is provided to show how the different
Bump Map parameters can affect the appearance of an image. After selectingOK, the
Bump Map filter is applied to the image as seen in Figure 9–23,The Final Background
Image.
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Figure 9–23 The Final Background Image

Background graphics for Web pages need totile -- any pattern on the graphic needs
to match up on all sides so that when they’re repeated on the page, the background
appears to be seamless. In this case, since the cork board pattern is already tiled, there
is no need to re-tile it. However, if you’re working on a non-tiled graphic, theGIMP
will tile a background for you using theFilters => Map => Tile filter.

9.2.3 Creating Title Images for Web Pages
TheGIMP is very helpful for creating logos (text for titles and links), buttons, and
bullet graphics for Web pages.

In this example, we’ll use a couple ofGIMP filters to add a custom look to some text
for our Web page example.
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The first step is to open a new file, sized 400 x 100 pixels, with a white background.
UseFile => New, add the correctWidth andHeight parameters, and select theTransparent
radio button.

Click on the text tool in the Toolbox to select it. Then click on the image, and theText
Tool dialog will appear as in Figure 9–24,The Text Tool Dialog.

Figure 9–24 The Text Tool Dialog

Type the text you want into thePreview field near the bottom of the dialog. Then select
a Font , Font Style , andSize from the pull-down menus in the dialog. The text you’ve
typed in will change to preview your selections, as shown in Figure 9–25,Previewing
Text.
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Figure 9–25 Previewing Text

This text is actually going to be the drop shadow for the "real" text. Change the
foreground color to a color for the drop shadow. For this example, a medium gray,
with an RBG value of 153 153 153, is selected. Once you click onOK in theText Tool
dialog, the text will appear in the working window, as shown in Figure 9–26,Text in
an Image Window.
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Figure 9–26 Text in an Image Window

Click on the rectangle selection tool, then click on the image to place the text selection
onto the image. To create a drop shadow, right-click on the image, and applyFilters
=> Blur => Gaussian Blur (IIR) . TheGaussian Blur dialog allows you to set theBlur Radius ,
which was left at the default of 5 pixels to produce the blurred effect in Figure 9–27,
Blurred Text.

Figure 9–27 Blurred Text

Now the "real" text should be added to the image. First, the active foreground color
needs to be changed. In this case, a faded red (RGB 204 051 051) is chosen. Then
with the text tool active, click on the image. TheText Tool dialog will appear. Make
sure the same settings are selected (they will be there by default, unless you closed
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theGIMP). Click on OK to add a red "Hello World!" to the image, and then move it
into the right position, as shown in Figure 9–28,Colored Text with a Drop Shadow.

Figure 9–28 Colored Text with a Drop Shadow

Perhaps this still looks a little plain, and you’d like something a little more showy for
your Web page. One option is to apply one of theGIMP’s gradients to the text.

With the red "Hello World!" as the active selection, double-click on the gradient tool
to make the gradient tool active and display itsTool Options . For this effect,Custom
Gradient is selected as theBlend andShapeburst (angular) is selected as theGradient , as
shown in Figure 9–29,Gradient Options.
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Figure 9–29 Gradient Options

The next step is to choose which of theGIMP’s many gradients to use. Click on the
active gradient on the Toolbox to display the palette of available gradients. Click on
a gradient to make it the active gradient. To apply a gradient to your text, make sure
the text is still the active selection. Then click and drag on part of the text (since we
choseShapeburst (angular) , the length of the drag won’t affect the appearance of the
gradient, which will instead follow the edges of the selection). For example, if you
apply these settings with theGreens gradient, the image looks like Figure 9–30,Text
in the Greens Gradient.
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Figure 9–30 Text in the Greens Gradient

Starting with the plain red "Hello World!" (just use[Ctrl]-[Z] to go back) and the same
gradient parameters, theTube_Red gradient produces this effect, which will be used
in the final Web page, as shown in Figure 9–31,Text in the Tube_Red Gradient.

Figure 9–31 Text in the Tube_Red Gradient

Script-Fu

As we’ve shown, you can use the tools and filters of theGIMP to create unique logos.
You can also use theGIMP’s Script-Fus to make graphics that may not be completely
unique, but that are quickly created, easy, and very professional-looking.
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Script-Fus provide a way for non-programmers to take advantage ofGIMP’s scripting
abilities. Basically, they provide different GUIs for creating logos, patterns, brushes,
and other special effects. You can also create your own Script-Fus. See Section 9.3,
Where to Find More Informationfor sources of information about writing your own
Script-Fus.

The easiest way to get an idea of what Script-Fu is all about is to try one. From
the Toolbox, click onXtns => Script-Fu to see the menu of available Script-Fus. For
example, if you choseXtns => Script-Fu => Logos => Bovination , you’ll see theScript-Fu:
Logos/Bovination dialog window. You can change theScript Arguments ; in this case, all
we changed was theText . Once you click onOK, you’ll see theGIMP apply a series of
filters, and then a new image window will display the graphic created by Script-Fu:
Figure 9–32,Cow Print Text.

Figure 9–32 Cow Print Text

A cow print logo may not be right for your Web page, but it does provide an excellent
example of Script-Fu’s ability to create special effects!

9.2.4 Combining the Graphics We’ve Created on a Web Page
The background, title and edited photograph can all be used on the same simple Web
page: Figure 9–33,Sample Web Page.
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Figure 9–33 Sample Web Page

9.3 Where to Find More Information
The GIMP can do so much more than what we’ve covered in this chapter! Please
seek out some of the following resources if you’re interested in learning more about
theGIMP.

Many books have been written about theGIMP. If you need in-depth information
about the many capabilities of theGIMP, try your favorite bookstore. The following
books were available at the time of this writing:

• The Artists’ Guide to the GIMPby Michael J. Hammel

• GIMP Essential Referenceby Alex Harford

• GIMP for Linux Bibleby Stephanie Cottrell Bryant, et al
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• GIMP: The Official Handbookby Karin Kylander and Olof S. Kylander (includ-
ing "Mike Terry’s Black Belt School of Script-Fu," an excellent how-to chapter
on writing Script-Fus)

• Grokking the GIMPby Carey Bunks

• Teach Yourself GIMP in 24 Hoursby Joshua and Ramona Pruitt

Information about theGIMP is also available on the Web:

http://www.gimp.org/

The official GIMP website

http://www.rru.com/~meo/gimp/faq-user.html

A Frequently Asked Questions (FAQ) list for questions commonly asked about
theGIMP by GIMP users (as opposed to developers)

http://manual.gimp.org/manual/

TheGIMP User Manual(by Karin Kylander and Olof S. Kylander) website,
which includes the chapter "Mike Terry’s Black Belt School of Script-Fu," an
excellent resource for anyone who wants to learn how to write a Script-Fu

http://empyrean.lib.ndsu.nodak.edu/~nem/gimp/tuts/

TheGIMP Tutorials Pointer Page

http://gimp-savvy.com/

The companion website to the bookGrokking the GIMP, by Carey Bunks

http://tigert.gimp.org/gimp/

The GIMP website of tigert (Tuomas Kuosmanen), the artist who created
Wilber (theGIMP mascot), as well as many otherGIMP graphics

http://brahms.fmi.uni-passau.de/~anderss/GIMP/

TheGIMP 1.0 Quick Reference Sheet -- a tri-fold list of keyboard shortcuts,
etc.
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10 File Managers in GNOME and KDE
In both GNOME and KDE, the file managers are true workhorses. Use these pow-
erful applications to help you create, edit, and delete files and directories, as well as
accomplish other tasks throughout your system.

Both file managers support drag and drop, and provide you with a fast and easy way
to "see" your system. Either file manager will open in your login directory by default.
To view other directories on your system, click on the "file folder" representing the
directory in thetree view pane on the left of the file manager. The contents of the
folder will appear in thedirectory window , the pane on the right.

Do you have permission?

Unless you’re root, you won’t be able to gain access to all
the files and directories on your system. If you don’t have
the permission to open, delete or execute a file, you’ll re-
ceive an error message that your access is denied.

This chapter will provide an overview ofGMC and KFM, the file managers for
GNOME and KDE. To learn more details about using them, read theGNOME User’s
Guideor the KDE user’s documentation in their respective help browsers. You’ll also
be able to find the latest documentation at their websites: http://www.gnome.org and
http://www.kde.org.

10.1 The GNOME File Manager
Fast, friendly and flexible, theGNOME File Manager lets you easily browse and
work with files and directories. The proper name for the file manager isGNU Mid-
night Commander , or GMC, because it’s based on theMidnight Commander
file manager.
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You can still use Midnight Commander

If you want to useMidnight Commander, you can start it
in an Xterm by typingmcat the prompt.

10.1.1 Using the File Manager
There are two ways to easily startGMC:

• From theMain Menu Button -- Click on File Manager entry.

• From the desktop -- Double-click on the file folder labeledHome directory , which

looks like:

When you first open theGMC, you’ll see something similar to Figure 10–1,A Sample
GMC Window.
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Figure 10–1 A Sample GMC Window

As a new user, it’s unlikely you’ll find many new files or directories when you first
open the file manager. That’s because by default,GMC opens in your login directory.
Note the filesignature.txt , however, in Figure 10–1,A SampleGMC Window.
This is the signature file the user newuser created while configuringNetscape Mes-
senger.

The tree view, to the left, will reveal all of the directories on your system. Single-click
on a folder to reveal its contents in the directory window, at right. Folders which have



220 Chapter 10:File Managers in GNOME and KDE

a+ next to them indicate that they hold subdirectories and the view is collapsed; click
on the+ to expand the view and reveal the subdirectories.

Use the following buttons on the menu above theLocation bar to determine the detail
of view you want:

• Icons -- The default view. Displays icons to represent each file and directory type.

• Brief -- Shows directories and files in a list, with directories at the top.

• Detailed -- Shows a list, along with details such as the size and modification time
of the files.

• Custom -- Shows a customized detailed list (you can select items you want to
include from theSettings menu, inPreferences => Custom View ).

Change the order

If you view directory contents in one of the list choices, you
can arrange your view of the list by clicking on one of the
list headings. For example, if you want to see the contents
alphabetically, click on theName heading.

Navigation

Like many file managers, you can move around by using the scrollbar next to the tree
view to locate a directory you want to move to.

You can also use the navigation buttons above theLocation bar similar to the way you
would use the navigation buttons inNetscape Navigator:

• Back andForward -- Move you up or down through the directory listing history

• Up -- Moves you "up" the directory tree

• Rescan -- Refreshes the view of the current directory

• Home -- Lets you jump back to your default directory
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The Location bar allows you to type the directory location. If you know the path
where you want to go, for example/etc/X11 , you can type it into theLocation bar
and press[Enter] to jump to that location.

Actually, theLocation bar can let you browse more than just your local system. If
you’re online, and you type in the location of an FTP site, such asftp.red-
hat.com , you’ll be able to see the files on that site which are available for
download. The FTP command should look like this:ftp://ftp.redhat.com .
To download, just copy a file to a directory on your local machine.

GMC plays well with Gnome-RPM

Speaking of downloaded files, you can useGMC to perform
RPM-related work on new software packages, such as those
you download or find on a CD. Just right-click on the pack-
age, andGMC offers you options to install, verify, query,
and more (remember, you must be root to install or unin-
stall software). You can also drag and drop packages from
the file manager intoGnome-RPM for installation (refer to
Section 12.3,Installing New Packagesfor more on this).

To learn more aboutGnome-RPM andRPM, turn to Chap-
ter 12,Using Gnome-RPM and RPM.

Copying and Moving Files

You can copy and move files from the directory window to your desktop or to another
folder (that is, directory). If you want to move a file to your desktop, just "pick it up"
by clicking on it once and holding down the mouse button. Release the file on the
desktop; by default, this action causes the file to be moved to your desktop.

If you’d prefer to copy the file rather than move it, click on the file, then drag it while
holding down the[Shift] key.



222 Chapter 10:File Managers in GNOME and KDE

Choose when you get there

Not sure whether you want to move or copy a file? Use the
[Alt] key when you drag a file. A pop-up menu will appear
once you release the file, letting you choose whether to copy
or move the file. You can also choose tolink the file, which
essentially is a shortcut to the file in its original location.

Figure 10–2 Copying File Dialog

If you know the path to the directory to which you want to copy a file, you can right-
click on the file and chooseCopy from the menu of options which opens. A dialog
will open, in which you can type the location where you want to copy the file (as in
Figure 10–2,Copying File Dialog).

In the Advanced Options tab of theCopy dialog, you can choose toPreserve symlinks ,
which will make certain that if the file you’re copying is asymbolic link, or shortcut,
it will be the same shortcut after it’s copied. Rather than risk losing a shortcut, you
should make certain you select this option if you’re copying -- or moving -- a file that
is a shortcut to another file.
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Moving works the same way

Just as you can copy a file by right-clicking, so too, you can
move a file by right-clicking on it and selectingMove from
the menu which appears. If you want to rename the file
while moving or copying it, type its new name in theCopy
or Move box which opens. For example, if you want to copy
the file signature.txt to /home/newuser/tig-
ger and rename itbackup.txt , you would type
/home/newuser/tigger/backup.txt .

File Properties

To change a file’s properties, right-click on a file or directory in the directory window
and chooseProperties . A dialog, similar to Figure 10–3,File Properties Dialog, will
open.
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Figure 10–3 File Properties Dialog

In theStatistics tab, you’ll find information about the file, such as the date and time
it was created and modified.

In theFile Name field, you can change the name of the file.

In the Options tab, you can changeaction options for the file, such as how the file
will be opened, viewed and edited. You probably won’t have a reason to worry about
these items; they already have default settings.
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Figure 10–4 The Permissions Tab in File Properties

In thePermissions tab (see Figure 10–4,ThePermissions Tab in File Properties), you
can change the permissions and ownership of a file (that is, if you have the permission
yourself). You can change the read, write and execute settings, as well setUID , GID
andSticky bits.
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UID, GID and Sticky bits?

Essentially, these items refer to user management and per-
missions. UID meansUser ID, a unique number given to
every user on the system; GID meansGroup ID , the ID of
the user’s default group. Sticky refers toSticky bit . You
probably won’t have to worry about setting the Sticky bit.

For more about how to work with permissions, see Section
15.12,Actions. Once you understand the idea behind file
permissions, you may find using thePermissions tab a con-
venient way to change a file or directory’s permission set-
tings.

10.1.2 Setting GMC’s Preferences
You can adjust quite a few settings forGMC in the Preferences dialog (Settings =>
Preferences ); see Figure 10–5,TheFile display Tab in Preferencesfor an example of
the Preferences dialog.
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Figure 10–5 The File display Tab in Preferences

The dialog includes the following tabbed sections:

• File display -- Modify the way files are viewed. SelectShow backup files to reveal
backup files;Show hidden files to showdot files, usually configuration files and
directories;Mix files and directories allows you to see files and directories in an or-
der you select in the directory window; you don’t really have to concern yourself
with theUse shell patterns... choice, because it concerns sorting withregular ex-
pressions, which is probably more useful to advanced users.
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• Confirmation -- Select whether you should be required to confirm any decision to
delete, overwrite and execute files. You can also choose whether you want to see
a progress indicator while the actions are being executed.

• VFS -- VFS meansVirtual File System. VFS means that you can work with files
which aren’t on your local machine. Information in this tab applies to actions
related to FTP sites.VFS Timeout refers to the time (in seconds) you can be con-
nected without activity, before you’re disconnected. The entry inAnonymous FTP
password refers to the identification you want to be transferred foranonymous
logins at FTP sites. (Typically, this is your e-mail address.) Enable the option to
Always use FTP proxy if you’re required to use a proxy to connect to FTP sites.

• Caching -- These settings may help to increase the speed ofGMC. SelectFast
directory reload to store directory information in memory to speed the load time.
Using this option may not always result in an updated display, however.Compute
totals before copying files will causeGMC to calculate the number of files you’re
copying so it can provide information to you about the task.FTP directory cache
timeout is the length of time (in seconds) to hold information about an FTP site in
memory.Allow customization of icons in icon view lets you change the icon style in
the directory window. Note that checking this may decrease performance.

• Desktop -- Here, you can specify some ways that you view the items on your
desktop. Click inside theIcon position box to specify how the icons should be
aligned on your desktop. SelectAutomatic icon placement to arrange icons on your
desktop automatically, rather than arranging them manually. ClickSnap icons to
grid if you want icons on the desktop to be aligned.Use shaped icons and Use
shaped text allow the icons and related text labels to be semi-transparent on your
desktop, rather than "blocky" icons and labels.

• Custom View -- In this dialog, you can specify the additional information you want
to see when you select theCustom button fromGMC’s menu.

10.2 The KDE File Manager
If you’re accustomed to using Windows or a Macintosh, you’re going to feel com-
fortable using KDE. In large part, that’s due to theKDE File Manager, known as
KFM.
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Like GNOME’s file manager,KFM is a graphical tool you can use to view and work
with directories and files.

Useful online and offline

BecauseKFM uses HTML to display information, it serves
as a decent Web browser, as well as a browser for your sys-
tem. Just type a Web address (or, URL) into theLocation bar
when you’re online, and you’ll jump to your chosen web-
site.

Similar to the GNOME file manager, you can also open FTP
sites with theLocation bar.

10.2.1 Using KFM
The easiest ways to startKFM are:

• From theMain Menu K icon -- Click on theHome Directory entry.

• From thePanel -- Click on theHome Directory icon, which looks like:

When your home directory window opens, you’ll see something similar to Figure
10–6,A SampleKFM Window. By default, the view contains icons and links to as-
sociated files on your system. You can change this view, in theView menu.
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Figure 10–6 A Sample KFM Window

In fact, you have quite a few choices for viewing files and directories in the content
area; when you select (or deselect) a choice, the content area willrefresh with your
new view. UnderView in the menu, you can select:

• Show Hidden Files -- This option shows the hidden files (also called "dot files"),
mostly configuration files.

• Show Tree -- Gives you atree view, showing you where your login directory is
in the system and allowing you to navigate to other directories by clicking on
other folders. Similar to Macintosh’s file manager scheme, when you click on a
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triangle pointed at a folder, it willexpanda folder, revealing other folders within.
Click again on the triangle, and the tree willcollapse, and the angle will return to
its initial position, like:

• Show Thumbnails -- If you have images in a directory, selecting this option will
show you tiny representations of them.

• HTML View -- Select this view if you want to see a directory as a Web page. This
can be fun if you know HTML, or want to learn how to write a Web page. All
you have to do is name your fileindex.html , and place your content aslinks
in the file. WhenKFM opens the directory, it will open theindex.html file.

• Text View andLong View -- Show you a directory’s contents in detail, including
filenames, permissions, owner, group, size and modification time. While these
two views are essentially the same, small icons are included next to the listed item
in Long View to indicate what that item represents.

• Short View -- Presents a list of the contents, with small icons. Doesn’t present
details such as owner, permissions or modification time.

Click once on a file to open the file in its associated application. For example, the
file signature.txt is a text file. Click on it to openkedit, KDE’s text editor.

To open a directory, click once on the file folder.
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Express yourself with backgrounds

Think file managers are boring? Try livening up the con-
tent area with a colorful image background. Just right-click
inside the content area of aKFM window, go to theDir tab,
and you can change your background. If you want to use
one of the included backgrounds, select an image from the
drop-down list.

Note, however, that some of the included backgrounds will
probably put a strain on your eyesight -- and your sense of
good taste! With names such asspoiled_sprouts and ring-
worm_circus , you shouldn’t expect a soothing visual expe-
rience. You can also select a background of your own by
clicking on theBrowse button and picking an image else-
where on your system (for example, an image file in your
/home directory).

If you prefer to change only the color, you can modify the
color settings by going to the menu and clickingOptions =>
Configure File Manager . Change the background by selecting
theColor tab; you can change the fonts by selecting theFont
tab.

Navigation

If you’ve used a Web browser or file manager before, you’ll feel right at home mov-
ing around withKFM. You can type the path location of a file (and the address of a
website or FTP site) in theLocation bar. Above theLocation bar, icons on theNavigation
bar help you quickly move to other directories. Briefly, here’s what the icons mean:

• The arrow up will take you "up" the directory tree. For example, if you’re in
/home/newuser and you click on the up arrow, you will move to/home ;
click once more, and you’ll be at/ , or root (the root of your filesystem, that is,
not the rootaccount’s login directory).
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• Click on the arrow pointingleft to take you to a previously viewed directory.
Click on the arrow pointingright to move forward through your navigation his-
tory.

• To jump to your home location, such as/home/newuser , just click on the
home icon.

• Click on the circular arrows to refresh your view of the current content area.

• The next two icons, of pages and a page with a clipboard, are for copy and pasting.
You can copy and paste selected text in the content area, URLs or file locations
from theLocation bar, and more. If you’re viewing Web pages, for example, you
can copy selected content, open a text editor (Main Menu K => Applications ) and
paste the content into the editor.

• To get help, click on the question mark.

• To stop loading a page or directory in the content area, click on the traffic light.

To open a newKFM window, just click on the KDE icon (which looks like a gear)
on the far right of theNavigation bar .

Using Disk Navigator

If you want to access a recent document or application,Disk Navigator should be
the first place to turn. UsingDisk Navigator, you can view directories and files on
your system and return to previous files.

You can findDisk Navigator in the main menu (see Figure 10–7,StartingDisk Nav-
igator from the Menu).
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Figure 10–7 Starting Disk Navigator from the Menu

To work with Disk Navigator, just hold your mouse cursor over the application on
the main menu; a second menu will open, showing the files and folders to which you
have access. UnderRoot/ , for example, you’ll find directories on your system from
root of the directory tree. Under theKDE/ directory, you’ll find folders that point to
system documentation, games,libraries , and more.
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CAUTION

Unless you know what a file is for, use caution before trying
to open or modify any file.

Drag and Drop Open, Move and Copy

Keeping important documents and applications within easy reach is simple with
KFM. To open a text file, for example, you can "drag" it from the content area of
KFM by left-clicking on it and holding your mouse button down while you drag it.
If you "drop" the file in an open text editor, it will open, ready for you to modify
its contents.

In the same way, you can drag and drop files from the content area to your desktop
or to other folders. When you reach your destination, a pop-up menu will offer you
the choice of copying, moving or linking the file. If you selectLink from the menu,
any changes you make to a file in its new location will be reflected in the original
location. A link, then, is like a shortcut to the original file.
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11 An Introduction to Linuxconf
11.1 Creating a New Account in Linuxconf
One of the most powerful tools you can use for system administration isLinuxconf.
You can useLinuxconf for adding and manipulating accounts, monitoring system
activities, controlling the way your system starts, and more.

Here, we’ll create a user account withLinuxconf to serve as a brief introduction to the
tool. For a more detailed look at the application’s features -- including greater depth
on working with accounts -- turn to its chapter in the system configuration section of
theOfficial Red Hat Linux Reference Guide, on the Documentation CD.

Creating user accounts for yourself or others is a pretty simple process fromLinux-
conf, which allows you to tailor many aspects of the account.

Login as root to useLinuxconf. You can either login as root or become root in your
user account. To accomplish the latter, open an Xterm and typesu , then your root
password.

Once you’re root, typelinuxconf to begin.

To learn more

You can learn more aboutLinuxconf by visiting the utility’s
official website: http://www.solucorp.qc.ca/linuxconf/.
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Figure 11–1 Finding the Users Accounts Entry in Linuxconf

We want to add an account, so scroll about a third of the way down the menu in the
left panel, to the entry markedUsers accounts . If the entry has a "+" next to it, go
ahead and click on the "+".

How to quit an Xterm window

Whenever you want to quit an Xterm window, all you’ve
got to do is typeexit at the prompt or, in some window
managers, click on theX in the upper right corner of the
window.

Now, the menu will expand to show entries in theUsers accounts listing. The sub-
entries will look like Figure 11–2,Users Accounts in Linuxconf.
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Left-click with your mouse button on theUser accounts entry, underNormal .

In the right panel, you’ll now see a box of the current user accounts (as shown in
Figure 11–2,Users Accounts in Linuxconf).

Figure 11–2 Users Accounts in Linuxconf

Toward the bottom of the right panel, click on theAdd button, between theQuit and
Help buttons.

Now, we’ll see a dialog calledUser account creation . In here, we’re going to fill in:
Login name ; Full name andgroup .

Make sure the button is indented next to the statementThe account is enabled .

Next, type in a login name. It should be easy to remember (it’s the password that
should be complex, but more about that later …). Then, you can type in your full
name.
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Figure 11–3 Adding a User in Linuxconf

Accounts and groups

Everyone’s account belongs to at least one group. Groups
are used to determine file access permissions. The default
group for your user account will be the login name you
choose (for example, a group callednewuser).

When you’re finished, your entries should look like Figure 11–2,Users Accounts in
Linuxconf.

Now, just click on the button markedAccept .

We’re almost finished. Next, we’ve got to come up with a password.
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Passwords are one of the best methods to safeguard against prying eyes or malicious
behavior. If you use a secure password, which only you know, you’ve taken an im-
portant step towards keeping your system secure.

Figure 11–4 Creating a User Account Password in Linuxconf

For both your root and user account, your passwords should be unique and easy
enough for you to remember. (Passwords can’t protect very well if they’re jotted
down on a piece of paper and taped to the monitor!)

What’s both unique and easy to remember? Sometimes, passwords which contain
both numbers and letters. Here’s an example:

• Weak passwords:airplane , icecream , california

• Better passwords:a!rpl8ne , !cec73am , c8Li7Qrnia
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One more thing: Passwords should be at least six characters in length -- upper and
lowercase letters and/or numbers. (If you enabledMD5 Passwordsduring installa-
tion, your password can be up to 256 characters.)

Once you decide on a password you think you’ll remember, type it in the box pro-
vided. You won’t see the password, except in a series of asterisks (as shown in figure
Figure 11–4,Creating a User Account Password in Linuxconf).

Then, click on theAccept button.

You’ll be asked to retype the password for verification. Again, you won’t see your
password as you type it.

When you’ve finished, you’ll see the account listed in the accounts panel (see Figure
11–5,New User Account in Linuxconffor an example).

That’s all there is to it.

Figure 11–5 New User Account in Linuxconf
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For additional security, you should change your passwords every now and then. From
your user account, you can change your password by clicking on the account name,
then clicking on the box markedPasswd at the bottom.

Is root’s password secure?

Now that you’ve created your user account, you might want
to reconsider whether your root account’s password is se-
cure enough. You can change this password easily, from
within Linuxconf, by clicking on theChange root password
item.

To learn more about how to modify your account or perform other account proce-
dures, turn to theSystem Configurationchapter in theOfficial Red Hat Linux Refer-
ence Guideon the Documentation CD.
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12 Using Gnome-RPM and RPM
12.1 The benefits of RPM
RPM stands forRPM PackageManager. At its heart,RPM is one of the most con-
venient technologies available for Red Hat Linux. That convenience extends beyond
the user; Red Hat encourages other vendors to consider the ease of use behind the
RPM system for their own products (the system may be distributed under terms of
the GPL).

Want to install or remove an application? No problem. Upgrade an application you
already have? It’s easy. By typing a few simple commands or pressing a few buttons,
the process will be taken care of for you.

RPM also features useful tools to view the contents of apackage, as well as other
essential file and system maintenance features.

From its earliest days,RPM was intended to be an easy and secure way to get pack-
ages on and off a user’s system. Often, the only requirement to installing anRPM
package -- sometimes referred to as apre-compiled binary if it’s an application --
is that you’re root and that you press the right buttons!

You can choose to work withRPM packages from either a graphical front-end or
the shell prompt.Gnome-RPM, which was introduced in Red Hat Linux 6.0, is a
graphicalRPM tool. An alternative toGnome-RPM are variousRPM commands
you can issue from the shell prompt in an Xterm window.

This chapter will cover some of the basic features ofRPM use fromGnome-RPM
and from the shell prompt. For more in-depth information, about bothGnome-RPM
andRPM technology, refer to the related chapters in theOfficial Red Hat Linux Ref-
erence Guideon the Documentation CD, or online at http://www.redhat.com/sup-
port/manuals.
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You must be root

BecauseRPM makes changes to your system, for most
functions you must be root in order to useRPM from either
the shell prompt or throughGnome-RPM.

12.1.1 Changing to Root
Changing to root can be easily accomplished from within your user account.

You can temporarily switch from your user account to root by using thesu com-
mand. Once you’re root, you can install, delete and work with packages and perform
maintenance on system files.

Remember, however, that when you’re root you can inadvertently damage your sys-
tem, so use caution!

Just typesu at the shell prompt. You’ll see something like this:

[you@localhost you]$ su
Password: yourrootpassword
[root@localhost you]#

Now that you’re root, you can startGnome-RPM or perform yourRPM command
from the shell prompt.

12.2 Using Gnome-RPM
Gnome-RPM was written by James Henstridge (james@daa.com.au ); RPM 3.0
support was written by Red Hat and additionalrpmfind code was written by Daniel
Veillard. Gnome-RPM is a fast, convenient tool for working with RPMs; with such
features asWeb find, it’s also a powerful utility which allows you to easily search
for new RPMs on the Internet.

You can startGnome-RPM (which is also referred to asgnorpm) from the shell
prompt in your user account, and from both the shell prompt and the GNOME Panel
if you have logged in as root (rather than performing ansu from your user account).
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To startGnome-RPM from the Panel, go to theMain Menu Button => System => Gnome-
RPM.

To startGnome-RPM from the shell prompt, typegnorpm . When the application
starts, you’ll see a window similar to Figure 12–1,Main Gnome-RPM Window.

Figure 12–1 Main Gnome-RPM Window

12.2.1 The Package Window
The main window will appear similar to Figure 12–1,Main Gnome-RPM Window.

• Package Panel - On the left; allows you to browse and select packages on your
system.

• Display window - To the right of the package panel; shows you contents from
folders in the panel.

• Toolbar - Above the display and panel; a graphical display of package tools.
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• Menu - Above the toolbar; contains text-based commands, as well as help info,
preferences and other settings.

• Status bar - Beneath the panel and display windows; shows the total number of
selected packages.

12.2.2 The Package Display
Each folder icon in the tree view at left represents a group of packages. Each group
can contain subgroups. Groups are used to place packages that perform similar func-
tions in similar locations.

This tree view is expandable. A folder which appears with a+ next to it indicates that
there are subfolders within that category.

To view the packages and subgroups within a group, click once on a folder or a+ with
your left mouse button. The display window will then show you the contents of that
folder.

By default, you’ll see icons to represent the packages. You can customize your view
by selectingView as list from the Interface tab you’ll find underOperations => Prefer-
ences .

12.2.3 Selecting Packages
To select a single package, click on it with the left mouse button. You’ll notice that
highlighting will appear around the package’s title (as shown in Figure 12–2,Select-
ing Packages inGnome-RPM). To unselect it, either click on an empty space in the
display panel with the left mouse button, or click on theUnselect button on the
toolbar.
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Figure 12–2 Selecting Packages in Gnome-RPM

To select more than one package incrementally, left-click with your mouse button,
while holding down the[Ctrl] key; you’ll see highlighting around each additional se-
lection.

The status bar at the bottom ofGnome-RPM will display the total number of pack-
ages you have selected.

12.3 Installing New Packages
You can install new packages by choosing theInstall button from the toolbar.

Gnome-RPM provides you with a choice of package views (as shown in Figure
12–3,The Install Window). You canfilter your views for

• All packages
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• All but installed packages

• Only uninstalled packages

• Only newer packages

• Uninstalled or newer packages

You can switch the display of packages by using the drop-down bar at the top of the
window.

Figure 12–3 The Install Window

Choose theAdd button. By default, if your CD-ROM is mounted with a Red Hat
Linux CD, Gnome-RPM will search in/mnt/cdrom/RedHat/RPMS for new
packages. (You can find this default option in theInstall Window tab of thePreferences
dialog. See Section 12.4,Basic Configurationfor more information on this feature.)
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If no packages are available in the default path, you’ll be presented with anAdd Pack-
ages window from which you can select the appropriate location of your new package.

To choose a package, double-click on it with your mouse, or add a check in the check-
box next to the package, then click on theAdd button.

Within this Install window, you have the option of installing or upgrading packages:
If the package has not been installed on your system, you’ll find anInstall button at
the bottom of the window.

If the package already exists on your system and you’re querying a newer release,
thePackage Info window provides anUpgrade button, which will perform an upgrade
to newer releases.

You can also "drag and drop" packages from the GNOMEFile Manager and place
them into theInstall window. To accomplish this, open theFile Manager (GNOME
Panel => File Manager ). Locate the directory in which your packages can be found,
left-click once on the package name and "drag" the file by keeping your finger pressed
on the mouse button, releasing the pressure (and the package) once you’re over the
Install window.

You’ll see a progress indicator when your package is being installed.

12.4 Basic Configuration
You can customizeGnome-RPM through thePreferences dialog, which you can ac-
cess fromOperations => Preferences on the menu. To make selections inPreferences
select the check boxes next to the options.

Under Behavior , you’ll find a number of options for configuring the way
Gnome-RPM installs, uninstalls and upgrades packages. TheBehavior tab is split
into five sections: Install, Upgrade, Other, Database and Architecture. (See Figure
12–4,The Behavior Windowfor an example.) Note that by default these boxes are
not checked.
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Figure 12–4 The Behavior Window

UnderInstall Options , you have the following choices:

• No dependency checks - When selected, this will install or upgrade a package with-
out checking for other types of files on which the program may be dependent in
order to work.

Better safe than sorry

Unless you know what you’re doing, you should prob-
ably avoid using this option, since packages can be de-
pendent on a variety of programs or libraries to properly
function.
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• No reordering - This option is useful ifRPM is unable to change the installation
order of some packages to satisfy dependencies.

• Don’t run scripts - Pre- and post-install scripts are sequences of commands that
are sometimes included in packages to assist with installation. This check box is
similar to the--noscripts option when installing from the shell prompt.

UnderUpgrade Options , you can select the following:

• Allow replacement of packages - Replaces a package with a new copy of itself. This
option can be useful if an already-installed package has become damaged or may
require other repair to function correctly.

• Allow replacement of files - Allows the replacement of files which are owned by
another package. This option can be useful when there are two packages with the
same file name but different contents.

• Allow upgrade to old version - This option allows you to "upgrade" to an earlier
package -- useful if the latest version of an installed package doesn’t correctly
function for your system.

• Keep packages made obsolete - Prevents packages listed in anObsoletes header
from being removed.

In Other Options , you can select:

• Don’t install documentation - Selecting this option can save on disk space by exclud-
ing documentation related to the package. Unless you know what you’re doing,
however, you’re safest having the documentation which is included with an ap-
plication, in case you require help with its features.

• Install all files - Installs all files in the package.

The choices available inDatabase Options andArchitecture Options allow you to decide,
among other things, whether you want to perform a "test" installation (which will
check for file conflicts without actually performing an install), or whether you want
to exclude packages for other operating systems or system architectures.
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In thePackage Listing tab, you’ll find a choice of displays for your packages: either as
icons or as alist , which will provide more package information than the icon display.

In Install Window , you can specify the path through whichGnome-RPM can find new
RPMs on your system (see Figure 12–5,The Install Window). The default path to
search for RPMs is

/mnt/cdrom/RedHat/RPMS

Note, however, that there is a selection of paths beneath the default choice, as well
as aBrowse… button next to the default path. The window listing theRPM Directories
contains a listing of the most likely locations in which RPM files would be found
on your system. By selecting theBrowse… button, you can also specify an entirely
different path. Once a new path is selected, click on theApply button to save your
default path for future sessions.

Figure 12–5 The Install Window
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Optionally, if the path for your RPMs doesn’t match the default path in your prefer-
ences, you’ll be presented with a browser window, which will allow you to select the
correct path for your new RPMs.

In the Install Window , underPackage Colors , you have the option of selecting the color
coding of your packages. The default color codes are set to gray for older packages,
green for current packages and blue for newer packages. Such color coding can be a
handy means of identifying both installed and uninstalled packages, as well as pack-
ages for which theWeb find feature has located updates.

In addition to using the file dialog to add files to your install list, you can "drag" files
from the GNOMEFile Manager to add them to the list.

In Rpmfind , you have settings and options which correspond to theWeb find feature.
TheMetadata server selection sets the server to be used for searches. TheDownload dir:
entry allows you to specify where you want the files to be stored.

Figure 12–6 Distribution Settings in Preferences
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In Distribution Settings , you can set the options for choosing the most appropriate pack-
age out of the selectionsRpmfind returns, as well as which mirror you would like to
use. The higher the rating you indicate for your selection (as shown in Figure 12–6,
Distribution Settings in Preferences) the higher the priority it will receive; the lower
rating, such as "-1," will specify that packages not be recommended.

12.5 Package Manipulation
12.5.1 Querying Packages
The easiest way to query packages is to use theQuery option from the menu at the
top. If you want to query more than one package, make all your selections then press
the Query button on the menu.

You’ll be presented with a window like the one shown in Figure 12–7,Query Window.
The more packages you’ve queried, the more "tabs" you’ll find within thePackage Info
box, each tab representing a query response for the related package.
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Figure 12–7 Query Window

The name of the package is centered at the top of the box. Below, the box is divided
into two columns of listed information; below this information, you’ll see a display
area showing package files.

In the left column of the information list, you’ll find the size of the file, the machine
on which the file is found, the name of the package distribution and the group to
which its function belongs.

In the right column, you’ll find the date of the package’s installation on your machine,
the date the package was built, the name of the vendor and the name of the group who
packaged the software. If the package has not been installed on your machine, that
space will simply read, "not installed."

Below the description is a list of the files contained in the package. If aDappears in
its related column to the left of the path, that file is a documentation file and would be
a good thing to read for help on using the application. If aCappears in its respective
column, the file is a configuration file. Under theS column, you can view the "state"
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of the package; here, you’ll receive information if any files are reported as "missing"
from the package (which probably means there’s a problem with the package).

If you’re querying a package that’s already installed, you’ll also find two additional
buttons beneath at the bottom of this window:Verify andUninstall . If you’re perform-
ing a query on a package that hasn’t been installed yet, the buttons on the bottom will
be labeledInstall , Upgrade andCheck Sig .

To close the query window without performing any action, left-click on theX at the
top right of the window bar.

12.5.2 Verifying Packages

Verifying a package checks all of the files in the package to ensure they match the
ones present on your system. This check can be used when you suspect that one of
the program’s files has become corrupted for some reason.

12.5.3 Uninstalling Packages

Uninstalling a package removes the application and associated files from your ma-
chine. When a package is uninstalled, any files it uses that are not needed by other
packages on your system are also removed. Changed configuration files are copied
to <filename> .rpmsave so you can reuse them later.

Make sure you’re root

Remember that you must be root to uninstall packages.

If uninstalling a package would break "dependencies," a dialog will appear, asking
you to confirm the deletion. This will occur if you haven’t selected the"No dependency
checks" box from thePreferences menu (as shown in Figure 12–8,The Behavior Tab
in Preferences).
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Figure 12–8 The Behavior Tab in Preferences

There are a variety of methods through which you can remove a selected package:
from the menu, underPackages ; from the toolbar and from theQuery function.
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Figure 12–9 Uninstall Window

Upgrading Packages
When a new version of a package has been released, it’s easy to install it on your
system; simply upgrade what you already have to the version that you want to install.
The procedure is similar to installation of packages with the exception that you should
selectUpgrade rather thanInstall .

During the upgrade, you’ll see a progress indicator similar to that for package in-
stallations. When the upgrade is finished, any old versions of the packages will be
removed, unless you specify otherwise (refer to Section 12.4,Basic Configuration
for more information).

It is much better to use the upgrade option than to uninstall the old versions of a
package and then install the new one. (In fact, theRPM upgrade process will handle
uninstallation and replacement of files. Refer to Section 12.6.2,Uninstallingto learn
more about this process.)

12.6 RPM from the Shell Prompt
You can also useRPM technology by typing a variety of commands at the shell
prompt. At your disposal, of course, are all the functions available throughGnome-
RPM, with some additions, such as the ability tofreshenpackages, which is similar
to upgrading (refer to Section 12.6.5,Fresheningfor more information).
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For more in-depth information aboutRPM, refer to the related chapters in theOfficial
Red Hat Linux Reference Guideon the Documentation CD. You can also read the
related man page by typingman rpm or the help file by typingrpm --help .

12.6.1 Installing
RPM packages typically have file names likefoo-1.0-1.i386.rpm , which in-
cludes the package name (foo ), version (1.0 ), release (1), and architecture (i386 ).
Installing a package is as simple as typing:

# rpm -ivh foo-1.0-1.i386.rpm
foo ####################################
#

RPM prints out the name of the package (which is not necessarily the same as the
file name), and then prints a succession of hash marks as the package is installed as
a progress meter.

Actually, you can also install a package with theupgrade option. For more infor-
mation, see Section 12.6.3,Upgrading.

While installing, you could run into errors, such as statements that the package is
already installed or that there aredependency problemswhich hinder the installation
of the package.

For information about the types of errors you may encounter, read on.

Package Already Installed
If the package is already installed, you will see:

# rpm -ivh foo-1.0-1.i386.rpm
foo package foo-1.0-1 is already installed
error: foo-1.0-1.i386.rpm cannot be installed
#

If you want to install the package anyway, you can use--replacepkgs on the
command line, which tellsRPM to ignore the error:

# rpm -ivh --replacepkgs foo-1.0-1.i386.rpm
foo ####################################
#
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Conflicting Files

If you attempt to install a package that contains a file which has already been installed
by another package, you’ll see:

# rpm -ivh foo-1.0-1.i386.rpm
foo /usr/bin/foo conflicts with file from bar-1.0-1
error: foo-1.0-1.i386.rpm cannot be installed
#

To causeRPM to ignore that error, use--replacefiles on the command line:

# rpm -ivh --replacefiles foo-1.0-1.i386.rpm
foo ####################################
#

Unresolved Dependency

RPM packages can "depend" on other packages, which means that they require other
packages to be installed in order to run properly. If you try to install a package for
which there is such an unresolved dependency, you’ll see:

# rpm -ivh bar-1.0-1.i386.rpm
failed dependencies:

foo is needed by bar-1.0-1
#

To correct the error, you should install the requested package. If you want to force
the installation anyway (a bad idea since the package probably will not run correctly),
use--nodeps on the command line.

12.6.2 Uninstalling
Uninstalling a package is also simple::

# rpm -e foo
#
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Notice that when you uninstall a package, you should use the packagename(foo )
not the name of the original package ("foo-1.0-1.i386.rpm ").

You can encounter a dependency error when uninstalling a package if some other
installed package depends on the one you are trying to remove. For example:

# rpm -e foo
removing these packages would break dependencies:

foo is needed by bar-1.0-1
#

To causeRPM to ignore that error and uninstall the package anyway (also a bad
idea since the package that depends on it will probably fail to work properly), use
--nodeps on the command line.

12.6.3 Upgrading
Upgrading a package is similar to installing.

# rpm -Uvh foo-2.0-1.i386.rpm
foo ####################################
#

When you upgrade,RPM automatically uninstalls any old versions of thefoo pack-
age.

You can useupgrade to install packages, as well, since it works fine even when
there are no previous versions of the package installed.

SinceRPM performs intelligent upgrading of packages with configuration files, you
may see a message like:

12.6.4 Errors on Installing Older Packages
# rpm -Uvh foo-1.0-1.i386.rpm
foo package foo-2.0-1 (which is newer) is already installed
error: foo-1.0-1.i386.rpm cannot be installed
#

To causeRPM to "upgrade" anyway, use--oldpackage on the command line:
# rpm -Uvh --oldpackage foo-1.0-1.i386.rpm
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foo ####################################
#

12.6.5 Freshening
Freshening a package is similar to upgrading:

# rpm -Fvh foo-1.2-1.i386.rpm
foo ####################################
#

RPM’s freshen option checks the versions of the packages specified on the command
line against the versions of packages that have already been installed on your system.
When a newer version of an already-installed package is processed byRPM’s freshen
option, it will be upgraded to the newer version. However,RPM’s freshen option will
not install a package if no previously-installed package of the same name exists. This
differs fromRPM’s upgrade option, as an upgradewill install packages, whether or
not an older version of the package was already installed.

12.6.6 Querying
Querying the database of installed packages is accomplished withrpm -q . A simple
use isrpm -q foo which will print the package name, version, and release number
of the installed package foo:

# rpm -q foo
foo-2.0-1
#

Instead of specifying the package name, you can use the following options with-q to
specify what package(s) you want to query. These are calledPackage Specification
Options.

• -a queries all currently installed packages.

• -f <file> will query the package owning<file> .

• -p <packagefile> queries the package<packagefile> .
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There are a number of ways to specify what information to display about queried
packages. The following options are used to select the type of information for which
you are searching. These are calledInformation Selection Options.

• -i displays package information such as name, description, release, size, build
date, install date, vendor, and other miscellaneous information.

• -l displays the list of files that the package "owns."

• -s displays the state of all the files in the package.

• -d displays a list of files marked as documentation (man pages, info pages,
README’s, etc).

• -c displays a list of files marked as configuration files. These are the files you
change after installation to adapt the package to your system (sendmail.cf ,
passwd , inittab , etc).

For those options that display file lists, you can add-v to your command line to get
the lists in a familiarls -l format.

12.6.7 Verifying
Verifying a package compares information about files installed from a package with
the same information from the original package. Among other things, verifying com-
pares the size, MD5 sum, permissions, type, owner and group of each file.

The commandrpm -V verifies a package. You can use any of thePackage Selection
Optionslisted for querying to specify the packages you wish to verify. A simple use
is rpm -V foo which verifies that all the files in the foo package are as they were
when they were originally installed. For example:

• To verify a package containing a particular file:

rpm -Vf /bin/vi
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• To verify ALL installed packages:

rpm -Va

• To verify an installed package against an RPM package file:

rpm -Vp foo-1.0-1.i386.rpm

This can be useful if you suspect that yourRPM databases are corrupt.

If everything verified properly there will be no output. If there are any discrepancies
they will be displayed. The format of the output is a string of 8 characters, a possible
"c" denoting a configuration file, and then the file name. Each of the 8 characters
denotes the result of a comparison of one attribute of the file to the value of that
attribute recorded in theRPM database. A single "." (period) means the test passed.
The following characters denote failure of certain tests:

• 5 -- MD5 checksum

• S -- File size

• L -- Symbolic link

• T -- File modification time

• D -- Device

• U -- User

• G -- Group

• M-- Mode (includes permissions and file type)

If you see any output, use your best judgment to determine if you should remove or
reinstall the package, or otherwise fix the problem.
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12.7 Checking a Package’s "Signature"
Thanks to RPM technology, it’s easy to install applications instantly -- and if you
don’t like what you’ve installed, you can easily remove applications from your sys-
tem.

But just because RPM is easy to use doesn’t mean it’s insecure. That’s because RPM
teams up withGnu Privacy Guard -- also calledGnuPG -- to help you make certain
your downloaded package is "trustworthy."

Let’s say you’ve just downloaded the packagecoolapp-1.1.rpm . To run a quick
check of the file’s integrity, you would type

rpm -K coolapp-1.1-1.rpm

Right away, you’ll see the messagecoolapp-1.1-1.rpm: md5 OK . This
brief message means that the file checks out -- it hasn’t been corrupted by the
download.

That’s fine, but how trustworthy is the developer? Do you really know them? Well,
if the package issignedwith the developer’sGnuPG key, you’ll know that the de-
veloper really is who they say they are.

GnuPG is a tool for secure communication; it is a complete and free replacement for
the encryption technology ofPGP. With GnuPG, you can authenticate the validity
of documents, encrypt and decrypt data to and from other recipients. The tool is
capable of decrypting and verifyingPGP 5.x files, as well.

During the installation of Red Hat Linux,GnuPG is installed by default. Here, we’ll
show you how to get started withGnuPG so you can check a developer’s keys.

GnuPG usespublic key exchange as its form of cryptography. When you check an
owner’s key, you can be certain that the owner is who they say they are. In public
key cryptography, users create akeypair, which is comprised of apublic key and a
private key.

While you can distribute your public key to correspondents or to publickeyservers
-- online repositories which store users’ public keys -- you should never divulge your
private key to anyone.
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12.7.1 Generating a new keypair
To useGnuPG, your first task is to generate a new keypair: your own public and
private keys. You can do this with the--gen-key option at the shell prompt.

Do not give away your private key

Remember: While your public key can be given to anyone
with whom you want to exchange secure communication,
you must never give away your private key.

In an Xterm window, typegpg --gen-key . Since you work with your user ac-
count most frequently, you should be doing this from your user account, rather than
root. You’ll find an introductory screen, with key options, including one recom-
mended option (the default), similar to the following:

gpg (GnuPG) 1.0.1; Copyright (C) 1999 Free Software Foundation, Inc.
This program comes with ABSOLUTELY NO WARRANTY.
This is free software, and you are welcome to redistribute it
under certain conditions. See the file COPYING for details.

Please select what kind of key you want:
(1) DSA and ElGamal (default)
(2) DSA (sign only)
(4) ElGamal (sign and encrypt)

Your selection?

In fact, most of the screens which require you to choose an option will list the default
option, within parenthesis. Unless you have a specific reason not to, you can accept
the default options simply by pressing[Enter].

In the first screen, you should accept the default option:(1) DSA and ElGamal .
This option will allow you to create a digital signature and encrypt (and decrypt) with
two types of technologies. Type1 and then press[Enter].

Next, choose thekey size, or how long the key should be. Generally, the longer the
key, the more resistant against attacks your messages will be. The default size, 1024
bits, should be sufficiently strong for most users, so press[Enter].
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The next option asks you to specify how long you want your key to be valid. Usually,
the default --0 = key does not expire -- is fine. If you do choose an expi-
ration date, remember that anyone with whom you exchanged your public key will
also have to be informed of its expiration, and supplied with a new public key.

Your next task is to provide a user ID, with your name, your e-mail address and an
optional comment. When you’re finished, you’ll be presented with a summary of the
information you entered.

Once you accept your choices, you’ll have to enter apassphrase, which is a password
you choose that will validate you as the owner of your new keys.

Use a secure passphrase

Like your account passwords, a good passphrase is essen-
tial for optimal security inGnuPG. For example, mix your
passphrase with upper- and lowercase letters, use numbers,
or punctuation marks.

Once you enter and verify your passphrase, your keys will be generated. You’ll see
a message similar to the following:

We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.
+++++.+++++.++++++++....++++++++++..+++++.+++++.+++++++.+++++++
+++.++++++++++++++++++++++++++++++++++++++..........................++++

When the activity on the screen ceases, your new keys will be made and placed in
the directory.gnupg . To list your keys, use the commandgpg --list-keys ;
you’ll see something similar to the following:

[newuser@localhost newuser]$ gpg --list-keys
/home/newuser/.gnupg/pubring.gpg
-----------------------------------------
pub 1024D/B7085C8A 2000-04-18 Your Name <you@yourisp.net>
sub 1024g/E12AF9C4 2000-04-18
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12.7.2 Exchanging Keys
Once you have created your keypair, you can exchange your public key with anyone.
You do this byexporting your public key andimporting others’ public keys.

Exporting Keys

To export your key so that you can mail or paste it on a Web page, use the following
command:

gpg --armor --export you@yourisp.net

The result will appear somewhat like this:

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v1.0.1 (GNU/Linux)
Comment: For info see http://www.gnupg.org
=NYlu
-----END PGP PUBLIC KEY BLOCK-----
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Easily Save the Output

You can save the public key block byredirecting the out-
put to a file. That way, you can insert the file in e-mail, or
copy and paste it for a Web page. To redirect the output to
a file calledmykey.txt in your /home directory, add>
mykey.txt to the command:

gpg --armor --export you@yourisp.net >
mykey.txt

Then the filemykey.txt can be inserted whenever you
want to send your key to someone.

Importing Keys
When you import someone’s public key, you add that key to yourkeyring. Then,
when you download a document or file from that correspondent, you can check the
validity of that document against the key you have added to your keyring.

To import a key, use the--import option. To demonstrate, let’s download and
import Red Hat’s public key. That way, any time you want to validate a package
from Red Hat, you’ll be able to check it against the key you retrieved.

You can find Red Hat’s key at http://www.redhat.com/about/contact.html. From your
browser, you can download the key by pressing the[Shift] key while you click on the
download link, then click theOK button to save the file (for exampleredhat2.asc ).
Now, at the shell prompt, import the key with the following command:

gpg --import redhat2.asc

The resulting message will tell you that the key was "processed." To check that the key
was added, typegpg --list-keys . You’ll see the key you’d just downloaded
from Red Hat, as well as your own keys.

[newuser@localhost newuser]$ gpg --list-keys
/home/newuser/.gnupg/pubring.gpg
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-----------------------------------------
pub 1024D/DB42A60E 1999-09-23 Red Hat, Inc <security@redhat.com>
sub 2048g/961630A2 1999-09-23

Keys Don’t Have to be Links

Sometimes, you won’t be able to download a key as a link;
instead, you can save any key as a text file. As long as you
know the name and location of the file you saved, you can
import it to your keyring.

Verifying Packages

The command to check a downloaded package (rpm --K filename ) is the same
procedure that you used before generating yourGnuPG keys and adding Red Hat’s
key. Now that you’ve added the key from Red Hat to your keyring, however, you’ll
see a slightly different message:md5 gpg OK. That means both that the package
hasn’t been corrupted, and that you can trust the originator of the package -- that is,
Red Hat.

Going from Here

There’s quite a bit more toGnuPG -- and encryption technology -- than we’ve cov-
ered here. In fact, there’s much more information than we can cover in this book.
But you can get a start on such concepts askey management, how to import and
export keys, and more by turning to Chapter 13,Getting Started with GnuPG.
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13 Getting Started with GnuPG
13.1 Introducing GnuPG
Have you ever wondered if your e-mail is really safe from snoops? It’s easy enough
to assume that your intended recipient will read your message, but unfortunately, it’s
also conceivable that complete strangers could intercept or even tamper with your
e-mail.

In traditional "snail mail," letters are usually sealed within envelopes, stamped and
delivered from post office branch to branch until they reach their destination. But
sending mail through the Internet is much less secure; e-mail is usually transmitted
as clear text from server to server. No special steps are taken to protect your corre-
spondence from prying eyes or malicious behavior.

To help you protect your privacy, Red Hat Linux 6.2 includesGnuPG, the GNU
Privacy Guard, which is installed by default during a typical Red Hat Linux instal-
lation.

GnuPG is a tool for secure communication; it is a complete and free replacement for
the encryption technology ofPGP (Pretty Good Privacy, a widely popular encryp-
tion application). WithGnuPG, you can encrypt your data and correspondence, and
authenticate your correspondence bydigitally signing your work. GnuPG is also
capable of decrypting and verifyingPGP 5.x.

BecauseGnuPG is compatible with other encryption standards, your secure corre-
spondence will probably be compatible with e-mail applications on other platforms,
such as Windows and MacOS.

GnuPG usespublic key cryptography to provide users with a secure exchange of
data. In a public key cryptography scheme, you generate twokeys: a public key
and aprivate key. You exchange your public key with correspondents or with a
keyserver; you should never reveal your private key.

Encryption depends upon the use of keys (think of them as secret encoder/decoder
rings in data format). In conventional or symmetric cryptography, both ends of the
transaction have the same key, which they use to decode each other’s transmissions.



274 Chapter 13:Getting Started with GnuPG

In pubic key cryptography, two keys co-exist: a public key and a private key. A
person or an organization keeps their private key a secret, and publishes their public
key. Data encoded with the public key can only be decoded with the private key; data
encoded with the private key can only be decoded with the public key.

More information from the shell prompt

Like most system tools for Red Hat Linux, you’ll find doc-
umentation onGPG in the man pages and info pages. At a
shell prompt, just typeman gpg or info gpg for a quick
reference ofGPG commands and options.

For the most part, cryptography is beyond the scope of this publication; volumes have
been written about the subject. In this chapter, however, we hope you’ll gain enough
understanding aboutGnuPG to begin using cryptography in your own correspon-
dence. For more information aboutGnuPG, including an online users guide, visit
http://www.gnupg.org/. If you want to learn more aboutGPG, PGP and encryption
technology, turn to the references in Section 13.1.6,Where to find more information.

There are several graphical interfaces forGnuPG, such asSeaHorse, which is in-
cluded with Red Hat Linux 7.0. However, many tasks inGnuPG can be performed
quickly from the shell prompt. That’s what we’ll concentrate on in this chapter.

13.1.1 Generating a Keypair
To begin usingGnuPG, you must first generate a newkeypair -- that is, a public and
a private key.

While instructions for generating a keypair have been previously covered (see Section
12.7.1,Generating a new keypair), here’s a quick summary of the steps involved.

To generate a keypair, open an Xterm (or, terminal) window and, at the prompt, type

gpg --gen-key

You’ll be asked to select from a number of options, such as the kind of key you want
to create and the size of the key. Default options will also be available, which you
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can choose by simply pressing the[Enter] key. Unless you have a reason for choosing
otherwise, you’ll be fine selecting the default choices.

Enter a user ID, with your name, e-mail address and an optional comment. Then,
enter apassphrasewhich, like your account passwords, must be unique and secure
enough to insure that no one will be able to guess it. A passphrase can be either a
single word or a phrase you’ll type at the prompt which identifies you as the owner of
the keypair. Of course, whatever you choose, make certain that you can remember it!

A soft spot

Public key cryptography is strong, but not bulletproof. One
of the weakest aspects of this technology is the vulnerability
of passphrases or passwords. Picking a passphrase such as
your birthdate or your significant other’s address is not a
good idea. Try to pick something out of the ordinary, with a
mix of letters and numbers. For your passphrase, you should
be as cautious as you would be with your login password.

After your public and private keys are created, they’ll be placed in the.gnupg direc-
tory. To list your keys, typegpg --list-keys . You’ll see your new key, similar
to the following:

[newuser@localhost newuser]$ gpg --list-keys
/home/newuser/.gnupg/pubring.gpg
-----------------------------------------
pub 1024D/B7085C8A 2000-04-18 Your Name <you@yourisp.net>
sub 1024g/E12AF9C4 2000-04-18

13.1.2 Generating a Revocation Certificate
Once you have created your keypair, you should create arevocation certificate for
your public key. If you should forget your passphrase, or if it’s been discovered, you
can publish this certificate to inform users that this public key should not be used.
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Why "revoke" a key you just created?

When you generate a revocation certificate, you’re not re-
voking the key you just created. Instead, you’re giving your-
self a safe way to revoke your key from public use. Let’s say
you create a key, then you forget your passphrase, switch
ISPs (addresses), or suffer a hard drive crash. Suddenly,
that revocation certificate can be a handy way to disqualify
your public key.

Your signature will be valid to others who read your correspondence before your key
is revoked, and you will be able to decrypt messages received prior to its revocation.
To generate a revocation certificate, use the--gen-revoke option.

[newuser@localhost newuser]$ gpg --output revoke.asc
--gen-revoke <you@yourisp.net>

Note that if you omit the--output revoke.asc option from the above, your
revocation certificate will be returned to the "standard output," which is your monitor
screen. While you can copy and paste the contents of the output into a file of your
choice using a text editor, such asPico, it’s probably easier to send the output to a
file in your login directory. That way, you can keep the certificate handy for use later,
or move it to a floppy disk and store it someplace safe.

The transaction for creating a revocation certificate will look like the following:

[newuser@localhost newuser]$ gpg --output revoke.asc
--gen-revoke <you@yourisp.net>

sec 1024D/823D25A9 2000-04-26 Your Name <you@yourisp.net>

Create a revocation certificate for this key? y

You need a passphrase to unlock the secret key for
user: " Your Name <you@yourisp.net> "
1024-bit DSA key, ID 823D25A9, created 2000-04-26

ASCII armored output forced.



Section 13.1:Introducing GnuPG 277

Revocation certificate created.

Once your revocation certificate has been created (revoke.asc ), it will be located
in your login directory. You should make sure the file is safe, so your best bet is to
copy it to a floppy diskette and store it in a secure place. (If you don’t know how to
copy a file to a diskette in Red Hat Linux, see Section 17.2,Using a Diskette.)

13.1.3 Exporting your Public Key
Before you can use public key cryptography, others must actually have a copy of your
public key. To send your key either to correspondents, or to a keyserver, you must
export the key.

To export your key, so you can display it on a Web page or paste it in e-mail, type the
following:

[newuser@localhost newuser]$ gpg --armor --export
<you@yourisp.net> > mykey.asc
[newuser@localhost newuser]$

You won’t see anything, because not only did you export your public key, you redi-
rected the output to a file called, for example,mykey.asc . (Without the addition
of > mykey.asc , the key would have been displayed as the standard output -- on
the monitor screen.)

Now, the filemykey.asc can be inserted into e-mail or exported to a keyserver. To
see the key, typeless mykey.asc to open the file in a pager (type[Q] to quit the
pager). It should look like the following:

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v1.0.1 (GNU/Linux)
Comment: For info see http://www.gnupg.org

mQGiBDkHP3URBACkWGsYh43pkXU9wj/X1G67K8/DSrl85r7dNtHNfLL/ewil10k2
q8saWJn26QZPsDVqdUJMOdHfJ6kQTAt9NzQbgcVrxLYNfgeBsvkHF/POtnYcZRgL
tZ6syBBWs8JB4xt5V09iJSGAMPUQE8Jpdn2aRXPApdoDw179LM8Rq6r+gwCg5ZZa
pGNlkgFu24WM5wC1zg4QTbMD/3MJCSxfL99Ek5HXcB3yhj+o0LmIrGAVBgoWdrRd
BIGjQQFhV1NSwC8YhN/4nGHWpaTxgEtnb4CI1wI/G3DK9olYMyRJinkGJ6XYfP3b
cCQmqATDF5ugIAmdditnw7deXqn/eavaMxRXJM/RQSgJJyVpbAO2OqKe6L6Inb5H
kjcZA/9obTm499dDMRQ/CNR92fA5pr0zriy/ziLUow+cqI59nt+bEb9nY1mfmUN6
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=BMEc
-----END PGP PUBLIC KEY BLOCK-----

Exporting to a Keyserver

If you’re only writing to a few correspondents, you can export your public key and
send it to them personally. If there are many with whom you correspond, however,
distribution of your key can be time consuming. That’s where keyservers come in
handy.
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Figure 13–1 The Home Page of Keyserver.Net

A keyserver is a repository on the Internet which can store and distribute your public
key to anyone who requests it. There are many keyservers available, and most try
to remain synchronized with each other; sending your key to one keyserver is like
distributing it to them all. All a correspondent has to do, then, is request your public
key from a from a keyserver, import that key to theirkeyring, and they’re all set (a
keyring is a file in which public and secret keys are kept).
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Which keyserver to use?

Because most keyservers try to be synchronized, sending
your public key to one keyserver is usually as good as
sending it to them all. You can, however, locate different
keyservers. One place to begin your search for keyservers
and more information isKeyserver.Net, at http://www.key-
server.net; another location isRobert’s Crypto & PGP
Links: Keyservers, at http://crypto.yashy.com/www/Key-
servers/

You can send your public key from either the shell prompt or from a browser (as in
Figure 13–1,The Home Page of Keyserver.Net); of course, you must be online to send
or receive keys from a keyserver.

• From the shell prompt, type the following:
gpg --keyserver search.keyserver.net --send-key you@yourisp.net

• From your browser, go to Keyserver.Net ( http://www.keyserver.net) and select
the option to add your ownPGP public key.

Your next task is to copy and paste your public key into the appropriate area on
the Web page. Here’s how:

– Open your exported public key file (such asmykey.asc, which was created
in Section 13.1.3,Exporting your Public Key) with a pager -- for example,
less mykey.asc

– Using your mouse, copy the file by highlighting all the lines from theBEGIN
PGPto END PGPnotations (see Figure 13–2,Copying Your Public Key)

– Paste the contents of the filemykey.ascinto the appropriate area of the page on
Keyserver.Net by middle-clicking with your mouse (or left- and right-clicking
if you’re using a two-button mouse). Then select theSubmit button on the
keyserver page. (If you make a mistake, press theReset button on the page to
clear your pasted key.)
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Figure 13–2 Copying Your Public Key

Note that if you are submitting your key to another Web-based keyserver, the above
transaction will be essentially the same.

That’s it. Regardless of whether you use the shell prompt or the Web, you’ll see a
message that your key was successfully submitted -- either in the Xterm window or
at the keyserver’s website. Now, users who want to communicate securely with you
canimport your public key and add it to their keyring.
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13.1.4 Importing a Public Key

The other end of key exchange -- importing others’ public keys to your keyring -- is
just as simple as exporting keys. When you import someone’s public key, you can
decrypt their mail and check their digital signature against their public key on your
keyring.

One of the easiest ways to import a key is to download the key or save it from a website
(as in saving Red Hat’s key, for example, inImporting Keysin Section 12.7.2).

After downloading a key, use the--import command to add it to your keyring.

Another way to save a key is to use a browser’sSave As feature. If you’re using a
browser such asNavigator, and you locate a key at a keyserver, you can save the
page as a text file (go toFile => Save As ). In the drop-down box next toFormat for
saved document , chooseText . Then, you can import it -- as long as you remember the
name of the file you saved. For example, let’s say you just saved a key as a text file,
callednewkey.txt. To import the file, at a shell prompt, type:

[newuser@localhost newuser]$ gpg --import newkey.txt
gpg: key F78FFE84: public key imported
gpg: Total number processed: 1
gpg: imported: 1
[newuser@localhost newuser]$

To check that the process was successful, use the--list-keys command at the
prompt, as ingpg --list-keys ; you should see your newly imported key listed
on your keyring.

13.1.5 What Are Digital Signatures?

Digital signaturesare similar to signatures -- or stamps -- you might place on a doc-
ument such as e-mail.

Unlike traditional correspondence, in which it might be possible to tamper with your
written signature, digital signatures can’t be forged. That’s because the signature is
created with your unique secret key, and can be verified by your recipient using your
public key.
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A digital signaturetimestampsa document; in essence, that means that the time
you signed the document is part of that signature. So if anyone tries to modify the
document, the verification of the signature will fail. Some e-mail applications, such
asExmh or KDE’s KMail, include the ability to sign documents withGnuPG within
the application’s interface.

Two useful types of digital signatures areclearsigneddocuments anddetached sig-
natures. Both types of signatures incorporate the same security of authenticity, with-
out requiring your recipient to decrypt your entire message.

In a clearsigned message, your signature appears as a text block within the context of
your letter; a detached signature is sent as a separate file with your correspondence
(that is, detached from your message).

13.1.6 Where to find more information
There’s more to encryption technology than can be covered in one slim introduction
to GPG. Here are some resources where you can learn more:

• Websites:

– GnuPG: Go to http://www.gnupg.org for links to the latestGPG releases,
a comprehensive user’s guide, and other cryptography resources.

– An Encryption Tutorial, from Webmonkey: Go to http://hotwired.ly-
cos.com/webmonkey/backend/security/tutorials/tutorial1.html to learn more
about encryption and how to apply encryption techniques.

– The Electronic Frontier Foundation, "Privacy, Security, Crypto, & Surveil-
lance" Archive: http://www.eff.org/pub/Privacy.

• Books:

– The Official PGP User’s Guide, Philip R. Zimmermann; MIT Press, 1995

– PGP: Pretty Good Privacy, Simson Garfinkel; O’Reilly & Associates, 1994

– E-Mail Security: How to Keep Your Electronic Messages Private, Bruce
Schneier; John Wiley & Sons, 1995
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14 Shell Prompt Basics
14.1 Why Use a Shell Prompt?
Graphical environments for Linux have come a long way in the past few years. You
can be as productive as you’d like in the X Window System, without ever having to
open a shell prompt.

So why spend the time learning how to accomplish tasks from the shell prompt? For
one thing, you can work faster. In the time it might take you to open the file manager
in GNOME or KDE, then locate a directory, then create, delete or modify files, you
could have finished your work with several commands from a shell prompt.

In this section, we’ll show you how you can move around (without getting lost), ma-
nipulate files, perform some basic administration tasks and more. All the work can
be performed from within an Xterm window, too, so it won’t be necessary to forsake
the GUI to work faster from the shell prompt.

14.2 Pulling Yourself Up by the Boot
When you’re logged in as root, you might want to take a few minutes to create a fresh
boot disk or copy the boot disk you already have.

There are a number of reasons you should make a boot disk: it can help you recover
from a system failure, it can help you test a new kernel you’ve downloaded and com-
piled and it can help you share your computer with more than one operating system.

You were given the opportunity to make a boot disk when you installed Red Hat
Linux. If you chose not to make a boot disk at installation, here’s your chance to start
from scratch.

Open an Xterm and make sure you’re logged in as root. At the shell prompt, if you
see something like[newuser@localhost newuser]$ , for example, type:

[newuser@localhost newuser]$ su -
Password: yourrootpassword
[root@localhost newuser]#
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A "super" command

The commandsu means substitute users, which lets you
temporarily log in as another user. When you typesu all
by itself and press[Enter], you become root, or "superuser"
while still inside your login shell. Typingsu - makes you
become root with root’s login shell -- that is, it’s as if you
had logged in as root. What’s the difference? There are
some commands which can be performed only if you’ve
logged in as root; so typingsu - allows you to perform
these commands without logging out and logging back in.

Briefly, you’ll find the Linux kernel version; then, you’ll use themkbootdisk com-
mand to make a bootable floppy from the kernel.

Put a standard diskette in the floppy drive.

Naming the floppy drive

In Linux, the floppy drive is referred to as/dev/fd0 .

If you have previously used the diskette, remember: You will lose anything that had
been on that diskette!

At the prompt, type:

uname -r

Your kernel version will be displayed. The kernel is the heart of any Linux system.
Your kernel version will be something similar to:
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2.2. x- yy

(there will be several numbers after2.2 , for example:2.2.14-5.0 ).

Now that you’ve found the kernel version, you can tell themkbootdisk command
which kernel to copy to your floppy. (If you don’t tellmkbootdisk where to copy
the kernel, it will default to copying to the floppy in/dev/fd0 .)

Just type:

mkbootdisk --device /dev/fd0 2.2. x- yy

Then press[Enter].

Clearing things up

If your screen becomes a little crowded with commands
andcommand not found s, you can always start with
a clean slate by typingclear at the prompt.

You’re done.

14.3 A Good "Man" Is Easy to Find
As you investigate your new system, you’re bound to have questions about commands
and system services. One of the easiest ways to find out about how to use many
commands or some applications is through themancommand.

The wordman stands for "manual," a series of online "pages" which can tell you
the purpose of many commands. In a highly condensed format, man pages provide
a summary of a command’s purpose, the options available and the syntax which is
used to issue the command.
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If you count yourself among the "newbies" to Linux, you might not find man pages as
useful as someone who’s more accustomed to their terse delivery of information. But
man pages can help steer you toward the proper way to use commands on your system.
Even at this point, you can gain insight into your system by familiarizing yourself
with the man pages. You’ll certainly want to know how to use them eventually.

There are several ways to view the man pages in a graphical presentation:

• from the GNOME help browser (see Section 2.6,Finding Help)

• from the KDE help browser ( see Section 3.7,Finding Help)

• from an application calledxman at the shell prompt

You can quickly access a man page for a particular page by typing the following at
the shell prompt:

man command

To scroll forward through the document, press[Space]; to scroll back, press[B]. To quit
the document, press[Q].
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Figure 14–1 Reading a Man Page at the Shell Prompt

Of course, like any good help system, the man command has its own man page. At
the prompt, type

man man

to display the manual page (as shown in Figure 14–1,Reading a Man Page at the
Shell Prompt).

If you want to print:

Sometimes, just viewing the man page on the screen isn’t enough; you may want to
have a printed copy in front of you. Although you could send the page to a printer,
because of certain text formatting in the man pages, you could end up with a document
filled with "garbage," symbols which didn’t translate from your screen to the printer.
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Before you print, then, you may have to "strip" the formatting from the page, which
you can do with thecol command. (As you might guess, there’s a man page for
col , also.)

For example, to print a man page for theman, type:

man man | col -b | lpr

In detail, the above command "sends" the output of the manual page entry through
thecol filter, which helps format the output for the printer. Then, the output from
col is sent to the printer. This is calledpiping, and you can learn more about it in
Chapter 15,You Are Here.
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15 You Are Here
Let’s say you want to buy a pair of sneakers at a nearby shopping mall. You may not
be familiar with the mall, but that shouldn’t be a problem.

Why not? Because of the maps, which you can usually find near all the major en-
trances to the mall.

The same can be said for your Red Hat Linux system: Navigation’s easy once you
know where you’re going.

Make sure you’re in your user account

Remember that unless you like to live on the wild -- and
dangerous -- side, using a root account for all your activities
is toying with disaster. If you didn’t create your user account
at the time of your Red Hat Linux installation and haven’t
done so now, please do so now. Turn to Section 1.1.1,Create
a User Accountif you require assistance on how to create
your user account.

15.1 Finding Yourself with pwd

Sooner or later (probably sooner), when you start looking through directories, you’re
bound to ask, "Where the heck am I?" And you won’t be speaking philosophically.

DOS can answer that question just by showing you at the prompt like:

C:\GAMES\Game\ID1>

But Bash, the shell for your Linux system shows, by default, just shows your current
directory.
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Figure 15–1 The Command pwd Shows You Where You Are

Try this: open an Xterm window. You’ll see something like:

[newuser@localhost newuser]$

Now type:

pwd

What do you see? Something like

/home/newuser

The commandpwd stands forprint working directory . When you typedpwd, you
were asking your Linux system, "where am I?" Your system responded by "printing"
the directory you’re in to the monitor -- also known as thestandard output.

Seems easy, right? It ought to be; you’ll be usingpwd plenty as you look around.
(Even Linux gurus can depend on this little command.)

15.2 Getting from Here to There: cd

Whenever you want to change to your home directory, all you’ve got to do is type:

cd

Go ahead, try it in an Xterm window.
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If you were already in your home directory, that didn’t do much. If you want to go
somewhere other than your home directory, you’ll need to tell your system where you
want to go.

Whether you’re going to a store in a mall or to visit relatives across the country,
you’ve got to know how to get from one point to another. That is, you’ll need to
know the path to follow.

As with anything in life, the path -- or, pathname -- is basically the set of directions
that takes you from one point to another. In the case of your Linux system (and in
the DOS/Windows world, as well), you state a path to take you from one directory or
file to another.

Let’s try it again. Open an Xterm window. Find yourself first with thepwd command.
When you type your commands, your window will look like:

[newuser@localhost newuser]$ pwd
/home/newuser
[newuser@localhost newuser]$

Now that you see where you are, you can give your system the path to follow.

Well, almost…

Try typing:

cd home

What happened? You know there’s a directory calledhome, and you typed in the
path. So why does it sayno such file or directory ?

It means your path is incomplete.

Try typing:

cd /home

Now you’ve successfully changed directories and moved from your login directory
into the subdirectory calledhome.
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Figure 15–2 Absolute Pathnames State Full Path

The difference, of course, was adding the forward slash.

Let’s take a second to look at the reason adding a slash made all the difference.

When you saw you were in/home/newuser , you were looking at the full path --
or the absolute path from the root directory. You can think of thenewuser directory
as being located two directories "down" from the root, which is the topmost level of
your system.

So when you typed:

cd /home

you were actually saying "go to the root directory, then go to the directory called
home, which is one directory below the root." You specified an absolute path to get
to thehome directory.

Now, if you type:

cd /

you’ll end up with a prompt that looks like:

[newuser@localhost /]$

That single forward slash means you’re at the root. When you’re at the root, you
can’t go any higher on your system (the same is true in DOS/Windows).
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To get back to your login directory from the root directory by using the absolute path,
just type:

cd /home/newuser

You’re home.

Using the absolute path is just one way to move around. Another method of getting
from one point to another is by using the relative path (as in Figure 15–3,Relative
Pathnames are Relative to Current Position).

Let’s go back to theroot directory:

cd /

Now, let’s movebackto your login directory using relative pathnames:

cd home/newuser

Notice that the first/ is missing? That’s because the root directory is theparent of
thehomedirectory, which means that thehomedirectory is one step down from the
root directory. Sincehome is the parent of the directory callednewuser , these two
directories are separated with a/ .

If you’re in your login directory, you can move up one directory, to home, just by
typing:

cd ..

The relative path describes the directory you want tocd to in terms which are relative
to your current directory.
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Figure 15–3 Relative Pathnames are Relative to Current Position

When you typedcd .. , you were saying "go up one directory." The next directory
up, from your login directory, washome.

What are parent directories?

When speaking of directories which hold other directories,
you can refer to them asparent directories. In our case,
home is the parent directory ofnewuser .

Using two dots (.. ) when youcd is the same as stating you want to go to the parent
of your current working directory. Try using a single dot. Type:

cd .

What happened? Not much. That’s because using a single dot (. ) is the same as
specifying your current working directory.

The differences between absolute and relative paths can sometimes be pretty striking.

Getting back to our shopping mall analogy, if you were to give directions by using
an absolute path, you might say something like:

"Get the car keys. Get in the car. Start the car. Pull out of the driveway. Drive to the
corner…"
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…And so on, until you’re finally standing inside your favorite shoe store in the shop-
ping mall.

When you’re using a relative path, you’re saying something like:

"The store’s a couple miles from here, in the shopping mall."

That’s quite an exaggeration, but you get the idea: As long as you know where you
want to go in relation to where you are, you can use relative paths.

Is the path absolute or relative?

A path is absolute if the first character is a/ ; otherwise, it’s
a relative path.

You’re now in thehome directory, the parent of your login directory. Type:
cd ..

and you’ll find yourself at the root directory.

Using relative paths, get yourself back to your login directory by typing:
cd home/newuser

Doesn’t look much different from absolute paths, does it? Notice, though, that there’s
no forward slash in front ofhome. In essence, you were saying, "go one directory
down, tohome, then go tonewuser , in thehome directory."

Get back to your login directory quickly

Whenever you want to quickly jump back to your login di-
rectory just typecd and press[Enter] anywhere in the system.
You’ll end up in your login directory.

That wasn’t much of a demonstration.

Instead, from your login directory, type:
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cd ../../etc/X11

Now, you’re in the directoryX11, which is where you’ll find configuration files and
directories related to the X Window System.

Please Note

You can always typepwd to find out where you are in the
directory tree. And you can get back to your login directory
with thecd command.

Take a look at your lastcd command. What you were really telling your system was,
"go up to the parent directory, then up to that directory’s parent directory (which is the
root directory), then go to theetc directory and from there, to theX11 directory."

Using an absolute path would also get you to theX11 quickly. Type:

cd /etc/X11

and you’re there.

Know where you are

Always make sure you know which working directory
you’re in before you state the relative path to the directory
or file you want to get to. You don’t have to worry about
your position in the filesystem, though, when you state the
absolute path to another directory or file.

Now that you’re starting to get the hang of changing directories, see what happens
when you change to root’s login directory.

cd /root
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Oops… You’re not logged in as root, so you’re "denied permission" to access that
directory.

Denying access to the root and other users’ accounts (orlogin directories) is one way
your Linux system prevents accidental or malicious tampering. You’ll find out more
about file "ownership" and permissions later in this chapter.

Really want to change to the root login? Then you’ve got to use thesu command.
Type this series of commands:

[newuser@localhost newuser]$ su
Password: your root password
[root@localhost newuser]# cd /root
[root@localhost /root]#

As soon as you give the root password, you’ll see the changes in your command
prompt to show your new, superuser status: the root account designation at the front
of the prompt and "#" at the end (as shown in Figure 15–4,Becoming Root).

Figure 15–4 Becoming Root

Now, when youcd to root’s login directory, you’ll be granted access.

When you’re done working as root, just typeexit at the prompt.

[root@localhost /root]# exit
exit
[newuser@localhost newuser]$
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Summary

To change directories using absolute pathnames, typecd
/directory/directory ; to change directories using
relative pathnames, typecd directory to move one
directory below,cd directory/directory to move
two directories below, etc.; to jump from anywhere on the
filesystem to your login directory, typecd ; to change to
the parent of the directory you’re in, typecd .. Use. to
refer to your current directory.

15.3 Looking Around with ls
Now that you know how to move around, it’s time to take a look at what’s in the
directories.

But first, let’s make sure you’ve got something you can look for in your login direc-
tory before we go any further.

You can start by creating an empty file. To do so, you can use a utility calledtouch
at the shell prompt. Try it; type:

touch foo.bar

Now, in your login directory, you’ve got an empty file calledfoo.bar . You’ll see
it in a couple of minutes.

Let’s also create a new directory, using themkdir command.

At the prompt, type:
mkdir tigger

Now, you’ve created a directory calledtigger in your login directory. From root,
your new directory’s absolute pathname would be/home/ yourlogin /tigger ,
and your directory is the parent oftigger . (You can learn more about creating -- and
removing -- files and directories in Chapter 16,Working with Files and Directories.)
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Now, you’re ready to go.

In the DOS world, using thedir command will display the contents of a directory.

The same can be said of Linux -- with some notable exceptions.

In Linux, dir won’t fully display the contents of directories, and doesn’t have the
power or flexibility of the list command --ls .

In your login directory, for example, type:

dir

Now, in the same Xterm window, type:

ls

Looks the same (see Figure 15–5,dir andls Seem Similar). You see, among other
contents, your new file,foo.bar and the new directory,tigger .

Figure 15–5 dir and ls Seem Similar

But here the similarities end. Wheredir shows you the contents of your directory, it
doesn’t actually show you everything. Even using thels command, by itself, won’t
show you all the files in your directory. To see everything, you’ve got to call upon an
option or two.

For example, in the same window that you’d used to type thedir andls commands,
now type:
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ls -a

Quite a difference. When you added the-a option, you were specifying that you
wanted to listall the files in the directory (see Figure 15–6,ls with -a Option).

In fact, a multitude of options are available with thels command.

Read the ls man page

If you want to see all the options of thels command, you
can read the man page by typingman ls at a shell prompt.
If you want to print the man page, typeman ls | col
-b | lpr at the prompt.

Why so many options? Because they can help you sort information according to your
needs. For example, you can specify how files are displayed, see theirpermissions
and much more.
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Figure 15–6 ls with -a Option

When you typedls -a , you probably noticed the files that begin with dots. These
are calledhidden files or, appropriately enough,dot files.

Hidden files are mostly configuration files which set preferences in programs, win-
dow managers, shells and more. The reason they’re "hidden" is to help prevent any
accidental tampering by the user. Besides, when you’re searching for something in
a directory, you’re not often looking for these configuration files, so keeping them
hidden helps to avoid some screen clutter..

Whenever a filename starts with a dot (.), it’s a hidden file, andls won’t list it.

Viewing all the files can give you plenty of detail, but there’s more you can uncover,
simply by adding more than one option.

If we want to see the size of a file or directory, when it was created and more, we can
just add the "long" option (-l ) to our ls -a command.

Try it. Type:
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ls -al

There’s quite a bit more detail now. You can see the file creation date, its size, own-
ership, permissions and more.

You don’t have to be in the directory whose contents you want to view, either.

Let’s see what’s in the/etc directory by typing:

ls -al /etc

Here, you’ll get plenty of information about the contents of the/etc directory.

If you want to add color to your listing, just include the--color option.

ls -al --color /etc

To some, adding--color does more than add a splash of color; it gives a clue about
the types of files in a directory. For example, directories might all be a royal blue,
program files would be green, and so on.

If you like what you see, here’s how you can display the listing in color all the time.
Briefly, we’ll be adding one line to the.bashrc file in our login directory.

The.bashrc file is used by your shell when you login (an example.bashrc file
is shown in Figure 15–7,The.bashrc File).

Now before we go any further...
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Figure 15–7 The .bashrc File

Remember that any changes you make to configuration files can cause you a world
of grief if you’ve made a mistake and you don’t have a backup copy of that file.

To make a backup copy, make sure you’re in your login directory and in an Xterm
window, type:

cd

to get to your login directory. Then copy the.bashrc file, keeping it in the same
directory, but with a name like.bashrc2 .

cp .bashrc .bashrc2

When you type the above command, what you’re saying is, "make a copy of the
.bashrc file and name that copy.bashrc2 ."
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Now, you have a backup copy of the unmodified.bashrc file in your login direc-
tory. If you make a mistake or have trouble, you can replace your.bashrc file by
typing:

cp .bashrc2 .bashrc

at the shell prompt.

If you need to type this command, you’ll be saying, "make a copy of the file
.bashrc2 and name that copy.bashrc ." The copy command here will overwrite
the original .bashrc file -- and you’ll still keep a copy of the original (and
untouched).bashrc file with the name of.bashrc2 .

Now that we’re prepared, we’ll open.bashrc with Pico, a simpletext editor.
(A text editor is a utility program that can create or modify files.) From an Xterm
window, type:

pico .bashrc

You should see something like this:

# .bashrc

# User specific aliases and functions

# Source global definitions
if [ -f /etc/bashrc ]; then

. /etc/bashrc

fi

It’s a pretty short file. Those hash marks(#) arecomments. Any text after them is
ignored by the shell; they are put there to help guide anyone who’s editing or modi-
fying files.

Move your cursor under the line#User specific aliases and func-
tions and type:

alias ls="ls -al --color"
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So the full file ought to look something like this:

# .bashrc

# User specific aliases and functions

alias ls="ls -al --color"

# Source global definitions
if [ -f /etc/bashrc ]; then

. /etc/bashrc

fi

See Figure 15–8,Adding an Alias forls to .bashrc for an example in Pico.

Figure 15–8 Adding an Alias for ls to .bashrc

Double-check for any typos. Then, when you’re satisfied with the changes, exit by
pressing the[Ctrl] and[X] keys. You’ll see, at the bottom of your editor screen, a mes-
sage reading:
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Save modified buffer (ANSWERING "No" WILL DESTROY CHANGES)?

Press[Y] for "yes." Now, another message will appear at the bottom:

File Name to write: .bashrc

Simply pressing[Enter] will save your changes to your.bashrc file.

You won’t be able to see your changes take effect until you close your Xterm window
and open a new Xterm. Once you do that, you’ll see your modifications take effect.

Here’s a short list of some popular options withls . Remember, you can view the
full list by reading thels man page (man ls ).

• -a -- all. Lists all the files in the directory, including the hidden files (.file-
name). The.. and. at the top of your list refer to the parent directory and the
current directory, respectively.

• -l -- long. Lists details about contents, including permissions (modes), owner,
group, size, creation date, whether the file is linked to somewhere else on the
system and where its link points.

• -F -- file type. Adds a symbol to the end of each listing. These symbols include
/ to indicate a directory;@to indicate a symbolic link to another file;* to indicate
an executable file.

• -r -- reverse. Lists the contents of the directory from back to front.

• -R -- recursive. This recursive option lists the contents of all directories (below
the current directory) recursively.

• -S -- size. Sorts files by their size.

A little later in this chapter, when we introduce you topipes and I/O redirection ,
you’ll discover that there are other ways to view the contents of a directory.
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Summary

To see the contents of a directory, typels at a shell prompt;
typing ls -a will display all the contents of a directory;
typing ls -a --color will display all the contents cat-
egorized by color.

15.4 A Larger Picture of the Filesystem
Every operating system has a method of storing its files and directories so that it can
keep track of additions, modifications and other changes.

In Linux, every file is stored on the system with a unique name, in directories which
can also hold other files and directories -- or, subdirectories.

You might think of the system as a tree-like structure, in which directories "branch
off." Those directories may contain -- or be the "parent" of -- other directories which
may hold files or directories of their own.

There wouldn’t be a tree without a root, and the same is true for the Linux filesystem.
No matter how far away the branches, everything is connected to the root, which is
represented as a single forward slash (/).

It might seem confusing to have several references to "root" - the root account, the
root account’s login directory and the root directory (/ ), but think of it this way: The
root login, who is the system administrator, is just as important to keeping things
together in the system as the system’s root (/).
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What is the FHS?

Even though there are other Linux distributions, your Red
Hat Linux system is likely to be compatible with them. The
reason is because of theFilesystem Hierarchy Standard
(also known as FHS). These guidelines help to standardize
the way system programs and files are stored on all Linux
systems.

To read more about the FHS, turn to the chapter on system
administration in theRed Hat Linux Reference Guide, on
the Documentation CD. You can also visit the FHS website:
http://www.pathname.com/fhs.

As long as you’re logged into our user account -- which will help prevent disastrous
mistakes -- why not take a look around.

The first stop on this tour ought to be the root directory, which will give a larger
picture of where things are.

At the shell prompt, then, let’s type:

cd /

We’ll see a prompt which looks like:

[newuser@localhost /]$

Now, take a look at which directories "branch off" root by typing:

ls

Doesn’t look like much, does it? Well, it’s a little like viewing the tip of an iceberg.
These are the parent directories of other directories, in which there may be other
directories… and so on.
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Figure 15–9 A View of the Directories from Root

Here are just a few of the directories we’re likely to find:
etc lib sbin
usr var

There are more, but let’s take a look in the/etc directory.
[newuser@localhost /]$ cd etc
[newuser@localhost /etc]$ ls

Here, among other types of files and directories, we’ll findconfiguration files, which
are files that help make programs work for our system, store our program and system
settings and more.

Among the directories in here, you’ll see/etc/X11 , which also contains directories
and configuration files for the X Window System.

In the directory/etc/skel , you’ll find skeletonuser files, which are used to pop-
ulate newly created user accounts with standard, commonly used files.

That sounds a little Gothic, perhaps, but here’s what it means. When we were logged
in as root, one of the first tasks we undertook was to create a user account.

When that user account was created, files were taken from/etc/skel and placed
into the new account. These files helped to "flesh out" the account (skeleton… flesh…
get it?).
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Let’s look around a little in/usr . From our current location in/etc/skel , we
can type:

[newuser@localhost /skel]$ cd /usr
[newuser@localhost /usr]$ ls

In /usr , we’re going to find a number of directories which hold some of our system’s
most important programs and files (see Figure 15–10,Typingls in /usr ).

Figure 15–10 Typing ls in /usr

In /usr/share/man we’ll find the system manual pages; other documentation
which isn’t covered by man pages will be found in/usr/share/doc and in
/usr/share/info .

In /usr/X11R6 , we’ll find files related to the X Window System, including con-
figuration and documentation files.

Although we may think of something more literary when we hear the word "libraries,"
in /usr/lib we’ll find files which are consideredlibraries for our system. In this
context, libraries are files containing commonly used snippets of code which can be
shared by many programs.

Red Hat Linux uses theRPM (theRPM PackageManager) technology of software
installation and upgrades. UsingRPM, either from the shell prompt or through
Gnome-RPM, is both a safe and convenient way to upgrade or install software.
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(For more on usingGnome-RPM, see Chapter 12,Using Gnome-RPM and RPM, or
turn to its chapter in the Red Hat Linux Reference Guide.)

However, once you become more comfortable with your system, there may be times
when you’ll want to install software that may not be available in RPM format. To
minimize collisions with RPM-managed files, the best place to put such software is
in /usr/local .

15.5 "Washing" the Window
After even onels command in an Xterm window, things might start feeling a little
crowded. We can always exit from the terminal window and open a new one, but
here’s a quicker way to wipe the slate clean.

Just type:

clear

at the shell prompt. Theclear command does just as advertised: it clears the ter-
minal screen.

Sometimes, you may accidentally open a program file or some other non-text file in
a terminal window. Once you close the file, you could find that the text you’re typing
doesn’t match with the output on the monitor.

In such cases, you simply have to type:

reset

to return the window to its default values.

Summary

To clear clutter in a console or Xterm window typeclear ;
to return an Xterm window to its default display properties,
type reset .
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15.6 Using cat

There’s a handy utility which can help you keep short lists, gather those lists together
and, at the same time, show you a little of the power behind your Red Hat Linux
system.

The utility is calledcat , short for "concatenate," which means that it strings files
together.

But cat can also perform a quick demonstration of two important terms:standard
input andstandard output.

Standard input and standard output direct input and output (often referred to asI/O )
to the user. If a program reads from standard input, it will, by default be reading from
the keyboard. If a program writes to standard output, by default it will be writing to
the screen.

Startcat to see what this means. At the shell prompt, type:

cat

The cursor moves to a blank line. Now, in that blank line, let’s type:

stop by sneaker store

and press the[Enter] key. Your screen will look like:

[newuser@localhost newuser]$ cat
stop by sneaker store
stop by sneaker store
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Figure 15–11 cat Demonstrates Standard Input and Standard Output

To quit cat now, just move the cursor to a blank line by pressing[Enter] then press
the [Ctrl] and[D] keys at the same time.

So it’s not too exciting. Butcat has just demonstrated the definition of standard
input and standard output. Your input was read from the keyboard (standard input),
and that input was then directed to your terminal (standard output).

Summary

Standard input is often text which is entered from the key-
board. Standard output is the place where information is
sent, such as your terminal (as shown in Figure 15–11,cat
Demonstrates Standard Input and Standard Output).
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15.7 Using Redirection
Now that we have a handle on what standard input and standard output are, it’s time
to expand a little.

Redirection means causing the shell to change what it considers standard input or
where the standard output is going.

We usedcat before to demonstrate the idea behind standard input and standard out-
put. Now, let’s usecat to see how standard output can be redirected.

To redirect standard output, we’ll use the > symbol. Placing > after thecat command
(or after any utility or application that writes to standard output) will direct its output
to the filename following the symbol.

Let’s try it. In an Xterm window type:

[newuser@localhost newuser]$ cat > sneakers.txt
buy some sneakers
then go to the coffee shop
then buy some coffee
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Figure 15–12 Redirecting Output to a File

Now press[Enter] to go to an empty line, and use the[Ctrl]-[D] keys to quitcat .

Notice the difference (see Figure 15–12,Redirecting Output to a File)? For one thing,
there are no double entries. That’s because the standard output from cat was redi-
rected. That redirection was to a brand new file you made calledsneakers.txt .

You can find the file in your login directory (may we suggest usingls if you want
to see it listed?).

You can even usecat to read the file, by typing:

cat sneakers.txt

at the prompt.
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CAUTION

Be careful when you redirect the output to a file, because
you can easily overwrite an existing file! Make sure the
name of the file you’re creating doesn’t match the name of
a pre-existing file, unless you want to replace it.

Let’s use output redirection for another file and call ithome.txt .

[newuser@localhost newuser]$ cat > home.txt
bring the coffee home
take off shoes
put on sneakers
make some coffee
relax!

Now, on an empty line, use the[Ctrl]-[D] keys again to quitcat .

We can check the file again by typing:

cat home.txt

at the prompt.

Let’s usecat again to joinhome.txt with sneakers.txt and redirect the out-
put of both files to a brand new file we’ll callsaturday (you’ll find an example in
Figure 15–13,Joining Files and Redirecting Output).

[newuser@localhost newuser]$ cat sneakers.txt home.txt > saturday

That’s it.
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Figure 15–13 Joining Files and Redirecting Output

Now it’s time to check our handiwork. Type:

[newuser@localhost newuser]$ cat saturday

and you should see something like this:

[newuser @localhost newuser]$ cat saturday
buy some sneakers
then go to the coffee shop
then buy some coffee
bring the coffee home
take off shoes
put on sneakers
make some coffee
relax!
[newuser @localhost newuser]$

You can see thatcat has addedhome.txt wheresneakers.txt left off.
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Combining files with cat

Creating and combining short files withcat can be a con-
venient alternative to using a text editor likePico.

Summary

By using the output redirection symbol (>) you can send the
output to a file instead of the terminal. Thecat utility can
be used along with output redirection to join files together
into a single, unified file with one filename.

15.8 Appending Standard Output
There’s a neat twist to output redirection which allows you to add new information
to the end of an existing file. Similar to when you used the > symbol, you tell your
shell to send the information somewhere other than standard output.

However, when you use >>, you’readdinginformation, rather than replacing it.

The best explanation is a demonstration, so let’s take two files which have already
been created --sneakers.txt andhome.txt -- and join them by using the ap-
pend output symbol. We want to add the information inhome.txt to the informa-
tion already insneakers.txt , so we type:

cat home.txt >> sneakers.txt

Now let’s check the file by typing:

cat sneakers.txt

And there it is -- with the contents ofhome.txt at the end.

What we were saying when we typed that command was, "append the output from
the file home.txt to the filesneakers.txt ."
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By appending the output, we’ve saved ourselves a step or two (and a bit of disk clutter)
by using existing files, rather than creating a new file.

Compare the results of the filessneakers.txt andsaturday now, and you’ll
see that they’re identical. To make your comparison, just type:

cat sneakers.txt; cat saturday

The contents of both files will be displayed - firstsneakers.txt , thensaturday
(as shown in Figure 15–14,Stringing Commands and Comparing Files).

CAUTION

Remember that when you append output, you’ve got to in-
clude two greater-than symbols (>>). Otherwise, you’ll end
up replacing the very file to which you want to append in-
formation!
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Figure 15–14 Stringing Commands and Comparing Files

(By the way, if you’re curious about the use of the semi-colon in that last command,
read on. We’ll cover that later in this chapter.)

Summary

To append output, use two greater-than symbols (>>). For
example:cat addthisfile >> tothisfile .

15.9 Redirecting Standard Input

Not only can you redirect standard output, you can perform the same type of redirec-
tion with standard input.

Here’s how it works:
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When you use the redirect standard input symbol <, you’re telling the shell that you
want a file to be read as input for a command.

We can use a file we’ve already created to demonstrate this idea. Just type:

cat < sneakers.txt

Because we used the less-than symbol (<) to separate thecat command from the
file, the output ofsneakers.txt was read bycat .

15.10 Pipes
No, we’re not talking about plumbing here. In Linux,pipes connect the standard
output of one command to the standard input of another command.

Let’s take a step back, to thels command. There are plenty of options available
with ls , but what if the contents of a directory stream by too quickly for you to view
them?

Let’s view the contents of the/etc directory.

ls -al /etc

How do we take a closer look at the output before it races off the screen?

One answer is to pipe the output to a utility calledless . Known as apager, less ,
(like more ) allows us to view information one page (or screen) at a time.

We use the vertical bar (| ) to pipe the commands (as shown in Figure 15–15,Piping
Output ofls to less ).

ls -al /etc | less

Now we can view the contents one screen at a time. To move forward a screen, just
press[Space]; to move back a screen, press[B]; to quit, just press[Q].



326 Chapter 15:You Are Here

How to read your startup messages

Want to read those startup messages more closely? At a
shell prompt, typedmesg | less . You’ll be able to read
the file one screen at a time. To move forward, press the
[Space]; to quit, press[Q].

Figure 15–15 Piping Output of ls to less

Actually, we’ve already been using pipes, before we even discussed what they were.

In previous references to man pages, we used the following to print man page entries:

man ls | col -b | lpr

Here, we’re sending the output ofman ls to a filter calledcol with an option of
-b to help format the text for the printer, then we sent the output of that to the printer
using thelpr command.

Summary

Piping allows you to send the output of one command as the
input of another command. For example:ls -al /etc
| more pipes the output of thels command to themore
utility for easy viewing.
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15.11 Stringing Commands Together
Linux allows you to enter multiple commands at one time. The only requirement is
that you separate the commands with a semicolon (you can see an example in Figure
15–14,Stringing Commands and Comparing Files).

Want to see how long you’ve been online using Netscape? Just combine the date
command withNetscape’s command.

date; netscape; date

Remember that commands are case sensitive, so the command to start Netscape must
be in lower-case to start the browser.

In the Xterm window, we’ll see something like this:

[newuser@localhost newuser]$ date; netscape; date
Mon Feb 7 13:26:27 EST 2000

We’ll see the second date entry when we close out of Netscape. Then, our screen will
look like this:

[newuser@localhost newuser]$ date; netscape; date
Mon Feb 7 13:26:27 EST 2000
Mon Feb 7 14:28:32 EST 2000
[newuser@localhost newuser]$

And the prompt will return. The discrepancy between the two results from thedate
command shows that we were using Netscape for just over an hour.

15.12 Ownership and Permissions
Earlier in this chapter, when we tried tocd to root’s login directory, we received the
following friendly message:

[newuser@localhost newuser]$ cd /root
bash: /root: Permission denied
[newuser@localhost newuser]$
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That was one demonstration of Linux’s security features. Linux, like UNIX, is a
multi-user system, and file permissions are one way the system uses to protect against
any type of tampering -- malicious or accidental.

One way to gain entry when we see we’re denied permission is tosu to root, as
we learned earlier. That’s because whoever knows the root password has complete
access.

[newuser@localhost newuser]$ su
Password: your root password
[root@localhost newuser]# cd /root
[root@localhost /root]#

But switching to superuser isn’t always convenient -- or smart, since it’s so easy to
mistakenly mess up important configuration files.

All files and directories are "owned" by the person who created them. We created the
file sneakers.txt in our login directory, sosneakers.txt "belongs" to us.

That means, we can specify who’s allowed to read the file, write to the file or, if it’s
an application instead of a text file, who can execute the file.

Reading, writing and executing are the three main settings in permissions.

Since every user on the system is placed into agroup when that user is created, then
we can also specify whether certain groups can read, write to, or execute our file.

Let’s take a closer look atsneakers.txt with the ls command using the-l
(long) option (see Figure 15–16,Permissions forsneakers.txt ).

[newuser@localhost newuser]$ ls -l sneakers.txt
-rw-rw-r-- 1 newuser newuser 150 Mar 19 08:08 sneakers.txt

There’s quite a bit of detail here. We can see who can read (r) and write to (w) the
file, as well as who created the file (newuser) and to which group the owner belongs
(newuser).
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Your default group

Remember that, by default, your group was the login name
you chose.

Figure 15–16 Permissions for sneakers.txt

Other information to the right of the group includes the file name, date and time of
its creation as well as size.

How do all those dashes and letters fit together? It’s not as hard to read as it might
seem. Let’s take a look:

-rw-rw-r--

There are 10 slots in this column. The first slot represents the type of file. The re-
maining nine slots are actually three sets of permissions for three different categories
of users.
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Those three sets are: the owner of the file, the group in which the file belongs and
"others," meaning users and groups other than the owner of the file (newuser) and
those in newuser’s group (which is also newuser).

Let’s stretch out these file settings a bit:

- (rw-) (rw-) (r--) 1 newuser newuser
| | | |

type owner group others

The first item, which specifies the file type, can show one of the following:

• d -- a directory

• - -- a regular file (rather than directory or link)

• l -- a symbolic link to another program or file elsewhere on the system

Beyond the first item, in the following three sets, we’ll see one of the following:

• r -- file can be read

• w -- file can be written to

• x -- file can be executed (if it’s a program)

When we see a dash in owner, group or others, it means that particular permission
hasn’t been granted.

Let’s look again at first column ofsneakers.txt and identify its permissions.
(See Figure 15–17,A Closer View of Permissions)

[newuser@localhost newuser]$ ls -l sneakers.txt
-rw-rw-r-- 1 newuser newuser 150 Mar 19 08:08 sneakers.txt
[newuser@localhost newuser]$

Figure 15–17 A Closer View of Permissions
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The file’s owner, newuser, has permission to read and write to the file; it’s not a
program, so newuser doesn’t have permission to execute it. The group, newuser, has
permission to read and write tosneakers.txt , as well. Similar to the program
notation for ownernewuser , there’s no execute permission for group newuser.

In the last set, we can see that those who aren’t either the user newuser or in the group
callednewuser can read the file, but can’t write to it or execute it.

We can use thechmod command to change a file’s permissions.

Let’s work a bit more onsneakers.txt to change the permissions with the
chmod command.

The original file looks like this, with its initial permissions settings:

-rw-rw-r-- 1 newuser newuser 150 Mar 19 08:08 sneakers.txt

As long as we’re the owner of the file -- or we’re logged into the root account --
we can change permissions in any combination of settings for the owner, group and
others.

Right now, the owner (that’s us) and our group (which is newuser) can read and write
to the file.

Anyone outside of our group can only read the file (r-- ).

CAUTION

Remember that file permissions are a security feature.
Whenever you allow everyone to read, write to and execute
files, you may be increasing your risk of tampering. As a
rule, then, you should shy away from allowing everyone to
read and write to a file.

In this case, however, let’s say that we want to allow everyone to write to the file, so
they can read it, write notes in it and save it. That means we’ll have to change the
change the "others" section of the file permissions.
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Since we’re the owner of the file, we don’t have tosu to root to do it. Let’s take a
look at the file first. At the shell prompt, type:

ls -l sneakers.txt

which gives us this file information:

-rw-rw-r-- 1 newuser newuser 150 Mar 19 08:08 sneakers.txt

Now, type the following:

chmod o+w sneakers.txt

To check our results, we can list the file’s details again. Now, the file looks like this:

-rw-rw-rw- 1 newuser newuser 150 Mar 19 08:08 sneakers.txt

There’s our result: Now, everyone can read and write to the file (Figure 15–18,
Changing Permissions forsneakers.txt ).

Figure 15–18 Changing Permissions for sneakers.txt

When we typedo+w, we were saying, "for others, add write permission to the file
sneakers.txt ."
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If we want to remove read and write permissions fromsneakers.txt (even
though it’s only a sketchy shopping list), we could use thechmod command to take
away both the read and write permissions like so:

chmod go-rw sneakers.txt

and the result will look like this:
-rw------- 1 newuser newuser 150 Mar 19 08:08 sneakers.txt

By typing go-rw , then, we were saying "for the group and others, remove read and
write permission to the filesneakers.txt ."

You might think of these settings as a kind of shorthand when you want to change
permissions withchmod, because all you really have to do is remember a few sym-
bols and letters with thechmod command.

Here a list of what the shorthand represents:

15.12 Identities
u -- the user who owns the file (that is, the owner)

g -- the group to which the user belongs

o -- others (not the owner or the owner’s group)

a -- everyone (u, g, ando)

15.12 Permissions
r -- read access

w -- write access

x -- execute access

15.12 Actions
+ -- adds the permission

- -- removes the permission

= -- makes it the only permission
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Want to test it out? Let’s remove all permission fromsneakers.txt -- for every-
one.

chmod a-rw sneakers.txt

Now, let’s see if we can read the file:

[newuser@localhost newuser]$ cat sneakers.txt
cat: sneakers.txt: Permission denied
[newuser@localhost newuser]$

Guess it worked; even we can’t get into the file. But since the file belongs to us, we
can always change its permissions to allow us read and write access. (See Figure
15–19,Removing and Restoring Permissions)

[newuser@localhost newuser]$ chmod u+rw sneakers.txt
[newuser@localhost newuser]$ cat sneakers.txt
buy some sneakers
then go to the coffee shop
then buy some coffee
bring the coffee home
take off shoes
put on sneakers
make some coffee
relax!
[newuser@localhost newuser]$



Section 15.12:Actions 335

Figure 15–19 Removing and Restoring Permissions

Here are some common examples of settings that can be used withchmod:

• g+w -- adds write access for the group

• o-rwx -- removes all permissions for others

• u+x -- allows the file owner to execute the file

• a+rw -- allows everyone to read and write to the file

• ug+r -- allows the owner and group to read the file

• g=rx -- lets the group only read and execute (not write)

By adding the-R option, we can change permissions for entire directory trees.

There’s a slight twist, however, because we can’t really "execute" a directory as we
would an application. Instead, when we add or remove execute permission for a direc-
tory, we’re really allowing (or denying) permission to search through that directory.
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To allow everyone read and write access to thetigger directory in our login direc-
tory, we just type:

chmod -R a+rw tigger

But… if we don’t allow others to have execute permission totigger , it doesn’t
matter who has read or write access, because no one will be able to get into the di-
rectory -- unless they know the exact filename they want.

For example, let’s type:

chmod a-x tigger

to remove execute access to all.

Here’s what happens now when we try tocd to into tigger :

[newuser@localhost newuser]$ cd tigger
bash: tigger: Permission denied
[newuser@localhost newuser]$

Let’s restore ours and our group’s access.

chmod ug+x tigger

Now, if we check our work withls -dl we’ll see that only others will be denied
access to tigger.

15.13 Fun with Numbers and chmod
Remember when we made a reference to the "shorthand" method of chmod? Here’s
another way to change permissions; it may seem a little complex at first -- especially
if math isn’t your strong suit.

Let’s go back to the original permissions forsneakers.txt .

-rw-rw-r-- 1 newuser newuser 150 Mar 19 08:08 sneakers.txt

Each permission setting can be represented by a numerical value:
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• r = 4

• w = 2

• x = 1

• - = 0

When these values are added together, the total is used to set specific permissions -
more specific than changing permissions with the alphabetical "shorthand."

In sneakers.txt , then, here are the numerical permissions settings:

- (rw-) (rw-) (r--)
| | |

4+2+0 4+2+0 4+0+0

The total for the user is six, the total for the group is six and the total for others is
four. The permissions setting, then, is read as664 .

If we want to changesneakers.txt so those in our group didn’t have write ac-
cess, but could still read the file (as shown in Figure 15–20,Removing Group Write
Permissions), we’ll have to remove the access by subtracting 2 from that set of num-
bers.

The numerical values, then, would become six, four and four -- or 644.

So we can type:

chmod 644 sneakers.txt

Let’s check our changes by listing the file (ls -l sneakers.txt ):

-rw-r--r-- 1 newuser newuser 150 Mar 19 08:08 sneakers.txt
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Figure 15–20 Removing Group Write Permissions

And there it is; now, neither the group nor others have write permission tosneak-
ers.txt . To return the group’s write access for the file, we can just add the value
of w (2) to the second set of permissions.

chmod 664 sneakers.txt

WARNING

Biblical implications aside, setting permissions to 666 or
777 will allow everyone to read and write to a file or di-
rectory. Such settings as these could allow tampering
with sensitive files, so in general, it’s not a good idea to
allow these settings.

Here’s a list of some common settings, numerical values and their meanings:

• -rw------- (600) -- Only the user has read and write permissions.
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• -rw-r--r-- (644) -- Only user has read and write permissions; the group and
others can read only.

• -rwx------ (700) -- Only the user has read, write and execute permissions.

• -rwxr-xr-x (755) -- The user has read, write and execute permissions; the
group and others can only read and execute.

• -rwx--x--x (711) -- The user has read, write and execute permissions; the
group and others can only execute.

• -rw-rw-rw- (666) -- Everyone can read and write to the file. Bad idea.

• -rwxrwxrwx (777) -- Everyone can read, write and execute. Another bad idea.

Here are a couple common settings for directories:

• drwx------ (700) -- Only the user can read, write in this directory.

• drwxr-xr-x (755) -- Everyone can read the directory, but its contents can only
be changed by the user.

Summary

You can change permissions with thechmod command by
using letters or numbers. Typechmod permissions
file to change permissions of a file or directory.

You’ve already come quite a distance in learning about your Red Hat Linux system --
from navigation to setting and changing permissions. Now, it’s time to learn a little
more about managing what you have on your system.
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16 Working with Files and Directories
If you’re a Linux newbie -- and there are many -- you may feel a little disoriented
when you want to accomplish your first tasks.

Relax. If you’ve had any experience with other operating systems, learning Linux is
a bit like learning to drive in a new country: Many of the ideas are the same, but some
of the particulars are a bit different.

We’ll go over several of these "rules of the road" in this chapter.

But there’s one component of your new operating system you just can’t do without:
the shell. We’ve made numerous references to the shell -- as in "shell prompt," or
"bash."

Now, it’s time to learn a little more about this indispensable tool. But first, some
background information…

16.1 Shell Collecting
In the olden days (we’re talking ’60s here), when AT&T’s Dennis Ritchie and Ken
Thompson were designing UNIX™, they wanted to create a way that humans could
interact with their new system.

Operating systems at the time did come withcommand interpreters, which could
take commands from the user and interpret them so the machine could use them.

But Ritchie and Thompson wanted something more, something which could offer
better features than the command interpreters of the day.

Enter theBourne shell(known simply assh), created by S.R. Bourne, which fulfilled
the goals of UNIX’s creators.

Since the creation of the Bourne shell, other shells have been developed, such as the
C shell (csh) and theKorn shell (ksh).

When the Free Software Foundation sought a royalty-free shell, developers began to
work on the language behind the Bourne shell as well as some of the popular features
from other shells available at the time.
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The result was theBourne Again Shell-- or bash.

By now, of course, you’ve probably seen the wordbash when you’ve mistyped
commands at the shell prompt (as inbash: somecommand: command not
found ).

In Chapter 15,You Are Here, when we talked about redirection and piping, we were
also demonstrating the power ofbash.

More about bash
You can learn more aboutbash by reading thebash man
page. At the shell prompt, typeman bash (or you can save
the file as a text file by typingman bash | col -b >
bash.txt , which you can then open to read with an edi-
tor like pico or a pager likeless . You can also print the
file with man bash | col -b | lpr , but be warned:
it’s a large file. If you want more information, O’Reilly &
Associates publishesLearning the bash Shell, by Cameron
Newham and Bill Rosenblatt.

Although your system came with several different shells,bash is the default shell for
Red Hat Linux.

You might think ofbash as a fleet-footed office assistant who has made a habit of
keeping notes on ways to fulfill commands quickly. This assistant also keeps "point-
ers" on how you like to customize the way you work.

These pointersbash keeps are referred to asenvironment variables.

The shell uses an "environment" in the same way we use an environment, like a
kitchen. We work in our kitchen, arrange pots, pans, and spices. We know where
the dishes are, how things operate.

The same can be said forbash and its environment. There’s a basic arrangement to
bash as there would be to just about any kitchen. For example, we’d expect to see
pots in a kitchen in the same way that we would expect to see certain commands in
bash.
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That’s the idea behind environment variables.

As long as your assistant has the right pointers, he’ll fulfill your commands quickly.

Let’s take a look at our environment variables. At the shell prompt, type:

env

Quite a few "shortcuts"bash uses, aren’t there?

Each one of these helpsbash customize the environment for you.

Among the most important environment variables is thePATH environment variable
-- which defines what is known as thedefault path.

ThePATH environment variable for our accountnewuser might look something like
this:

PATH=/usr/local/bin:/usr/X11R6/bin:/usr/bin:/bin:/usr/X11R6/bin:/home/newuser/bin

It looks crowded, but thePATH statement is a great signpost, which points to where
programs can be found.

A standard for the PATH

Remember the earlier reference to the Filesystem Hierarchy
Standard (see Section 15.4,A Larger Picture of the Filesys-
tem)? ThePATH statement is set according to that standard,
and programs are installed in directories in accordance with
the FHS as well. The result is that thePATH statement will
enablebash to automatically find nearly any program, as-
suming it has been installed in accordance with the FHS.

16.2 Locating Files and Directories
There will be times when we know a file or directory exists but we won’t know where
to find it. Searching for a file or directory can be easier with thelocate command.
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With locate , we’ll see every related file or directory which matches our search
criterion. Let’s say we want to search for all files related to thefinger command.

locate finger

Thelocate command uses a database to check for files and directories which match
the stringfinger .

More about locate

To learn more aboutlocate , read thelocate man page
(typeman locate at a shell prompt).

It’s a handy command which works very quickly -- as long as the database is up to
date. That database is automatically updated on a nightly basis, fromcron . What’s
cron ? It’s a small program that runs in the background, performing various tasks --
such as updating thelocate database -- at regularly scheduled intervals.

More about cron

cron is a daemon. Daemons handle tasks in the back-
ground. To read thecron man page, typeman cron at
the shell prompt.

So what happens if we:

• Have more than one operating system on our machine, and switch between them
-- causing us to halt and restart our Red Hat Linux system;

• Shutdown and turn off our machine at the end of the day.

This might mean thatcron rarely has a chance to update theslocatedatabase, which
is used to catalogue locations of files. But we can just update the database manually.
Let’s give it a try.

First,su to root (typesu in at the prompt, then type your rootpassword).
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Now, at the shell prompt, type:

updatedb

After perhaps a few minutes, theslocate database will be current.

16.3 Command History and Tab Completion
It doesn’t take long before the thought of typing the same command over and over
becomes unappealing, at best.

Linux users don’t feel any differently about that, either. In Linux, since you can
string together commands at the shell prompt, one minor typo in a couple lines of a
command could mean that all that typing was in vain.

So there’s a solution: It’s calledcommand-line history. By scrolling with the up and
down arrow keys, we can find plenty of our previously typed commands -- including
the ones with typos.

Let’s try it by taking a look again atsneakers.txt . The first time, however, at
the shell prompt, we’ll type:

cat sneakrs.txt

Nothing happens, of course, because there is nosneakrs.txt file. No problem.
We’ll just use the up-arrow key to bring back the command, then use the left-arrow
key to get to the point where we missed the "e." Insert the letter and press[Enter] again.

Voila! We now see the contents ofsneakers.txt .

By default up to 500 commands can be stored in thebash command-line history file.
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Looking at the environment variable

By typing theenv command at a shell prompt, we can
see the environment variable that controls the size of the
command-line history. The line which reads,HISTFILE-
SIZE=500 shows the number of commands thatbash will
store.

The command-line history is actually kept in a file, called.bash_history in our
login directory. We can read it in a number of ways: by usingpico, cat , less ,
more , and others.

Be prepared, though: the file can be pretty long.

Let’s read it withmore :

more .bash_history

To move forward a screen, press[Space]; to move back a screen, press[B]; to quit,
press[Q].
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Locating a previously used command

Want to find a command in your history file without hav-
ing to keep hitting the arrow keys or page through the his-
tory file? Usegrep , a powerful search utility. Here’s how
you can quickly find a previously used command: Let’s say
you’re searching for the command that was something like
cat sneak -something. You’ve used the command and
think it might be in your history file. At the shell prompt,
then, type

history | grep sneak

In addition to the command you’ve just typed, you’ll
see your sought-after command, as well, becausegrep
searched through your history file for every instance in
which the word "sneak" appeared. You can learn more
aboutgrep later in this chapter, when we discuss tools
which can help you read files.

Another time-saving tool is known ascommand completion. If you type part of a
file, command or pathname then press the[Tab] key,bash will present you with either
the remaining portion of the file/path, or a beep. If you get a beep, just press[Tab]

again to obtain a list of the files/paths that match what’s been typed so far.

For example, if you forget the commandupdatedb , but remember a portion of
the command, you cansu to root, then at the shell prompt, typeup , press the[Tab]

key twice and you’ll see a list of possible completions, includingupdatedb and
uptime . By adding the letter "d" toup and pressing[Tab] again, your command is
completed for you.

So even if the machine is turned off at the end of the day, it’s not too hard to update
theslocate database: The chances are good that the command will be stored in
the command-line history or can be completed with command completion (as long
as you remember the start of the pathname for the command).
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16.4 Identifying and Working with File Types
If you’re new to Linux, it won’t take long before you begin seeing files with exten-
sions that may seem foreign. A file’s extension is the last part of a file’s name, after
the final dot (in the filesneakers.txt , "txt " is that file’s extension).

Here’s a brief listing of extensions and their meanings:

16.4.1 Compressed/Archived Files
• .Z -- a compressed file

• .tar -- an archive file (short fortape archive)

• .gz -- a compressed file (gzipped)

• .tgz -- a tarred and gzipped file

16.4.2 File Formats
• .txt -- a plain ASCII text file

• .html/.htm -- an HTML file

• .ps -- a PostScript file; formatted for printing

• .au -- an audio file

• .wav -- an audio file

• .xpm -- an image file

• .jpg -- a graphical or image file, such as a photo or artwork

• .gif -- a graphical or image file

• .png -- a graphical or image file

16.4.3 System Files
• .rpm -- an RPM Package Manager file

• .conf -- a configuration file

• .a -- an archive file
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• .lock -- a "lock" file; determines whether a program is in use

16.4.4 Programming and Scripting Files
• .h -- a C and C++ program language header file

• .c -- a C program language source code file

• .cpp -- a C++ program language source code file

• .o -- a program object file

• .pl -- a Perl script

• .tcl -- a TCL script

• .so -- a library file

But file extensions are not always used, or used consistently. So what happens when
a file doesn’t have an extension, or the file doesn’t seem to be what the extension says
it’s supposed to be?

That’s when thefile command can come in handy.

In Chapter 15,You Are Here, we created a file calledsaturday -- without an ex-
tension. Using thefile command, we can tell what the file is by typing:

file saturday

and we’ll see it’s a text file. Any file that’s designated a text file should be readable
usingcat , more , or less .

Read the man page

To learn more aboutfile , read thefile man page by
typing man file .

And speaking of reading files…

There are plenty of ways to read files in Linux. In Chapter 15,You Are Here, for
example, we covered the pagersmore and less -- they’re called pagers because
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you can "page" through documents one screen at a time. We also learned how we can
not only view but manipulate files withcat .

But there are even more options when it comes time to take a look at README files,
man pages or documents you’ve created.

You have a number of tools to help you read text files, among them, the text editors
pico, emacs, andvim, the pagersmore andless , and the viewershead , tail ,
cat , andgrep .

Let’s take a look at some of the features in these tools.

The less Command
In Chapter 15,You Are Here, we introduced to the pagerless . Less is the pager
that’s used to display man pages.

Let’s view the man page forless to seeless in action.

man less

To move forward a screen, press[Space]; to move back a screen, press[B], and to quit,
press[Q].

There are other powerful features toless , as well, including the ability to scroll
horizontally and specify the number of lines to scroll.

The more Command
Odd as it may seem,more offers less thanless (actually,less was inspired by
more ).

Let’s take a look at the man page formore , but this time, we’ll open the page using
more -- by pipingman’s output tomore .

man more | more

It may not look too different at first, but there are fewer enhancements tomore than
to less . Probably the most striking difference at first is the lack of a way to go
backwards in a document -- although moving forward by pressing[Space] and quitting
by pressing[Q] are the same.
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The head Command
You can use thehead command if you just want to look at the beginning of a file.
The command is:

head <filename>

Head can be useful, but because it’s limited to the first several lines, you won’t know
how long the file actually is. By default, you can only read the first 10 lines of a file,
although we can specify the number to see more by typing:

head -20 <filename>

Readhead’s man page (man head) for more information. You’ll probably find
that less or more are more helpful, because you can page through the file if you
find that the information you’re looking for is further into the file than you originally
thought.

The tail Command
The reverse ofhead (obviously), istail . With (tail ), you can review the last 10
lines of a file.

The cat Command
The commandcat , short for concatenation, will dump the contents of the entire file
on the screen. Usingcat can be handy if the file is fairly short, such as when we
createdsneakers.txt . But if a file is fairly long, it will easily scroll past you on
the screen, sincecat displays the whole file.

The grep Command
Thegrep command is pretty nifty for finding specific character strings in a file. Let’s
say we want to find every reference we made to "coffee" in the filesneakers.txt ,
which we created in our login directory. We could type:

grep coffee sneakers.txt

and we would see every line in which the word "coffee" could be found.



352 Chapter 16:Working with Files and Directories

Remember case

Unless otherwise specified,grep searches arecase sen-
sitive. That means that searching forCoffeeis different
than searching forcoffee. So amonggrep ’s options is-i ,
which allows you to make a case-insensitive search through
a file. Read thegrep man page for more about this com-
mand.

I/O Redirection and Pipes
And don’t forget about using pipes and output redirection when you want to store
and/or print information to read at a later time.

You can, for example, usegrep to search for particular contents of a file, then have
those results either saved as a file or sent to a printer.

To print the information about references to "coffee" insneakers.txt , for exam-
ple, just type:

grep coffee sneakers.txt | lpr

This command behaves similarly to the commandls -al /etc | more . You
may have used that command in Chapter 15,You Are Hereto list the contents of the
/etc directory then send the results through themore command for viewing on the
screen.

It’s safest to use >>

Remember the distinction of using > and >>: using > will
overwrite a file, while >> appends the information to a file.
Usually, unless you’re certain you want to, it’s safer to use
>>, because you won’t lose potentially valuable information
(though you may have to edit the file if you didn’t want to
append information to it).
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Wildcards and Regular Expressions
What if you forget the name of the file you’re looking for? You can’t say to your
computer, "Find a file called ’sneak’ or ’sneak-something’."

Well, yes you can, in a way. Usingwildcards or regular expressions, you can per-
form actions on a file or files without knowing the complete filename. Just fill out
what you know, then substitute the remainder with a wildcard.

Find out more about wildcards and regular
expressions

To read more about wildcards and regular expressions, take
a look at thebash man page (man bash). Remember that
you can save the file to a text file by typingman bash |
col -b > bash.txt . Then, you can open and read the
file with less or pico (pico bash.txt ). If you want
to print the file, be prepared: It’s quite long.

We know the file’s called "sneak-something.txt," so just type:

ls sneak*.txt

and there’s the name of the file:

sneakers.txt

You’ll probably use the asterisk (* ) most frequently when you’re searching. The
asterisk will search out everything that matches the pattern you’re looking for. So
even by typing:

ls *.txt

or:

ls sn*
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you’d find sneakers.txt -- except that as time goes on, there will be more text
files, and they’ll all show up because they match the pattern you’re searching for.

It helps, then, to narrow your search as much as possible.

One way to narrow that search might be to use the question mark symbol (?). Like
the asterisk, using? can help locate a file matching a search pattern.

In this case, though,? is useful for matching a single character -- so if you were
searching forsneaker?.txt , you’d getsneakers.txt as a result -- and/or
sneakerz.txt , if there were such a filename.

When an asterisk, for example, just happens to be part of a filename, such as might be
the case if the filesneakers.txt was calledsneak*.txt , that’s when regular
expressions can come in handy.

Regular expressions are more complex than the straightforward asterisk or question
mark.

Using the backslash (\ ), you can specify that you don’t want to search outeverything
by using the asterisk, but you’re instead looking for a file with an asterisk in the name.

If the file is calledsneak*.txt , then, type:

sneak\*.txt

Here is a brief list of wildcards and regular expressions:

• * -- Matches all characters

• ? -- Matches one character in a string (such assneaker?.txt )

• \* -- Matches the * character

• \? -- Matches the ? character

• \) -- Matches the ) character

You can also use wildcards for more than searching: they can come in handy when
you want to move and rename files. And regular expressions can help you rename
files with characters like * and ? in them.

For more on that, read on.
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16.5 Copying, Moving and Renaming Files and
Directories
By now, you’ve learned a little about the structure of the filesystem; and you’ve
learned how to create files and directories.

But just because you know how to create files and directories doesn’t mean that you’re
stuck with the changes you’ve made. What if you want to rename and/or move files
and directories?

Let’s start with the copy command.

16.5.1 Copying Files

Like so many Linux features, you have a variety of options from which to choose
when you want to manipulate files and directories. You can also use wildcards when
you’re copying, moving, or deleting files and directories.

Basically, the copy command is not much more complex than typing:

cp <source> <destination>

so to copy the filesneakers.txt to the directorytigger in your login directory,
just type:

cp sneakers.txt tigger

Notice that you also used relative pathnames to copy the file. You can use both relative
and absolute pathnames withcp . Our login directory is the parent of the directory
tigger ; meaning thattigger is one directory down from ours.

Read thecp man page (man cp) for a full list of the options available withcp . But
among the options you can use withcp are:

• -i -- interactive. Prompts you to confirm if the file is going to overwrite a file
in your destination. This is a handy option because it can help prevent you from
making mistakes.
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• -r -- recursive. Rather than just copying all the files and directories, copies the
whole directory tree, subdirectories and all, to another location.

• -v -- verbose. Will show the progress of the files being copied.

Just by usingcp alone, you won’t see much when the command is executed. Using
an option, such as-i , can make the process a little more useful, because if you want
to copy a file to a location that already has a file with the same name, you’ll be asked
first if you really want to overwrite -- meaning replace -- the file that’s already there.

Now that we have the filesneakers.txt in the tigger directory, let’s usecp
-i to copy the file again to the same location.

[newuser@localhost newuser]$ cp -i sneakers.txt tigger
cp: overwrite ’tigger/sneakers.txt’?

To overwrite the file that’s already there, press[Y] and then[Enter]. Don’t want to
overwrite the file? Now is the time to press[N] and[Enter].

16.5.2 Moving Files
To move files, use themvcommand (man mv), which is similar to thecp command,
except that withmv the file is physically moved from one place to another, instead of
being duplicated, as withcp .

Common options available withmv include:

• -i -- interactive. Will prompt you if the file you’ve selected will overwrite an
existing file in the destination directory. This is a good option, because like the
-i option incp , you’ll be given the chance to make sure you want to replace an
existing file.

• -f -- force. Overrides the interactive mode and moves without prompting. Un-
less you know what you’re doing, this option doesn’t play nice; be very careful
about using it until you become more comfortable with your system.

• -v -- verbose. Shows a list of the files being moved.

If you want to move a file out of your home directory and into another directory, you
would type:
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mv sneakers.txt tigger

or,mv sneakers.txt /home/newuser /home/newuser/tigger using
absolute pathnames.

16.5.3 Renaming Files
Actually, we’ve already covered half of renaming, because when you copy or move
files, you can also rename.

To copy the filesneakers.txt from our login directory to ourtigger subdirec-
tory, just type:

cp sneakers.txt tigger

To copy and rename that file fromsneakers.txt to piglet.txt , type:

cp sneakers.txt tigger/piglet.txt

To moveand rename the file, just substitutemv for cp in the above example.

If you cd to tigger and usels , you’ll see the filepiglet.txt .

If you just want to rename the file and keep its location, justmv in your current di-
rectory:

mv sneakers.txt piglet.txt

16.5.4 Deleting Files and Directories
We talked about creating files with thetouch command and by using redirection in
Chapter 15,You Are Here. And we created the directorytigger usingmkdir .

But we haven’t discussed how to delete files and directories.

Deleting files and directories with therm command (man rm) is a straightforward
process.

Let’s take our new filepiglet.txt , and delete it from thetigger directory with
the rm command:
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rm piglet.txt

What happens if we didn’t really want to get rid of it? Too late! Again, that’s where
the-i (interactive) option comes in handy, because it gives a second chance to think
about whether we really want to toss the file.

[newuser@localhost newuser]$ rm -i piglet.txt
rm: remove ’piglet.txt’?

You can also delete files using the wildcard* , but be careful, because you can easily
delete files you didn’t intend to throw away.

To remove a file using a wildcard, you would type:

rm pig*

You can also remove more than one file in one command, as in:

rm piglet.txt sneakers.txt

Options for removing files -- and directories -- include:

• -i -- interactive. Prompts you to confirm the deletion. This is good.

• -f -- force. Overrides interactive mode and removes the file(s) without prompt-
ing. This might not be good, unless you know exactly what you’re doing.

• -v -- verbose. Shows a listing of files as they’re being removed.

• -r -- recursive. When removing directories, will remove all of the files and
the subdirectories of the specified directory. This can also get rid of an empty
directory.

To remove directories withrm, you must specify the-r option.

For example, if you want to recursively remove the directorytigger you would
type:

rm -r tigger
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And if you want to combine options, such as forcing a recursive deletion, you can
type:

rm -rf tigger

CAUTION

Therm is a powerful command, and can delete your entire
system! If you’re root and you type the simple command
rm -rf / you’re sunk -- like a snake eating its tail, the
command will recursively remove everything on your sys-
tem.

A safer alternative to usingrm for removing directories is thermdir command.
With this command, you won’t be allowed to use recursive deletions, so a directory
which has files in it won’t be deleted.

Read thermdir man page by typingman rmdir to find out more about the com-
mand.
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17 Q & A: Quick Answers to Common
Questions
17.1 Your First Login
17.1.1 Q: Logging In the First Time
I just installed Red Hat Linux, but now I see this screen that says "login." What do I
do now?

17.1.2 A: Logging In as Root or User
When you installed Red Hat Linux, you were asked to create aroot passwordand
an account calledroot was created for you. The root account is all-knowing, all-
powerful (at least, as far as your system is concerned).

You were also given the opportunity to create one or moreuser accountsat that time,
for which you could specify a login name and a password.

When you seelogin: , then, type either the name and password of a user account
you’ve already created during the installation, or log in as root by typingroot .

Forget your password?

If you forget your root password, don’t panic. Turn to Sec-
tion 17.11,Unable to Log Infor instructions on how to re-
pair the problem.

In thepassword: field, type in the root password you were asked to create during
the installation of Red Hat Linux, or the password for a user account.

What to do next? Well, if you’re root -- the system administrator -- one of your
first tasks should be to create a user account, if you haven’t already done so. (Every
good system administrator works within their user account, rather than rely on the
root account for day-to-day tasks.) Refer to Section 1.1.1,Create a User Accountfor
instructions on how to create your user account.
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17.2 Using a Diskette
17.2.1 Q: Working with Diskettes
How do I use a diskette with Red Hat Linux?

17.2.2 A. Using Mtools
If you’ve got an MS-DOS formatted diskette, you can access the files by using the
mtools utility.

Mtools offers a wide range of options for working with diskettes, including copying,
moving, deleting and formatting. To read more aboutmtools, open an Xterm window
and typeman mtools at the prompt.

For example, to copy a file from an MS-DOS formatted diskette (such as one from a
Windows95 system), use the following syntax at the prompt in an Xterm window:

mcopy a:thisfile.txt thisfile.txt

The file will then be copied from the diskette drive (drive A:) to the directory you’re
currently in when you issue themcopy command. If you’re in your /home directory,
then, you’ll find thisfile.txt there.

If you want to view the contents of an MS-DOS formatted diskette, typemdir at the
prompt. By default, you’ll be shown the contents of the diskette in the A: drive.

To change to a subdirectory on the diskette, type

mcd a:subdir

(The above command assumessubdir is the name of the subdirectory you want to
access.)

If you have a diskette which you want to format and use with your Red Hat Linux
system, use theext2 filesystem. For more on this, read on…
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17.2.3 A: The ext2 Filesystem
To use a diskette specifically with Red Hat Linux, you’ll need to create aSecond
Extended (ext2) filesystemon the disk. The ext2 filesystem is the filesystem used
by Red Hat Linux, and is the most commonly used Linux filesystem type.

Once you’ve created an ext2 filesystem on the diskette, you can manipulate its con-
tents in the same ways that you manipulate directories and files on your hard drive.

17.2.4 Creating an ext2 Filesystem on a Diskette
Themke2fs command is used to create a Linux ext2 filesystem on a device, which
may be a disk partition or a diskette. Put your formatted diskette into the drive and
issue the following command at a shell in an Xterm window:

$ /sbin/mke2fs /dev/fd0

On Linux systems,/dev/fd0 refers to the first diskette drive, usually your A: drive.

The mke2fs utility has a number of options. The-c option makes themke2fs
command check the device for bad blocks before creating the filesystem. The other
options are covered in themke2fs man page.

Once you’ve created an ext2 filesystem on the diskette, it is ready to be used with
your Red Hat Linux system.

If you’re using KDE

Want another quick way to format a floppy for either ext2 or
MS-DOS? If you have KDE, tryKDE Floppy Formatter,
an easy way to format diskettes. To start the utility, go to
Main Menu K => Utilities => KFloppy .
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17.3 Switching Environments
17.3.1 Q: Options for Switching Environments
I know I have both KDE and GNOME on my Red Hat Linux system, but how do I
change from one environment to the other?

17.3.2 A: Using Switchdesk

You can use a utility calledSwitchdesk, which allows you to change to and from
GNOME, KDE and other environments.

Figure 17–1 The Switchdesk Utility from the Shell Prompt

You can useSwitchdesk from either the shell prompt or from the login screen.

From the shell prompt: Open an Xterm window and type

switchdesk



Section 17.4:Shutting Down 367

A window will appear (see Figure 17–1,The Switchdesk Utility from the Shell
Prompt) showing you the choices of environments you can select, underAvailable
Desktops . Once you select your new environment, click onOK.

To see your changes take effect, you’ll have to log out, then log back in.

From the login screen: You’ll select other alternative environments underOptions =>
Sessions . Again, you can select a variety of environments.

Now, just type in your name and password, and log in as usual.

17.4 Shutting Down

17.4.1 Q: "Right way" to Shut Down

What’s the "right way" to shut down or reboot my system? Are there any shortcuts?

17.4.2 A: Putting Away Files

Any method you choose which allows your Red Hat Linux system to put away all its
data files and stop running processes is the "right way" to shut down.Neversimply
turn off your machine.

Here are two ways you can cleanly shut down your system:

• From your X session: Go to thePanel’s Main Menu Button => Log out then choose
Logout , Halt or Reboot . You can also choose to save your current setup, which
means that the programs which are running when you log out will return when
you log back in.

If you select eitherHalt or Reboot , you’ll be required to enter your login password
after you press theOK button to verify your selection.

• From the shell prompt: In an Xterm window, typeshutdown -r now or
shutdown -h now . The -r means "reboot" and the-h means "halt." You
will be required to enter your password before these commands are executed.

• From the login screen: Go toOption => System . You can choose whether to halt
or reboot your system, without a required password.
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A Shortcut to Rebooting

One of the fastest ways to reboot your system is to perform the "three-fingered salute"
-- Pressing the[Ctrl]-[Alt]-[Del] keys all at the same time -- from avirtual console.

A virtual console is a character cell interface, unlike the graphical interface of the X
Window System. There are several virtual consoles available to you, but the easiest
to remember is probably the first one. You can reach it by pressing[Ctrl]-[Alt]-[F1].

Getting Back

To return to your X session from a virtual console, just press
the [Ctrl]-[Alt]-[F7] keys.

To reboot from a virtual console, first move to a virtual console by pressing[Ctrl]-[Alt]-

[F1], then press[Ctrl]-[Alt]-[Del] to reboot.

17.5 Error Message While Installing an RPM

17.5.1 Q: Errors on Software Installation

How do I install an RPM from a CD or the Internet? I keep getting an error message
when I use Gnome-RPM.

17.5.2 A: Having "Permission"

If you’re getting the error message similar to "failed to open /var/lib/rpm/pack-
ages.rpm" (see Figure 17–2,An RPM Install Error) it’s likely due to the your
permissions.

When you install software, you’re often required to make system-wide changes --
changes which only root can enact. In your user account, permission to make such
changes will be unavailable to you by default.
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Figure 17–2 An RPM Install Error

Here’s a way to install RPMs in your home directory -- so you can work with them
in your user account.

1. Open an Xterm window and, at the shell prompt, typesu , then yourroot-
password .

2. At the prompt -- which should now be a hash mark (#) -- typegnorpm to start
Gnome-RPM.

3. Install or upgrade your package.

4. Exit fromGnome-RPM then, to exit fromsuperusermode, at the shell prompt,
typeexit .

For more information about RPM andGnome-RPM, refer to the chapters in this
guide or, for greater depth, refer to theOfficial Red Hat Linux Reference Guideon
the Documentation CD (or online, at http://www.redhat.com/support/manuals).

17.6 Starting Applications
17.6.1 Q: How Can I Start an Application I Downloaded?
I installed an application I downloaded, and everything seemed to go fine, but I still
get "command not found" when I type its name. I think I have the right name, so why
won’t it start?
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17.6.2 A: Starting Applications.
If you’re trying to start an application from the shell prompt and it’s proving fruitless,
try preceding the name of the application’s executable with a./ .

Let’s say you’ve downloaded asetiathome client and want to try it out. You
follow the directions for installing the software. Now you change to the directory in
which you know the executable can be found (as shown below).

cd setiathome

To start the application now, precede the executable with a "./ ," as shown below:

./setiathome

Briefly, the reason you’ve got to use the./ in order to start the application is because
the executable wasn’t placed in a directory where your shell knew it could be found
(such as/usr/bin ).

In such instances, you often have to go into the directory which holds the executable
and start the application from there. That means you’ll have to tell your shell where
it can find the executable -- stating./ tells bash the executable can be found in the
"current working directory."

You can customize your settings so that you won’t be required to use the./ , however.
See the following for more info on how to accomplish this.

Editing Your PATH

If you want to periodically start programs without having to enter a./ before the
executable, you’ll have to do a little tweaking.

Basically, you’ll have to add the "current working directory" (.) to your the list of
directories in yourPATH environment variable, letting the shell know that it can start
applications in whichever directory you’re currently working.
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CAUTION

These instructions are intendedonly for user accounts.
Avoid modifying files such as.bash_profile for root,
because of the potential security risks.

Using a text editor, such aspico, in an Xterm window, open the file called
.bash_profile by typing

pico .bash_profile

You’ll see aPATH statement, similar to the one shown below.
PATH=$PATH:$HOME/bin:/usr/lib/

Now, to the end of this statement, add:./ , as shown below
PATH=$PATH:$HOME/bin:/usr/lib/:./

Now, type[Ctrl]-[X]; you’ll be asked whether you want to save "the modified buffer";
type [Y] for "yes." Next, you’ll see the name the file will be saved as; press the[Enter]

key.

You’re done. Now, you won’t be required to start some applications with the./
preceding the name of the executable.

17.7 Accessing a Windows Partition
17.7.1 Q: How Do I Access My Windows Partition?
I’ve got a dual-boot system with Red Hat Linux and Windows 98. Is there a way I
can gain access to my Windows partition while I’m running Linux?

17.7.2 A: Two Ways to Access Windows Partition.
You can gain access to another partition on your system -- for example, a Windows
partition -- in a couple ways.
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First, let’s assume that your Windows partition is on your first IDE hard drive, in the
first partition (/dev/hda1 ).

Open an Xterm window. If you’re in your user account,su to root by typing

su
Password: yourrootpassword

Now, create amount point to hold the data of your Windows partition, by typing

mkdir /mnt/vfat

To access the partition, as root in an Xterm, type the following:

mount -t vfat /dev/hda1 /mnt/vfat

Another method of mounting a Windows partition is by entering the correct fields
in the file /etc/fstab . One of the easiest ways to enter these fields is through
Linuxconf.

Open an Xterm window. If you’re in your user account,su to root, following the
above example.

Now, create a mount point for your Windows partition, by typing

mkdir /mnt/vfat

Next, while you’re still root, startLinuxconf by typing linuxconf at the prompt.

Scroll down in the "tree view," or left panel ofLinuxconf, to the entry markedFile
Systems , and click on the+ to expand the tree.

Now, click on the entryAccess local drive . In the right panel, you’ll see a list of the cur-
rently mounted filesystems. (Your new mount point isn’t there because you haven’t
added it yet. That’s coming up…)

Click on theAdd button. A tab, markedVolume specification will appear. In the first
tabbed entry, calledBase, you’ll be presented with a series of boxes to fill out, either
by typing or by selecting from a drop-down list. Here’s what the boxes represent:
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Partition : The physical location of your Windows partition (for example,/dev/hda1
for the first partition on the first hard drive);

Type : The filesystem type. A Windows 98 partition, for example, would bevfat ;

Mount point : The name of the mount point you’d chosen earlier (for example
/mnt/vfat ).

There are a few other options, as well, from various tabbed windows; these concern
setting permissions for allowing users to access the partition, choosing whether to
preventthe partition from being mounted at boot time, and other choices. Some op-
tions to pay particular attention to include:

Dos options : Both default user id anddefault group id should be set to your user ac-
count if you want to be able to access while you’re logged in as user (rather than having to
su to root, which is the default mode);translation mode should be set toauto for most
purposes, rather than specify eithertext or binary ; default permission specifies whether
those with access to the partition can read, write to and/or execute files and directories on
the partition. You might select a setting of755 , which allows read, write and execute for
the user, and read and execute permissions to the group and others.

Options : Unless you specify not to mount the partition when you boot your system (Not
mount at boot time ), it isn’t necessary to select theUser mountable option in this tab.

Make your selections -- if you become stuck, choose theHelp button for additional
pointers.

When you’re finished, select theMount button to check your new partition. You should
see verification that the partition has been successfully mounted.

Now, click on theAccept button. Your new filesystem will be added to/etc/fstab .

To access the partition now, typecd /mnt/vfat , and to navigate through Win-
dows 98’s "long filename" directories, surround the directory in quotation marks, as
in ls "Program Files" .

17.8 Find Some Commands Fast
17.8.1 Q: Locating Previously Used Commands
I was looking at a man page yesterday, but I can’t remember the name of the command
I was reading about, and I didn’t write it down. How do I get the man page back?
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17.8.2 A: Searching .bash_history .

Chances are good the command you used is stored away in a file called.bash_his-
tory . By default, this file stores away the last 500 commands you typed at the shell
prompt.

You can glimpse the history of your commands by typinghistory at the shell
prompt -- but the results will speed by quickly.

Another way you can view.bash_history is with apagersuch asless, by typing
less .bash_history at the shell prompt. To move forward a screen, press the
[Space]; to move back a screen, press the[B] key, and to quit, press[Q].

But paging through to find a command can be tedious. A useful alternative is to
search the file for keywords usinggrep , a powerful search utility.

If you can recall part of any command you’d typed at the shell prompt, and if that
command is still in.bash_history , you can find it fast bypiping the results of
thehistory command through the utility calledgrep .

Let’s say you’d been reading the man page the day before, but can’t recall its name.
To search for the command, then, type:

history | grep man

In no time, you’ll see all of the commands you’d typed which have the wordmanin
them -- both the relevant and irrelevant.

There are plenty of ways to make use of command history. For other tips and tricks,
see Section 17.10,Tips on Using Command History.

17.9 Keep ls Output from Scrolling

17.9.1 Q: When ls Output Scrolls Off the Screen

Whenever I typels I can barely see the output of the directory because it scrolls by
too quickly. How can I actually read the output?
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17.9.2 A: "Piping" the Output of ls

You can prevent the output ofls from scrolling by too quickly bypiping the output
to a pager, such asless or more . The results are akin to the DOS commanddir
somedirectory /p , because you’ll see the output one screen, or "page" at at
time.

To read the output of/etc with less , for example, at the shell prompt, type:

ls -al /etc | less

To move forward a screen, press[Space]; to move back a screen, press the[B] key; to
quit, press[Q].

You can achieve the same results withmore , another pager.

Printing Output of ls

You can also print the directory by piping the output to a printer in the same way that
you piped the output to your screen. Assuming you’ve configured a printer, to pipe
the output type:

ls -al /etc | lpr

17.10 Tips on Using Command History
17.10.1 Q: Tips and Tricks for history

What are some other ways I can use command history?

17.10.2 A: Using More Command History
If you typehistory , you’ll see a numbered list flash by, showing you the previous
500 commands you’d used.

You probably don’t need to see all of the last 500 commands, so the commandhis-
tory 20 might be more useful -- where20 is the previous 20 commands you’d
typed. (You can use any number to reveal a specific number of previous commands.)
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Other Shortcuts
Here are other command history shortcuts which may come in handy for you:

• "Bang, bang": Typing!! (called "bang bang") executes the last command in the
history.

• "Bang number": Typing ! number (as in !302 ) will execute the command
which is numbered 302 in the history file.

• "Bang string": Typing ! string (as in !rpm ) will execute a command with
that matching string from the history file.

• [Up arrow] and [down-arrow]: At the Bash shell prompt, you can simply press the
[Up arrow] to move back through previous commands in your history list (the[Down

arrow] will move you forward through the commands) until you find the command
you want. Press[Enter] to execute the command, just as if you had typed it on the
command line.

17.11 Unable to Log In
17.11.1 Q: Using linux single
Help! I can’t remember my root password. How do I log in now?

17.11.2 A: Use Single-User Mode
You can log in withsingle-user mode, in which you can create a new root password.

When you see theboot: prompt, typelinux single to enter single-user mode.
Some of the filesystems will be mounted, and you will find abash# prompt when
you’ve entered single-user mode (note that this prompt will look somewhat different
than the prompt you’re accustomed to).

Now, you can change root’s password by typing
bash# passwd root

You’ll be asked to re-type the password for verification. Once you’re finished, the
password will be changed and you can reboot by typingshutdown -r now at the
prompt; then you can log in to root as before.
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17.12 Starting "Services"
17.12.1 Q: Starting Services at Boot Time
I’d like to see which services are automatically started on my system, and whether I
can add any. How do I do that?

17.12.2 A: Use ntsysv

By usingntsysv , you can both see which services are automatically started, and
add to the list -- although you’re probably better off leaving the default values, unless
you know what you’re doing.

To start the utility, log in as root and typentsysv at the shell prompt.

Among the services you’ll find aresendmail, the powerful e-mail utility,httpd, the
Apache World Wide Web server,nfsfs, which mounts and unmounts NFS file sys-
tems.

If you have questions about the services, you can press the[F1] key to obtain infor-
mation about the service.

17.13 Using All Available RAM
17.13.1 Q: Using All the Memory
My computer has 128 MB of RAM, but I’m not sure all of it is being used. How can I
find out whether all the RAM is being used? Is there a way to get Linux to recognize
all my memory, if it isn’t already?

17.13.2 A: Instruct the Kernel to Use All Your RAM
Usually, the Linux kernel will recognize all of the RAM on a system; however, there
may be circumstances in which not all of the memory is being recognized.

There are a couple ways to make certain that all of your machine’s memory is being
used by the Linux kernel. First, you can test to see if it’s being used and, if it isn’t,
you can either enter the option at theboot: prompt or you can edit a file called
/etc/lilo.conf to make sure that the memory is used each time you boot into
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your system. (The/etc/lilo.conf is the configuration file forLILO, the LInux
LOader.)

First, open an Xterm window and, at the shell prompt, typecat /proc/meminfo
to find out the current statistics about memory usage on your system. Your output
will probably look similar to the following:

total: used: free: shared: buffers: cached:
Mem: 64655360 63033344 1622016 51159040 1552384 33816576
Swap: 73990144 700416 73289728
MemTotal: 63140 kB
MemFree: 1584 kB
MemShared: 49960 kB
Buffers: 1516 kB
Cached: 33024 kB
SwapTotal: 72256 kB
SwapFree: 71572 kB

Among the categories you’ll find will be the total amount of memory the Linux kernel
"sees" (Mem:). If, for example, you have 128 MB of RAM, and you see theMementry
reporting only 64 MB or so, then you can instruct the kernel to use all the RAM on
your system.

You can pass the instruction to the kernel at the LILOboot: prompt by typing it in,
such as

boot: linux mem=128M

Once you press[Enter], you’ll boot with your new memory options. If you
don’t want to type the option each time you boot, you can enter the option in
/etc/lilo.conf . You can use the editor calledPico.

But first, you’ll have tosu to root. In an Xterm, type

[you@localhost you]$ su
password: yourrootpassword
[root@localhost you]#

Now, to edit/etc/lilo.conf , in the same Xterm window, type

[root@localhost you]# pico /etc/lilo.conf
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The file will probably look similar to the following:

boot=/dev/hda
map=/boot/map
install=/boot/boot.b
prompt
timeout=50
image=/boot/vmlinuz-2.2.5-15

label=linux
root=/dev/hda1
read-only

In this file, place the following as the first line:append="mem=128M" . With the
addition, then, the file should look something like this:

append="mem=128M"
boot=/dev/hda
map=/boot/map
install=/boot/boot.b
prompt
timeout=50
image=/boot/vmlinuz-2.2.5-15

label=linux
root=/dev/hda1
read-only

You can use the[Ctrl]-[X] to quit the file.

You’ll be asked if you want to save the file; select[Y] to save your changes,[N] if you
don’t want to save the changes, and[Ctrl]-[C] to cancel.

Now, type/sbin/lilo at the prompt to restart LILO. You can typeexit to leave
root, and typeexit again to close the window.

When you reboot, your memory configuration will be passed to the kernel.
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17.14 Configuring a Sound Card
17.14.1 Q: How do I configure my sound card?
I can’t get any system sounds, and I can’t hear my audio CDs. How do I set up my
sound card?

17.14.2 A: Use sndconfig
A tool calledsndconfig can help you configure your sound card.

To usesndconfig , you must log in as root.

Once you’re root, open an Xterm and typesndconfig at the prompt. This tool will
help you configure your card for your Red Hat Linux system. To navigate through
theYes, No or Cancel buttons on the screens, just use your[Tab] and[Enter] keys.

Is it supported?

While many sound cards are supported for Red Hat Linux,
not all are completely compatible -- or compatible at all. If
you’re having trouble configuring your sound card, check
the Hardware Compatibility List at Red Hat’s website
to see if your card is supported. You’ll find the list at
http://www.redhat.com/hardware.

With sndconfig , you can probe your system for any cards. If the utility detects a
plug and play sound card, it will automatically try to configure the correct settings
by playing sound samples. If you can hear the samples, just selectOk when you’re
instructed and you’re all set.

If the probe doesn’t find any cards, you’ll be presented with a list from which you
can pick your card. Use the up and down arrow keys to scroll through the list. If your
card is listed, highlight it, then press[Enter] (or [Tab] to theOk button and press[Enter]).

Your next task will be to select the correctI/O port , IRQ andDMA settings. These
settings depend on the jumper settings of the sound card. You can find information
about these settings in your sound card documentation. If you share your machine
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with Windows, you can also find your sound card’s settings in theDevice Manager tab
in theSystem section of yourControl Panel .

Once you’ve selected the right settings for your card, you’ll be presented with sound
samples. If you hear the samples, selectOK.

You’re done. After your card is configured, you’ll return to the shell prompt. Just
type exit to close the window, then log out of root and log back into your user
account.

If sndconfig doesn’t work
When sndconfig doesn’t work -- the sample doesn’t play and you still don’t have
audio sounds -- there are alternatives, although they’re not quite as simple assnd-
config .

CAUTION

The following instructions are not recommended for com-
plete novices.

First, you will need to know the values for your sound card. If you share your machine
with Windows, you can find your settings in theDevice Manager tab in theSystem
section of yourControl Panel . Under Linux, you must also check the following files
to make certain that you don’t have any devices using the sound card’s resources:

• /proc/pci

• /proc/interrupts

• /proc/ioports

• /proc/dma

If yours is not a plug and play card, you can manually edit your/etc/conf.mod-
ules file to include the sound card module that it should use, for example:

alias sound sb
alias midi opl3
options opl3 io=0x388
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options sb io=0x220 irq=7 dma=0,1 mpu_io=0x300

If you do have a plug and play card, the configuration is more complex, and may not
work for all cards.

If you have already runsndconfig , you should have the file/etc/is-
apnp.conf . Whensndconfig was run, theisapnp tools created this template
file. This file can be hand edited a text editor, such aspico.

To become a little more familiar with the breakdown of this file, take a look at the
man page for it by typing:

man isapnp.conf

There is also a great reference at theisapnptools homepage at http://www.roe-
stock.demon.co.uk/isapnptools/

Using sndconfig

If you haven’t runsndconfig , issue the command (as
root): /sbin/pnpdump > /etc/isapnp.conf to
create the fileisapnp.conf , which you can edit.

When you have created the file/etc/isapnp.conf , open it withPico by typing
pico /etc/isapnp.conf (note that you don’t have to actually be in/etc to
edit the file).

For a little help in the layout of this file, the man page is an excellent guide to keep at
hand for this. Each device will have a section that starts with about 4 lines that gives
information on what the device is:

# Card 1: (serial identifier 6d ff ff ff ff f0 00 8c 0e)
# Vendor Id CTL00f0, No Serial Number (-1), checksum 0x6D.
# Version 1.0, Vendor version 1.0
# ANSI string -->Creative ViBRA16X PnP<--



Section 17.15:Removing Red Hat Linux 383

Look for the section containing the sound card device. The lines in this section that
you need to pay attention to are the lines within parentheses. These are the lines that
need to be adjusted for your card’s resources.

You make adjustments bycommentingor uncommentingthe beginning of the line,
indicating that you want to use the resource specified on that line. (When you un-
comment, you’re making that line visible for use in the file; when you comment, it’s
invisible, for all intents and purposes.) Uncommenting is performed by removing
the hash mark (#); to comment, just replace the hash mark. Once you have finished
making these changes, look for the line towards the end of the file that says:

# (ACT Y)

Remove the "#," save the changes, and exit fromPico.

After setting up the new configuration file, and saving it, you need to activate it. Just
type:

isapnp isapnp.conf

This will reinitialize the card with your newly changed values. If the values that you
select the first time don’t work, you can edit the file until you find values that don’t
conflict. Remember to activate the changes each time that you edit this file.

17.15 Removing Red Hat Linux
17.15.1 Q: Removing Red Hat Linux
How do I remove Red Hat Linux from my computer?

17.15.2 A. Remove LILO
To remove Red Hat Linux, you’ll need to remove the LILO information from your
Master Boot Record (MBR).

There are several methods to removing LILO from the MBR. Inside of Linux, you
can replace the MBR with an earlier, saved version of the MBR using the following
command:
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/sbin/lilo -u

In DOS, NT and Windows 95, you can usefdisk to create a new MBR with the "un-
documented" flag/mbr . This will only rewrite the MBR to boot the primary DOS
partition. The command should look like:

fdisk /mbr

Removing partitions

If you want to remove Linux from a hard drive, and you attempted to use the default
DOS fdisk, you will experience the "Partitions exist but they don’t exist" problem.
The best way to remove non-DOS partitions is with a tool that understands partitions
other thanDOS.

You can perform this with your Red Hat Linux installation floppy by typinglinux
expert at theboot: prompt, such as:

boot: linux expert

Select the option to install, rather than upgrade and, when you get to the partition-
ing section, choosefdisk. In fdisk, typep to print out your partition numbers; then
remove the Linux partitions with thed command. When you’re satisfied with the
changes you’ve made, you can quit with aw, and your changes will be saved to disk.
If you’ve deleted too much, typeq to quit without changes.

When your partitions have been removed, you can reboot with[Ctrl]-[Alt]-[Del] rather
than continue with the installation.

17.16 Changing Login from Console to X at Startup
17.16.1 Q: Changing to Graphical Login
How do I change my login from the console to the graphical screen?

17.16.2 A. Edit /etc/inittab

If you find yourself logging into your system at the console, only to type thestartx
command to start the X Window System, changing your login from console to graph-
ical will save you a step or two.
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You must edit one file,/etc/inittab , by changing just one number in therun-
levelsection. When you’re finished, log out and, the next time you log in, you’ll have
a graphical screen.

Open an Xterm window. If you’re in your user account,su to root by typing

su
Password: yourrootpassword

Now, type pico /etc/inittab to edit the file with Pico. The file
/etc/inittab will open. Within the first screen, you’ll see a section of the file
which looks like this:

# Default runlevel. The runlevels used by RHS are:
# 0 - halt (Do NOT set initdefault to this)
# 1 - Single user mode
# 2 - Multiuser, without NFS (The same as 3, if you do not have networking)
# 3 - Full multiuser mode
# 4 - unused
# 5 - X11
# 6 - reboot (Do NOT set initdefault to this)
#
id:3:initdefault:

To change from a console to a graphical login, you should change the number in the
line id:3:initdefault: from a3 to a5.

WARNING

Changeonly the number of the default runlevel from 3
to 5.

Your changed line should look like:

id:5:initdefault:
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When you’re satisfied with your change, save and exit the file by using the[Ctrl]-[X]

keys. You’ll see a message telling you that the file has been modified, and asking you
to confirm your change. Type[Y] for yes.

When the file is closed, exit from root by typingexit , and close the Xterm window
by typingexit .

That’s it. Your next login will be from the graphical screen.

17.17 Configuring X

17.17.1 Q: Changing Screen Resolution

Everything on my desktop looks tiny. How do I change my screen resolution?

17.17.2 A. Use Xconfigurator

After you have installed Red Hat Linux, you may wish to change yourscreen resolu-
tion, so that objects will fit better on your desktop. You can adjust the resolution with
Xconfigurator, a tool which allows you to modify your X Window System settings.

To useXconfigurator, you must log in as root. At a shell prompt, typeXconfig-
urator to start the application. The opening screen will look like Figure 17–3,The
Opening Dialog of XConfigurator.

Other ways to start the utility

You can also startXconfigurator two other ways -- both
of which give you access to additional configuration tools.
You must log in as root, remember.

From your application menu, such as the main menu button
in GNOME, go toSystem => Text mode tool menu ; or, from
a shell prompt, typesetup . Both methods will produce
a menu of items which you can configure, such as X, your
sound card, mouse and other features.
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Figure 17–3 The Opening Dialog of XConfigurator

To navigate and make selections, use your[Tab] key. When your selection is high-
lighted, press the[Enter] key.

Is your hardware supported?

Make certain that your monitor and graphics card are sup-
ported for Red Hat Linux. To check, visit the Hardware
Compatibility List at http://www.redhat.com/hardware.

To continue, tab until theOk button is highlighted and press[Enter]. Xconfigurator
will then probe your system for your video card, and suggest the correct X server to
match your system, as in Figure 17–4,Results of Video Card Probe. Click the Ok
button to proceed.
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Figure 17–4 Results of Video Card Probe

Next, pick your exact monitor make and model number, as in Figure 17–5,The Mon-
itor Setup Dialog. (Hint: You can often find the make and model number on the front
or back of your monitor.)
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Figure 17–5 The Monitor Setup Dialog

You’ll have quite a few monitor choices -- the hash mark (#) indicates your position in
the list. Use your up-arrow and down-arrow keys to move through the list, or use the
[Home], [End], [Page Up] and[Page Down] keys. You can also jump to the manufacturer’s
place on the list by typing in the first letters of the name (such as ViewSonic) on your
keyboard.

Monitor not on the list?

If you don’t find your monitor among the listed makes and
models, you can specify your monitor’s horizonal and verti-
cal sync frequencies by choosingCustom in the list. Refer to
your monitor’s documentation for information about its cor-
rect frequency rates.Be careful! Don’t select a frequency
range which exceeds your monitor’s capacity, because you
could damage or destroy it.
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Once you have selected your monitor’s make and model, a dialog will inform you that
your card will be probed for its correct display settings. Don’t worry if your monitor
blinks during the process; it’s normal.

If you don’t want to probe

It isn’t necessary to probe your video card. If you choose the
Don’t Probe option, the next dialog will ask you how much
memory is on your video card, then you will be able to se-
lect your chosen resolution (see Figure 17–7,Select Video
Modes).

Once the probing has finished, you’ll find a dialog similar to Figure 17–6,Suggested
Video Settings. If you want to accept the default settings, selectUse Default . If you’d
prefer different settings, select theLet Me Choose button.

Figure 17–6 Suggested Video Settings
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If you want to choose video resolutions different than the default, you will be pre-
sented with theSelect Video Modes dialog, such as Figure 17–7,Select Video Modes.

Figure 17–7 Select Video Modes

You can choose modes ranging from 8-bit to 24-bit, depending on the power of your
computer and how many colors you want displayed. In each of the mode columns,
you’ll find resolution choices listed; using your[Tab] key, position the cursor in the
boxes next to your chosen resolution and select by pressing[Space].

Choosing more than one resolution?

You can select more than one screen resolution -- for exam-
ple, if you prefer800x600 and1024x768, you can adjust your
resolution "on the fly." To do this, use the[Ctrl]-[Alt]-[+ (plus)]

or [Ctrl]-[Alt]-[- (minus)] keys.

When you’re finished making your selections, pressOk.
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Next, your video settings will be tested. You will see a graphical screen, with a dialog
asking whether your settings appear correct. Following this dialog, another will ask
whether you want a graphical login screen; if you answerYes, you will have a graph-
ical screen when you log in to your system. A final dialog will inform you of the
location of your video configuration file (XF86Config , which is in/etc/X11 ).

If everthing seems fine, log out, then log in again to your new screen resolution.
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A Glossary
Alpha

A RISC (ReducedInstructionSetComputer) architecture developed by Digital
Equipment Corporation.

ATAPI

An abbreviation forAT AttachmentPacketInterface. ATAPI is the protocol
by which CD-ROM drives communicate with a computer system over an IDE
interface.

Binary

Although the base two-numbering system used by computers is known as bi-
nary, the word often refers to the executable form of a program. Contrast with
"source code."

BIOS

An abbreviation forBasicInput/OutputSystem. On PC-compatible systems,
the BIOS is used to perform all necessary functions to properly initialize the
system’s hardware when power is first applied. The BIOS also controls the
boot process, provides low-level input/output routines (hence its name) and
(usually) allows the user to modify details of the system’s hardware configu-
ration.

Boot

Short for "bootstrap." The process by which a computer starts running an op-
erating system when power is applied.

Boot Disk

A diskette used to start many Red Hat Linux installations.

Bootstrap

See "Boot."
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CISC

An abbreviation forComplexInstructionSet Computer. A design philosophy
for computers whereby the processor is designed to execute a relatively large
number of different instructions, each taking a different amount of time to ex-
ecute (depending on the complexity of the instruction). Contrast with RISC.

CMOS

Originally an abbreviation forComplementaryMetalOxide Semiconductor --
a semiconductor technology used in many integrated circuits. Now often used
to describe the low-level hardware that contains a personal computer’s BIOS
setting, and the computer’s hardware clock.

Cylinder

When referring to disk drives, the number of different positions the disk drive’s
read/write heads can take over the unit’s disk platters. When viewed from
above the platters, each head position describes an imaginary circle of different
diameters on the platter’s surface, but when viewed from the side, these circles
can be thought of as a series of cylinders nested within each other, hence the
term. See also Geometry.

Daemon

A daemon is a program that runs, without human intervention, to accomplish
a given task. For example,lpd is a daemon that controls the flow of print jobs
to a printer.

Dependencies

When referring to packages, dependencies are requirements that exist between
packages. For example, packagefoo may require files that are installed by
packagebar . In this example,bar must be installed, or elsefoo will have
unresolved dependencies. RPM will not normally allow packages with unre-
solved dependencies to be installed.

Device Driver

Software that controls a device that is connected to, or part of, a computer.
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Disk Drive

See Hard Disk.

Disk Druid

Disk Druid is a component of the Red Hat Linux installation program that is
used to partition disk drives during the installation process.

Diskette

A small mass storage device in a removable cartridge, meant to be read/written
to, in a compatible drive.

Distribution

An operating system (usually Linux) that has been packaged so as to be easily
installed.

Domain Name

A domain name is used to identify computers as belonging to a particular or-
ganization. Domain names are hierarchical in nature, with each level in the
hierarchy being separated from other levels with a period (pronounced "dot").
For example, Foo Incorporated’s Finance department might use the domain
name "finance.foo.com."

Driver

See Device Driver.

Dual Boot

The act of configuring a computer system to boot more than one operating
system. The name is something of a misnomer, as it is possible to boot more
than the two operating systems the word "dual" implies.

EIDE

An abbreviation forEnhancedIntegratedDrive Electronics, which is a newer
version of the IDE interface standard and another term for a particular imple-
mentation for IDE interfaces. EIDE makes larger and faster disk drives possi-
ble; most systems sold today use EIDE.



398 Appendix A:Glossary

Errata

Errata is Latin for "Ooops."1 When software is found to have bugs, quite often
the software is fixed, and released as errata. Red Hat Linux is no exception to
the rule; we have an Errata Web page at http://www.redhat.com/errata.

Extended Partition

A segment of a disk drive that contains other partitions. See Partition.

FAQ

An abbreviation for Frequently Asked Questions. Linux information is often
presented in the form of lists of questions and answers called FAQs.

fdisk

fdisk is a utility program that is used to create, delete or modify partitions on
a disk drive.

Filesystem

A filesystem is the method by which information is stored on disk drives. Dif-
ferent operating systems normally use different filesystems, making it difficult
to share the contents of a disk drive between two operating systems. How-
ever, Linux supports multiple filesystems, making it possible, for example, to
read/write a partition dedicated to Windows.

Floppy

A somewhat historical term for a small mass storage device in a removable
cartridge, meant to be read/written to in a compatible drive. See "diskette."

Formatting

The act of writing a filesystem on a disk drive.

1 Well, it should be…
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FQDN

An abbreviation forFully Qualified Domain Name. An FQDN is the hu-
man-readable name that includes a computer’s hostname and associated do-
main name. For example, given a hostname of "foo," and a domain name of
"bar.com," the FQDN would be "foo.bar.com."

FTP

An abbreviation forFile TransferProtocol. Also the name of a program that,
as the name implies, permits the copying of files from one system on a network
to another.

Gateway

In networking terms, refers to a device that connects one or more computers on
a network to other networks. The device may be specialized hardware (such as
a router), or may be a general-purpose computer system configured to act as a
gateway.

Geometry

When referring to disk drives, the physical characteristics of the disk drive’s
internal organization. Note that a disk drive may report a "logical geometry"
that is different from its "physical geometry," normally to get around BIOS-
related limitations. See also Cylinder, Head and Sector.

GID

Short forGroup ID. The means by which a user’s membership in a group is
identified to various parts of Red Hat Linux. GIDs are numeric, although hu-
man-readable names are stored in the/etc/group file.

Group

Groups are a way of assigning specific access rights to certain classes of users.
For example, all users working on Project X could be added to groupxproj .
System resources (such as disk space) devoted to Project X could then be con-
figured to permit only members ofxproj full access.
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Hard Disk

A data storage device. A hard disk contains rotating magnetic media (in the
shape of disks) that spin rapidly. Small heads float over the surface of each
disk, and are used to write and read data to and from the disk as it rotates.

Head

When referring to disk drives, the number of read/write heads within a disk
drive. For each platter in a disk drive, there are normally two heads for each
platter -- one for each surface -- although one surface may go unused. See also
Geometry.

Hostname

A hostname is a human-readable string of characters used to identify a partic-
ular computer system.

I18n

See Internationalization.

IDE

An abbreviation forIntegratedDrive Electronics, which is the name of a stan-
dard interface used to connect primarily disk and CD-ROM drives to a com-
puter system. See also "EIDE" and "ATAPI."

IMAP

InternetMessageAccessProtocol. A protocol used by certain mail servers.

Intel

Company responsible for producing the microprocessors that most commonly
appear in PC-compatible personal computers. These processors include the
80386, 80486, and the Pentium line.

Internationalization

The practice of designing and writing programs that can be easily configured
to interact with the user in more than one language. Often referred to as "i18n,"
due to the number of letters between the starting "i" and the ending "n."
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IP Address

IP addresses are the method by which individual computer systems (or from a
more strictly accurate interpretation, the network interfaces on those computer
systems) are identified on a TCP/IP network. All IP addresses consist of four
number blocks, each ranging from 0 to 255, and separated by periods.

ISP

InternetServiceProvider.

Kernel

The central core of an operating system upon which the rest of the operating
system is based.

Library

When speaking of computers, refers to a collection of routines that perform op-
erations which are commonly required by programs. Libraries may be shared,
meaning that the library routines reside in a file separate from the programs that
use them. Library routines may also be "statically linked" to a program, mean-
ing that copies of the library routines required by that program are physically
added to the program. Such statically linked binaries do not require the exis-
tence of any library files in order to execute. Programs linked against shared
libraries will not execute unless the required libraries have been installed.

LILO

A commonly-used bootstrap loader for Linux systems based on an Intel-com-
patible processor.

Linus Torvalds

Created Linux in 1991 while a university student.

Linuxconf

A versatile system configuration program written by Jacques Gelinas. Lin-
uxconf provides a menu-based approach to system configuration via several
different user interfaces.
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Linux

A full-featured, robust, freely-available operating system originally developed
by Linus Torvalds.

Logical Partition

A partition that exists within an extended partition. See also "partition" and
"extended partition."

Master Boot Record

The master boot record (or MBR) is a section of a disk drive’s storage space
that is set aside for the purpose of saving information necessary to begin the
bootstrap process on a personal computer.

MBR

See "Master Boot Record."

Memory

When referring to computers, memory (in general) is any hardware that can
store data for later retrieval. In this context, memory usually specifically refers
to RAM.

MILO

A commonly-used bootstrap loader for Linux systems based on the Alpha pro-
cessor.

Module

In Linux, a module is a collection of routines that perform a system-level func-
tion, and may be dynamically loaded and unloaded from the running kernel
as required. Often containing device drivers, modules are tightly bound to the
version of the kernel; most modules built from one version of a kernel will not
load properly on a system running another kernel version.

Mount

The act of making a filesystem accessible to a system’s users.
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Mount Point

The directory under which a filesystem is accessible after being mounted.

Name Server

In TCP/IP networking terms, a name server is a computer that can translate a
human-readable name (such as "foo.bar.com") into a numeric address (such as
"10.0.2.14").

Netmask

A netmask is a set of four number blocks separated by periods. Each number is
normally represented as the decimal equivalent of an eight-bit binary number,
which means that each number may take any value between 0 (all eight bits
cleared) and 255 (all eight bits set). Every IP address consist of two parts (the
network address and the host number). The netmask is used to determine the
size of these two parts. The positions of the bits that are set in the netmask are
considered to represent the space reserved for the network address, while the
bits that are cleared are considered to represent the space set aside for the host
number.

NFS

An abbreviation forNetwork File System, NFS is a method of making the
filesystem on a remote system accessible on the local system. From a user’s
perspective, an NFS-mounted filesystem is indistinguishable from a filesystem
on a directly-attached disk drive.

Operating System

A collection of software that controls various resources of a computer.

Packages

Files that contain software, and written in a particular format that enables the
software to be easily installed and removed.

PAM

An acronym forPluggableAuthenticationModules. PAM is an authentication
system that controls access to Red Hat Linux.
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Partition

A segment of a disk drive’s storage space that can be accessed as if it was a
complete disk drive.

Partition Table

The partition table is a section of a disk drive’s storage space set aside to define
the partitions that exist on that disk drive.

Partition Type

Partitions contain a field that is used to define the type of filesystem the partition
is expected to contain. The partition type is actually a number, although many
times the partition type is referred to by name. For example, the "Linux Native"
partition type is 82. Note that this number is hexadecimal.

PC Card

See PCMCIA.

PCMCIA

Acronym forPersonalComputerMemoryCardInternationalAssociation. This
organization produced a series of standards that define the physical, electrical
and software characteristics of small, credit card-sized devices that can contain
memory, modems, network adapters and more. Also known as PC Cards, these
devices are mainly used in laptop computers (although some desktop systems
can use PCMCIA cards, too).

PCMCIA Support Diskette

A diskette required for Red Hat Linux installations that require the use of a
PCMCIA device during the install.

Permissions

The set of identifiers that control access to files. Permissions consist of three
fields: user, group, and world. The user field controls access by the user owning
the file, while the group field controls access by anyone matching the file’s
group specification. As the name implies, the world field controls access by
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everyone else. Each field contains the same set of bits that specify operations
that may or may not be performed, such as reading, writing and executing.

PGP

An abbreviation forPretty Good Privacy. PGP is an electronic privacy pro-
gram which helps you ensure privacy by letting you encrypt files and e-mail.
The encryption technology employed byPGP is very strong.PGP was cre-
ated by Phil Zimmermann, and depends onpublic key cryptography for its
effectiveness. Public key cryptography is a procedure in which users exchange
"keys" to send secure documents to each other. For more onPGP, go to
http://www.pgp.com.

PLIP

An abbreviation forParallel Line InternetProtocol. PLIP is a protocol that
permits TCP/IP communication over a computer’s parallel port using a spe-
cially-designed cable.

POP

PostOffice Protocol. A protocol used by certain mail servers.

POSIX

A somewhat mangled abbreviation forPortableOperatingSystemInterface. A
set of standards that grew out of the UNIX operating system.

PPP

Point-to-Point Protocol. A protocol that permits a dialup connection to an
Internet Service Provider.

Process

A process (in somewhat simplistic terms) is one instance of a running program
on a Linux system.
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PS/2 Mouse

A PS/2 mouse gets its name from the original computer in which this type of
mouse was first used -- the IBM PS/2. A PS/2 mouse can be easily identified
by the small, round connector at the end of its cable.

RAM

An acronym forRandomAccessMemory. RAM is used to hold programs while
they are being executed, and data while it is being processed. RAM is also
volatile, meaning that information written to RAM will disappear when the
computer’s power is turned off.

RAM disk

A virtual drive which uses part of a computer’s RAM to store data. A RAM
disk provides quick access to information, but unlike written data, that data in
a RAM disk is lost when the computer is turned off.

Reboot

To restart the boot process. See also "Boot."

Red Hat, Incorporated

A software company which produces and markets software, including Red Hat
Linux.

Rescue Diskette

A diskette containing a rudimentary system environment. As the name implies,
a rescue diskette is normally used in an attempt to "rescue" an ailing system
from the necessity of re-installing the entire operating system.

RISC

An abbreviation forReducedInstructionSet Computer. A design philosophy
for computers whereby the processor is optimized to execute a relatively small
number of different instructions in a predictably small amount of time. Contrast
with CISC.
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ROM

An abbreviation forReadOnly Memory. ROM is used to hold programs and
data that must survive when the computer is turned off. Because ROM is non-
volatile; data in ROM will remain unchanged the next time the computer is
turned back on. As the name implies, data cannot be easily written to ROM;
depending on the technology used in the ROM, writing may require special
hardware, or may be impossible. A computer’s BIOS may be stored in ROM.

Root

The name of the login account given full and complete access to all system
resources. Also used to describe the directory named "/"as in, "the root direc-
tory."

RPM

An abbreviation that stands forRPM PackageManager. RPM enables the in-
stallation, upgrading and removal of packages (software programs that together
form the Red Hat Linux operating system).

SCSI

An abbreviation forSmall ComputerSystemInterface, SCSI is a standard in-
terface for connecting a wide variety of devices to a computer. Although the
most popular SCSI devices are disk drives, SCSI tape drives and scanners are
also common.

Sector

When referring to disk drives, the number of fixed-size (normally 512 byte)
areas that can be accessed by one of the disk drive’s read/write heads, in one
rotation of the disk, without that head changing position. See Also Geometry.

Serial Mouse

A serial mouse is a mouse that is designed to be connected to a computer’s
serial port. A serial mouse can be easily identified by the rectangular-shaped
connector at the end of its cable.
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setgid

A system call that can be used to set the GID of a process. Programs can be
written using setgid such that they can assume the group ID of any group on
the system.

setuid

A system call that can be used to set the UID of a process. Programs can be
written using setuid such that they can assume the user ID of any process on the
system. This is considered a possible security problem if a program is "setuid
root."

Shadow Password

Normally, each user’s password is stored, encrypted, in the file
/etc/passwd . This file must be readable by all users so that certain
system functions will operate correctly. However, this means that copies of
user’s encrypted passwords are easily obtained, making it possible to run an
automated password-guessing program against them. Shadow passwords, on
the other hand, store the encrypted passwords in a separate highly-protected
file, making it much more difficult to crack passwords.

SILO

A commonly-used bootstrap loader for Linux systems based on the SPARC
processor.

SLIP

An acronym forSerial Line InternetProtocol. SLIP is a protocol that permits
TCP/IP communication over a serial line (typically over a dial-up modem con-
nection).

SMB

Short forServerMessageBlock, SMB is the communications protocol used
by Windows-based operating systems to support sharing of resources across a
network. Also known as Samba.
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SMTP

Simple Mail TransferProtocol. A widely used definition for how to transfer
mail over a network.

source code

The human-readable form of instructions that comprise a program. Also known
as "sources." Without a program’s source code, it is very difficult to modify the
program.

SPARC

A RISC (ReducedInstructionSet Computer) architecture developed by Sun
Microsystems.

Swap

Also known as "swap space." When a program requires more memory than
is physically available in the computer, currently-unused information can be
written to a temporary buffer on the hard disk, called swap, thereby freeing
memory. Some operating systems support swapping to a specific file, but Linux
normally swaps to a dedicated swap partition. A misnomer, the term swap in
Linux is used to define demand paging.

System Call

A system call is a routine that accomplishes a system-level function on behalf
of a process.

TCP/IP

An abbreviation forTransmissionControl Protocol/InternetProtocol, TCP/IP
is the networking standard used on the Internet today.

Torvalds, Linus

See Linus Torvalds.
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UID

Short forUserID. The means by which a user is identified to various parts of
Red Hat Linux. UIDs are numeric, although human-readable names are stored
in the /etc/passwd file.

UNIX

A set of Linux-like operating systems that grew out of an original version writ-
ten by some guys at a phone company.2

Unmount

The act of revoking access to a filesystem. (Note that the program that un-
mounts filesystems is calledumount .)

Virtual Console

Virtual consoles provides multiple "screens" on which a user may log in and
run programs. One screen is displayed on the computer’s monitor at any given
time; a key sequence is used to switch between virtual consoles.

Widget

A standardized on-screen representation of a control that may be manipulated
by the user. Scroll bars, buttons, and text boxes are all examples of widgets.

X Window System

Also known as "X," this graphical user interface provides the well-known "win-
dows on a desktop" metaphor common to most computer systems today. Under
X, application programs act as clients, accessing the X server, which manages
all screen activity. In addition, client applications may be on a different system
than the X server, permitting the remote display of the applications graphical
user interface.

XFree86

A free implementation of the X Window System.

2 Just kidding -- thank you Ken Thompson and Dennis Ritchie of Bell Telephone Laboratories for your inspired
operating system design!
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B A Brief History of Linux and Red Hat
B.1 What is Linux?
Back in August of 1991, a student from Finland began a post to the comp.os.minix
newsgroup with the words:

Hello everybody out there using minix -

I’m doing a (free) operating system (just a hobby, won’t
be big and professional like gnu) for 386(486) AT clones.

The student was Linus Torvalds, and the "hobby" he spoke of eventually became what
we know today as Linux.

A full-featured POSIX-like operating system, Linux has been developed not just by
Linus, but by hundreds of programmers around the world.

This massive, world-wide development effort is largely uncoordinated. Sure, Linus
calls the shots where the kernel is concerned, but Linux is more than just the kernel.
There’s no management infrastructure; a student in Russia gets a new motherboard,
and writes a driver to support a neat feature the motherboard has. A system adminis-
trator in Maryland needs backup software, writes it, and gives it away to anyone that
needs it. The right things just seem to happen at the right time.

And Linux can be obtained for absolutely no money. That’s right: Most of the soft-
ware is available (at no charge) to anyone with the time and inclination to download
it. But not everyone has that much time…

B.1.1 What is Red Hat Linux?
Enter a group of programmers based in North Carolina. Their goal was to make it
easier for people to give Linux a try. Like many other such groups, their approach
was to bundle all the necessary bits and pieces into a cohesivedistribution , relieving
"newbies" from some of the more esoteric aspects of bootstrapping a new operating
system on their PCs.

However, unlike other distributions, this one was fundamentally different. The dif-
ference? Instead of being a snapshot of a hard disk that had a working copy of Linux
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on it, or a set of diskettes from which different parts of the operating system could be
dumped, this distribution was based onpackages.

Software development in the Linux world is fast-paced, so new versions of old soft-
ware come out continually. With other distributions, upgrading software was painful
-- a complete upgrade usually meant deleting everything on your hard drive and start-
ing over.

Each package provided a different piece of software, fully tested, configured, and
ready to run. Want to try a new editor? Download the package and install it. In
seconds, you can give it a try. Don’t like it? Issue a single command, and the package
is removed.

If that was all there was to it, this distribution would be pretty nifty. But being pack-
age-based meant there was one additional advantage:

This Linux distribution could be easily upgraded.

By now you’ve probably guessed that the group of programmers in North Carolina
is Red Hat, and the package-based distribution is Red Hat Linux.

Since Red Hat Linux’s introduction in the summer of 1994, Linux and Red Hat have
grown by leaps and bounds. Much has changed; support for more esoteric hardware,
huge increases in reliability, and the growing use of Linux by companies around the
world.

But much still remains the same. Linux is still developed by people world-wide;
Linus is still involved. Red Hat is still headquartered in North Carolina; still trying
to make Linux easier for people to use.

And Red Hat Linux is still package-based; always has been, always will be.

Since the release of version 4.0, Red Hat Linux runs on three leading computing plat-
forms: Intel compatible PCs, Digital Alpha computers, and Sun SPARC equipment.
Our unified source tree and the benefits of RPM (RPM PackageManager) technol-
ogy enable us to deploy Red Hat Linux for each platform with a minimum of effort.
This, in turn, enables our users to manage and port software between these platforms
as easily as possible.



Section B.1:What is Linux? 413

We make Red Hat Linux available by unrestricted FTP from our site and many mir-
ror sites on the Internet. Red Hat Linux is also available on CD-ROM. For current
information on our product offerings and links to other Linux resources please check
Red Hat’s website at http://www.redhat.com.

On most systems, Red Hat Linux is easy to install; the installation program can walk
you through the process in as little as 15 minutes. The system itself is very flexible.
With RPM, you can install and uninstall individual software packages with minimal
effort.

Because ofRPM, Red Hat Linux is also easy to maintain -- package installations can
be verified and corrected, and packages can be installed and uninstalled simply and
reliably. Furthermore, Red Hat Linux is easy to administer. Included are a rich set
of administrative tools which reduce the hassle of everyday system administration.
Complete source code is provided for the freely distributable components of the sys-
tem.
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C DOS to Linux Cheat Sheet
Many Linux commands you type at a shell prompt are not that different from the
commands you would type either in MS-DOS or in Windows (from the MS-DOS
prompt). In fact, some commands are identical.

C.1 DOS and Linux Commands
What follows are some common commands used at the MS-DOS prompt in Windows
9x, and in Linux, as well as a basic example of how the command is used at the Linux
shell prompt. Note that these commands usually have a number of options. To learn
more about each command, read its associated man page (for example, typeman ls
at the shell prompt to read about thels command).

Table C–1 Similar Commands

Command’s
Purpose MS-DOS Linux Basic Linux Example

Copies files copy cp cp thisfile.txt
/home/ thisdirectory

Moves files move mv mv thisfile.txt
/home/ thisdirectory

Lists files dir ls ls

Clears screen cls clear clear

Closes prompt
window

exit exit exit

Displays or sets
date

date date date

Deletes files del rm rm thisfile.txt

"Echoes" output
on the screen

echo echo echo this message



416 Appendix C:DOS to Linux Cheat Sheet

Command’s
Purpose MS-DOS Linux Basic Linux Example

Edits files with
simple text editor

edit pico 1 pico thisfile.txt

Compares the
contents of files

fc diff diff file1 file2

Finds a string of
text in a file

find grep grep this word or phrase
thisfile.txt

Formats a floppy format
a: (if
floppy’s
in A: )

mke2fs
(or
mfor-
mat 2)

/sbin/mke2fs /dev/fd0
(/dev/fd0 is the Linux equivalent
of A: )

Displays
command help

com-
mand
/?

man3 man command

Creates a
directory

mkdir mkdir mkdir directory

Screens through a
file

more less 4 less thisfile.txt

Renames a file ren mv mv thisfile.txt that-
file.txt 5

Shows your
location in the
file system

chdir pwd pwd

1 Pico is a simple text editor; other editors you can use in place ofpico includeemacs andvi.
2 This formats a disk for the DOS filesystem.

3 Or you can useinfo for some commands.
4 You can also anotherpager, calledmore , to scroll through a file a screen at at time.
5 Themvcommand serves double-duty, because it can both move a file and, if you want to rename a file in the
same directory, you "move" that file to the same directory with a new name, as in this example.
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Command’s
Purpose MS-DOS Linux Basic Linux Example

Changes
directories with
a specified path
(absolute path)

cd
path-
name

cd
path-
name

cd /directory/directory

Changes
directories with
a relative path

cd .. cd .. cd ..

Displays the time time date date

Shows amount of
RAM and use

mem free free

C.2 Different Paths
You’ll notice other slight differences between the two operating systems, as well.
Here is one of the more common examples:

C.2.1 Pathnames
A pathname shows you where you are, or conveys to the system which directory you
want to go to. Briefly, the difference between stating the pathname is\ or / when
you’re typing in the pathname.

For example, to navigate to a directory from the MS-DOS prompt, you would type

cd \ thisdirectory \ thisdirectory

To move to a directory (using absolute pathnames) in Linux, you would type

cd / thisdirectory / thisdirectory
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