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1. Introduction

In today’ s businesses, dectronic communication is a centra part of the everyday flow of
information, and privacy isatop priority. Whether your company conducts sales over the
Internet or hosts a company-specific network, you want to know that your
communications are safe from unauthorized interference.

For information exchange between servers and client browsers and server-to-server, |oad
balancing devices and SSL accderators, Secure Server IDs from VeriSign, Inc. have
become recognized as the bottom line in security. Working with the Secure Sockets
Layer (SSL) protocol for encryption, Secure Server 1Ds protect businesses againgt site
gpoofing, data corruption, and repudiation of agreements. They assure customersthet it is
safe to submit persond information, and provide colleagues with the trust they need to
share sengtive business information.

For companies with multiple servers and load balancing devices in their network,
VeriSign now offers the option of locally managing your own Server IDs with OnSite for
Secure Server IDs. If you need to secure five or more servers, enrollments and
cancellations can become cumbersome when managed one by one. With OnSite for
Secure Server 1Ds, you save money by purchasing your Server IDs in bulk, then save
time by issuing your own IDs to servers and load baancing devices within your
organization. Y ou can customize your end-user support to meet your company-specific
needs, and integrate your server and client security systems. With OnSite for Secure
Server IDs, VeriSign provides the technical tools and back-end support you need, while
an administrator at your Site manages your secure hetwork from day to day. In other
words, you get Veri Sign-strength security within your own control.

This paper provides you with a basic introduction to Digita ID technology and Server
IDs from VeriSign. It then describes the reasons that you would want to consider OnSite
for Server IDs as an dternative to one-by-one purchasing. Findly, it will present the
features you can expect if you decide OnSite for Server IDs s right for your organization.



2. Security Solutions: The Digital ID System

Given the security risks involved in conducting business ontline, what does it take to
make your Internet transactions and company communications safe? Industry leaders
agree that the answer isthe VeriSign Server ID. VeriSign hasissued over 485,000 Server
IDs. Companies using VeriSign's Server IDs include 90 of the Fortune 100 companies
and dl of the RelevantKnowledge, Inc. Top 20 Commerce Sites.

2.1. What Is a Digital ID?

A Digitd 1D, dso known as adigitd certificate, isthe eectronic equivadent to a passport
or businesslicense. It isa credentid, issued by atrusted authority, that individuas or
organizations can present eectronicaly to prove their identity or their right to access
information.

When a Certification Authority (CA) such as VeriSign issues Digitd IDs, it verifies that
the owner is not claming afdse identity. Just as when a government issues a passport it
is officidly vouching for the identity of the holder, when a CA givesyour busnessa
digitd certificate it is putting its name behind your right to use your company name and
Web address.

2.2 How Do Digital IDs Work?

The solution to problems of identification, authentication, and privacy in computer-based
sysemsliesin thefied of cryptography. Because of the non-physica nature of eectronic
communication, traditiona methods of physcaly marking transactions with ased or
sgnature are usaless. Rather, some mark must be coded into the information itself in
order to identify the source and provide privacy against eavesdroppers.

One widdly used tool for privacy protection iswhat cryptographers call a“ secret key.”
Log-on passwords and cash card PINs are examples of secret keys. Consumers share
these secret keys only with the parties they want to communicate with, such asan on-line
subscription service or a bank. Private information is then encrypted with this password,
and it can only be decrypted by one of the parties holding that same password.

Despite its widespread use, this secret-key system has some serious limitetions. As
network communications proliferate, it becomes very cumbersome for users to creste and
remember different passwords for each Situation. Moreover, the sharing of a secret key
involves inherent risks. In the process of transmitting a password, it can fdl into the
wrong hands. Or one of the sharing parties might use it maicioudy and then deny all
action.

Digitd 1D technology addresses these issues because it does not rely on the sharing of
secret keys. Rather than using the same key to both encrypt and decrypt data, a Digita
ID uses amatched pair of keys, which are unique complements to one another. In other
words, what is done by one key can only be undone by the other key in the pair.



In thistype of key-pair system, your “private key” getsingalled on your server and can
only be accessed by you. Your “public key” getswiddy distributed as part of aDigitd
ID. Customers, partners or employees who want to communicate privately with your
server can use the public key in your Digitd ID to encrypt information, and you are then
the only one who can decrypt that information. Since the public key aone does not
provide access to communications, you do not need to worry about who gets hold of this

key.

Your Digitd 1D tdls customers and correspondents that your public key in fact belongs
to you. Your Digitd ID contains your name and identifying informetion, your public key,
and VeriSign's own digital Sgnature as certification.

2.3 How Do Server IDs Work?

VeriSign Secure Server Digita 1Ds dlow any server to implement the Secure Sockets
Layer (SSL) protocol, which is the standard technology for secure Web-based
communications. SSL capability is built into server hardware, but it requires aDigita
ID in order to be functiond.

With the latest SSL. and a Secure Server Digitd 1D, your Web ste will support the

following functions

- Mutual Authentication. The identity of both the server and the customer can be
verified so that dl parties know exactly who is on the other end of the transaction.
Message Privacy. All traffic between the server and the customer is encrypted using a
unique “session key.” Each sesson key is only used with one customer during one
connection, and that key isitsalf encrypted with the server’ s public key. These layers
of privacy protection guarantee that information cannot be intercepted or viewed by
unauthorized parties.
Message Integrity. The contents of al communications between the server and the
customer are protected from being dtered en route. All those involved in the
transaction know that what they’re seeing is exactly what was sent out from the other
Sde.



The diagram below illustrates the process that guarantees protected communications
between a server and adlient. All exchanges of Digitd 1Ds hagppen within a matter of
seconds and appear seamless to the client.
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All of thistechnology trandates to online communications that are safe for you and

your customers. End users know exactly who they are deding with and fed comfortable
that the information they send is not falling into unknown hands. Y ou know thet your
server is recelving accurate transmissions that have not been tampered with or viewed
en route.

2.4 What Do End-Users See?

Both the Netscape Navigator and the Microsoft Internet Explorer browsers have built-in
security mechaniams to prevent users from unwittingly submitting sengtive information
over insecure channels.

If auser tries to submit information to an unsecured Site, the browsers will, by defaullt,
show awarning such as the following:
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By contradt, if auser attempts to submit information to a Ste with avdid Digita 1D and
an SSL connection, no such warning is sent. Furthermore, both the Microsoft and
Netscape browsers provide users with a podtive visua clue that they are at a secure Site.
In Netscape Navigator 3.0 and earlier, the key icon in the lower left hand corner of the
browser, which is normally broken, is made whole. In Netscape Navigator 4.0 and |ater,
aswdl asin Microsoft Internet Explorer, the normally open padlock icon becomes shut,
as shown below:
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For more information, users may visudly inspect the Ste s Digita 1D by double dicking
on the security icon. They will then see adisplay like the following:

[I: View A Certiicate - Netscape.
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This Digitd 1D display establishes that the site (webtrust.resource-marketing.com) redly
does belong to Resource Marketing, Inc. of Fort Thomas, Kentucky. It also establishes
that VeriSign issued the Digitd ID and is vouching for the Ste'svalidity.

These positive visud cues only occur if the Ste hasavdid digitd certificate, issued by a
Certificate Authority thet is trusted by the browser. Technicdly, thismeansthe CA’s
public key must be listed in the browser’ s directory of trusted roots. VeriSign's public
keys are bundled with 98 percent of dl of the browsersin use today.

By contradt, if aste has a certificate issued by an untrusted authority, the browser will
digolay awarning such as the following:

#% Mew Site Certificate - Netzcope

www.resource-marketing.com is a site that uses encryption to
protect iransmitied information. However, Netscape does not
recognize the authority who signed its Certificate.

Smilarly, if asteisfdsfying itsclam to a certificate (e.g. if www.hacker.com triesto
use a certificate for www.bookstore.com), the user will dso recelve awarning, such as
the fallowing:

Security Alert | x|
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The certificate you are viewing does not match the name of the ste you
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When you inddl aVeriSign Digitd 1D on your server and enable SSL, your customers
and partners see clearly that they are operating in a secure environment.

3. The Needs of Your Organization

Once you have decided to invest in the peace of mind that comes with VeriSign

Server IDs, you will need to decide whether one-by-one purchasing or OnSite for Server
I Ds meets the needs of your organization. Following are severa factors you should
consder.



3.1 The Size of Your Network

If your company will be hosting 5 or more servers within the next year, you are a good
candidate for OnSite for Server IDs. Y ou can begin with 5 Server IDs and the
adminigrator’ s kit. This should meet your current needs plus your renewals for later in
the year. Y ou will save money through abulk discount, while increasing efficiency
ggnificantly by diminating the need to enroll and pay separately for eech Server ID.

3.2 Change Within Your Network

If you want the ability to expand, reduce, or restructure your network with no hasde,
OnSite for Server IDsisthe answer. With one-by-one purchasing, each addition, renewd,
or cancellation of a secure server must go through VeriSign's service center. Each Server
ID requires 3-5 business days to be issued and must be paid for with a separate credit
card processing or purchase order. When you purchase in bulk through OnSite for Server
IDs, your OnSite administrator can issue and cancel Server IDs ingtantly, giving you
superior control of your operations, especidly in critical times.

3.3 Cross-Departmental Coordination
If severa groups within your organization are likely to work with secure servers, OnSite
for Server IDswill smplify and enhance your information system management.

When server hosts from each department apply separately for Server IDs from
VeriSign, the result can be disorganization, compromising both the efficiency and
integrity of your network’ s security. A department might “reinvent the whed” that has
dready been invented within the company, or dternatively a group might assumethat a
given security issueis being handled e sewhere and thusfail to addressit. With one
adminigrator distributing Server 1Ds as the need arises, you reduce the possibility for
overlap or lgpse in the security of your €ectronic communications.

3.4 The Needs of Your End Users

Would your end users benefit from a Web and e-mail interface that is designed for their
gpecific use? With OnSite for Server IDs, you have the option of customizing the
enrollment forms and support pages your users see. With one-by-one management, each
person hosting a secure server interacts with the VeriSign system for enrollment, renewal
and cancdlation. This interface, while straightforward and user-friendly, is designed for
generd use with any server.

If you purchase your Server IDsthrough OnSite, your package includes VeriSign's
enrollment and support screens, but you aso have the option of customizing or cregting
your own pages. Y ou can provide instructions specific to your server software, your
organizationd structure, or other company specifics. Y ou can design the look and fed to
match the interface your users are comfortable with, and even integrate it with your
persond Digitdl 1D interface if you use OnSite to issue digital certificates to individuas.



When your users need technical support, they can immediately access the OnSite
adminigrator within your organization. If the problem cannot be addressed locdly, the
OnSite adminigirator can aways contact a member of the support team at VeriSign.

4. The OnSite for Server IDs System

OnSitefor Server IDs s designed to be easly indtaled and administered. The following
features provide the backbone of your network security system.

4.1 The OnSite for Server IDs Administrator

When you use OnSite for Server IDs to manage your secure network, an administrator
within your organization oversees aloca control center to issue Server IDs.

This OnSite Adminigtrator, usng a standard PC with the Netscape Navigator browser,
purchases OnSite for Server IDs from VeriSign and receives the Adminigtrator’'s

Kit. Before issuing the Adminigtrator’ s Kit, VeriSign conducts the necessary background
checks to ensure that your organization is legitimate and has the right to use the domain
names being secured.

The Adminigrator’ s Kit includes al of the software necessary to establish the OnSite
Control Center on the administrator’s PC. It dso includes an optiona smart card reader
and an

OnSite Adminigtrator ID stored on a smart card.

Once the adminigrator’ s kit isingtaled and the Control Center is up and running, you are
ready to start issuing Server 1Ds.

4.2. Instant Enrollment for Server IDs

The locd Control Center allows users within your network to receive Secure Server IDs
without any manud intervention from VeriSign. Since VeriSign has dreedy verified your
company and domain names, the only approva necessary is from the OnSite
Adminigtrator at your organization. The enrollment process goes as follows:

1. A user within your network generates a Certificate Signing Request (CSR) on the
server being secured.

2. The user submits the CSR, aong with the necessary enrollment forms, to the
VeiSgn Digitd ID Center.

3. VeriSign ingantly and automaticaly sends a pending request to the OnSite Control
Center a your organization.

4. The OnSite Adminidirator within your organization validates the user’ s enrolIment
request.

5. VeriSign generates a Server 1D and sendsiit to the user’s e-mail address.



6. The user downloads the Server ID and ingdls it on the server.

All communications with VeriSign occur in protected SSL. sessions and are thus safe for
your company.

5. For More Information

For the strongest, most reliable protection of your client-browser communications,
VeriSign Server |IDs are widely recognized as the industry standard. Server IDs dlow
your Internet site or corporate network to enable SSL encryption, which authenticates
your server and guarantees againg dteration and interception of data.

For Server ID protection on multi-server networks, OnSite for Server |Ds makes
managing your Server | Ds chegper and more efficient, and enhances coordination within
your organization. OnSite for Server IDs provides the options of customized end-user
support, private label certification, and OnSite for issuing digitd certificates to
individuas integration, making it the security system that fits the unique needs of your
compary.

To learn more about OnSite for Server IDs, contact a VeriSign Sales Representative at 1-
650-429-5115. Vist VeriSign on the Web at www.verisgn.com

6. Other VeriSign Solutions

VeriSign OnSite dlows an organization to issue digitd certificates to individuaswithin

its network. These Digital 1Ds can replace password log-on to a company network and
alow your Web ste to control who accessesiits content. Persond Digital 1Ds also make it
possible to send digitaly signed and encrypted e-mail, usng the SMIME (Secure
Multipurpose Internet Mail Extension) protocol.

If your company dready uses OnSite to issue digitd certificates to individuals within its
network, or if you are interested in doing so, you can integrate this system with your
OnSite for Server ID management. The OnSite Adminigtrator’ s Kit gives you the option
of controlling dl 1Ds from one Control Center.
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