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What 1s Wireless?

Transceiver

Devices E

E Application
[ =]

Server

o What IS wireless?
Implications
— Shared transpert mechanismi(air)
— No fixed connection peints
— Requires different appreachitor Security.
+ Wireless not necessarily same:as; Viobile

+ Data vs. Voice



\/iew: of the Market

Separate Networks for
Separate Services
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° Low
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delay
Consistent
availability
and
performance
¢ Reliable
quality of
services

1990
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Service
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and
performance
SLA support
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Internet
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delay
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Next Generation Networks
Next generation networks is one that can combine
voice,data and multimedia traffic over a common IP-
based network, with class-of-service differentiation.

IP Packet

nvergence
> Internet

e Consistent availability and performance
¢ Class-of-service differentiation

¢ Reliable quality of service for each defined traffic type

— Voice

— Data

— Internet access
— Private data

— Wireless

— Wired

2003
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The IP Network

No separate voice and data
networks

No overlay networks for different
services

All wice, data and multimedia
traffic is carried as packets on IP
backbone networks, with
appropriate quality and class of
service for each traffic type
Services implemented on
platforms based on open
technology, which are separate
from the switching and transport
fabric

20---

Revenue from Worldwide Next-Generation Network Services is expected to grow from $74
million in year 2000 to $40 Billion by 2006 ovum :2



Millions

Trends: Wireless Data Devices

30

By 2003, more people will
U.S. wireless data users access the Internet via Wireless
23.9 devices than with PCs

WW mobile device internet access
(IGIC Consulting)
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By 2005, 830 Million wireless 100 |
devices will access the internet

Millions




Market Size

Mega-trend: Wireless Intemet

ik Bill_ion Users Each !

'I-‘l'R LESE<

<

300 Million Users
(WEESS)

"~

L

\3;* 250 Million Users
(Internet)
1998 2005

Source: Cisco, “Mobile Wireless Strategy”, Manoj Goel

20% \Werld Pepulationiis a Moebhile
User by 2005

60% More M-Commerce Users, then
E-Commerce Users by 2005

CAGR of 226% in Mobile E-
Commerce Users between 2000 and
20015

The Mobile Services Market is a
Regional Play with' Eurepe & Asiaiin
the Lead

It'teok 100 years to create 800
millien fixed phone sets, it will take 4
years 1o deulkle moehilerusers irom
800 ter 1600 millienrusers ...

This s Revolution Not Evolution



Trechnol ey Overview

+ Wireless characteristics
Freguency
Analog or Digital medulatien
Range
Mohility: (power and size)



Tlechnolegy. Ovenview

+ Multiple Access Technigues

TDMA
~ Divides channels into time slots
— Hard celling

CDMA
— Code assigned
— Soft celling
— 4 to 7 times capacity ofi TBIVIA
— Less frequency allocation planning
— Lower power reguirements

+ Circuilt vs. Packet data
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Wireless“AN"s

+ Wireless LAN and PAN
802.11hb
Bluetooth
HomeRE
DECT
Infrared
o Wireless MAN and WAN
LMDS and MMDS
Broadband terRemes, especially rural
Current line-ef=Sight limitatiens




Miobile Phone Trends:...

» More functionality, but smalle
» Expectationi is that m next phone will be smaller and
lighter, with longer battery life



... lLnen came Vi essagingi&a VWAL

+ Messaging and Wireless internet access have some
demands

A screen (color for multimedia)
An effective input methed
— ITAPR, T9 type technelegies help (a litle)
— Voice technology — emernging
¢+ SO What are we describing/ here
IS It @ handset, or IS/ it a Compuiter?
Or IS It more than ene device?



\Wireless devices — what arethey?

» Mobile phones g

e E

+» Personal Digital Assistants“(PDAs)




Device Trade Offs

¢ Screen size
+ Black and white

Better power efficiency, good fer messaging
+ Color

Closer to Internet experience, beiter brand association
Multimedia

+ Other needs?

= NOSEIWA
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Flexibility is Key

+ Multiple devices, to suit multiple lifestyle andl business needs
+ Maximize effective real estate of increasingly: smaller handsets

Extend through “seamless™
connections to other devices

Ir Modems
Bluetooth
802.11b

+ Dual or multi device strategy. canl deliver better value tothe
consumer in managing his/her Velce communications device



Application Vlethods

+ WAP




\Wireless A pplication| Proieeo!

+ Similar but incompatible
with wired Internet
protocols

+ Presentation Layer
WML or HODML

¢ Security Layer
WTLS
+ Most WAP gateways
support standard security:
mechanisms
RSA
Diffie-Hellman

X.509 Certificates
(server side)

WWW
HTML
JavaScrip

J Wireless Application Environment (WAE)
WA WML Script

Other Services and
Applications

Session Layer (WSP) |

Transaction Layer (WTP) |
[

Security Layer (WTLS) |

Transport Layer (WDP)

Bearers;
SMS




I-Mode

+ Launched by NTT DoCoMo in 2/99
40,000 subscribers per day.
Approaching 17M total subscrilers

+ Rapidly expanding
N. America (AOL, AT&T Wireless)
Europe (KPN Mobile, Tielecom ltalia)
Asia (Taiwan, Hong Keng)

¢ CHTML

+ Payment model based onl data tiansiened

+ Just announced
S8
Java




Short Message Senvice

+ Short text messages (160 characters)
Typically associated with, but not limited to, GSM networks
Popular in Europe, especially younger users
Universal mechanism that lends itseliito delivery ofi ether infermation
Advantages
Push-oriented
More SMS phones
+ Potential other uses

*
*
*
*



\Where are these Delng| used?

+ Europe
GSM
SMS
Prepay
+ Japan
CDMA
17M i-Moede users, SMIWAP
+ North America
CDMA/TDMA/GSM — teo many/
PDA’s more popular
Wants WW\W-like experience
+ South America
TDMA
Prepay
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WTLé 0 SSL
Iy in the clear

at the carri

Internet




WA P Ferum Proposed Appreact

- - Gateway | |nternet
o Qr :
2 o =SB Application

WTLS

+» Drawbacks
Data in clear behind hehind firewall
Requires gateway at the enternprise
How: will' operator previde senvices



[How do | know yeu' reyeu?

Server Client
Authentication Authentication

1 (now) No No

WTLS Class

2 (now, but limited) Yes No
3 (2002) Yes

+ Client-side certificates not available untl WAP 1.3
How to get the certificate on the device
¢+ Smart cards
SIM
WIM
SWIM
+ Dual slet phenes
Prevents authentication duping digital signature



Encryption Methoads

+ Factors
Sy

- Processing ability




Wireless PKI

+ Wireless PKI
WAP 1.3
Needs to support multiple devices and netwoerks
Small certificates
Single pass validation

Needed for Digital Signatures
— Need standardized legislation between states/countries

REGIStIALIon

<

£

Wireless - L
Network §

12




WPKI T ransaction

Trefsecilon
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Wireless Virtua Privaie Networks

+ Wireless device access to corporate intranets
+ Wired VPNs typically use IPSec (triple DES)
Extremely processor intensive
¢+ Some selutions becoming available
Certicom
— Supports IPSec to previde secure transmission to devices
3Com
— Tunneling approach fer CDMA netwerks



Other Topics of Interest

+ Biometrics
Authentication through Voice, Fingerprint, Retina, others
Voice holds most promise ininear future
Potentially can enable card present transactions
+ Location services
\ery poweriful
Absolutely crucial that user contrels this; information
+ Fraud detection
Usually involves identity fraud
Many techniques already in use today:
s Vinuses

Not much of an issue yet — but will' be major preblem
— Executable code en devices
— Virus enabling functions in WAP: 1.2 (Push, WiTA)
— “Always on” networks
MUust protect the netwerk and gateways, as Wellfas devices



Consumer: Trrust

+ Sufficient security required — not bulletproof
Element of trust

+ From Cahoot Internet Bank

“We will take all reasonable steps torensure that unautherised access to the secure zone
does not occur. Provided you have followed the reguirements set out in this condition
(3d), we will accept liability for any. 10ss yeu suffer as a result of any unauthorised
access to the secure zone.”

+ From Direct Debit
“If an error is made by us or your bank, you are entitled to a full refund”

+ From NatWest Credit Card
“Lost or Stolen Card?
Phone straightaway (0113)277 8899 — 24:heurs

Your maximum liability will be £25, unless the cardiis misused with your consent or you
have acted with gress negligence.”




Consumer: Mistrust

+ From unnamed European network operator
“What to do iffyour SIM Card is lost, stolen or damaged

12.2 You must inform us immediately if the SIM Card supplied to you is lost, stelen or
damaged. You will remain liable for allilCharges incurred until you doiso. We will send
you a replacement SIM Card as soon as reasonably practicable, but we resenve the
right to charge you for doing so.”




[Future Directions

+ Standards consolidation needed

WAP Forum Global Mobile Commerce
MeT Forum

PKI Forum Mobey Forum

Radicchio Mohile Electronic Signature
SIM Alliance Consortium

IETF ITU

+ No “killer app” - Fragmented market
+ Dynamic content
s+ Multimedia
Video, music
s IPV6

Virtually unlimited IP addresses
Better suited for mohile environment (Mebile 1P \ollP)
Wil play major rele in' 3G, but stillfbeing defined
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