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Comments on the Draft Legislation of the Republic of Indonesia

“The Utilization of Information Technology”

February 2002
We appreciate the opportunity to review and comment upon the  draft Indonesian cyberlaw.  The authors of the draft must be congratulated for launching this important effort toward resolving some of the key issues in Internet and e-commerce policy.  The draft touches on many important issues and has a number of positive elements.  However, the law as currently drafted also raises some serious questions.  In this memo, we focus on a few provisions that merit further consideration and recommend several improvements that we believe would more effectively promote development of e-commerce and foster growth of the Internet in Indonesia, 

The draft legislation covers a wide range of topics

· Chapters I and II set forth definitions, principles and objectives for the legislation.  

· Chapter III discusses the respective roles of the government and the “community.”

· Chapters IV, V and VI address issues arising from electronic transactions in general, and specifically set forth a basic framework for acceptance of electronic documents in commerce, banking,  and government.

· Chapters VII, VIII and IX address the issues of domain names, intellectual property, individual rights, and ISP liability.

· Chapter X briefly addresses taxation.

· Chapter XI sets forth dispute resolution mechanisms for both class action lawsuits and individual lawsuits arising from utilization of information technology.

· Chapter XII addresses jurisdiction issues.

· Chapters XIII and XIV cover criminal law and procedure issues arising in with respect to computer systems.

In these comments, we will focus on Chapters IV, VII, VIII, IX and XI. This analysis is based on the English translation that is attached to the end of this memo.  In cases where the analysis seems to misinterpret the draft law, the reader should compare the translation with the official text of the draft law.

Introductory Comments

A dilemma faces most developing countries seeking to amend their laws to create the legal framework for e-commerce: laws affecting the Internet must be detailed and specific enough  to afford certainty to businesses, consumers and investors, but at the same time not so specific as to create a regulatory straightjacket.  Several principles should guide policymakers in avoiding either prong of this dilemma:  

· Legislation should be “technology neutral” –  it should not favor one technology solution over another.  

· As framework legislation is adopted, it should be made clear the absence of detailed legislation or implementing regulation does not prevent entrepreneurs from commencing business operations – that is, innovation, competition, and business start-up should not have to wait for detailed implementing regulations to be issued by the government.  

· Internet policy should include a mix of –

· government regulation, 

· business self-regulation through the development of standards and guidelines, 

· competition and market-driven solutions; and 

· user control of technology and user access to information.  

In countries where it has flourished most, the Internet is a relatively unregulated medium that operates in a legal context  that supports competition, protects consumers, and enforces contracts through a legal system based on transparency and open access.

Chapters IV -- E-Commerce

--
Article 6

Article 6 sets forth some basic rules for electronic commerce, starting with the sound principle that e-commerce should be governed by  the same rules as other forms of trade.   It also states that those engaging in e-commerce are entitled to obtain correct information about --

· the terms of a contract entered into online; 

· the manufacturer;

· and the product offered.

Recommended clarification: the reference to the “manufacturer ” should be expanded to include all online merchants, including those engaged in sales of products made by others and those offerings services as well as products, and the reference to the “product” should be expanded to include services. 

--
Article 7 

Article 7 provides for the establishment of a system for certifying the reliability of businesspersons engaged in electronic commerce.  It appropriately authorizes the establishment of a “Reliability Certifying Body ” by either the government or private sector entities.  It is not clear whether the draft intends that there be only one such body or if there could be several, serving different sectors or purposes.  

Recommendation: Since e-commerce is still evolving, there are good arguments in favor of allowing establishment of multiple certifying bodies, including private sector bodies, with differing standards, and letting the marketplace determine what works best.

Article 7 does not set out details about the structure, powers and procedures of the “Reliability Certifying Body.”   Instead, it empowers the President to regulate the establishment of such a body by decree. From the language in the draft, it seems that this authority extends even to self-regulatory bodies established by the community. We caution that the language of Article 7 is so open-ended that it could result in regulations establishing a rigid certifying system that could serve as a barrier to the development of e-commerce in Indonesia. 

Recommendation: It may be preferable to allow industry self-regulatory bodies to develop on their own without government intervention. If experience shows that this is inadequate, then the government could step in to fill the gap. 

Different considerations apply to the establishment of a governmental certifying body, if that option is chosen.  The main concerns with a governmental regulatory body are that it would impose unreasonable requirements unsuited to the needs of e-commerce and that entrepreneurs would have no procedural rights and no ability to challenge decisions of the certifying body.  Conversely, if the body has no enforcement powers, its certifications could be misrepresented.  These issues should not be left to Presidential decree.  

Recommendation: Set forth in greater detail  the structure, powers and procedures of any governmental certifying body.

--
Article 8 

Article 8 seeks to give legal force to electronic documents and digital signatures. This provision appears to be  based at least partly on the model e-commerce law drafted by the United Nations Commission on International Trade Law (UNCITRAL).* The UNCITRAL law offers an appropriate model for Indonesia in developing a framework for e-commerce.  It provides the balanced mix of structure and flexibility necessary to create the market environment that is most likely to promote e-commerce. 

Article 8(1) of the draft Indonesia law provides that “electronic documents possess a legal force as document of evidence and has the same legal effects as those of the other written documents.” If our translation is accurate, the language of Paragraph (1) may suggest that electronic documents are automatically admissible as evidence and binding as contracts without further scrutiny. 

In contrast, Article 9 of the UNCITRAL model law provides that 

“(1) In any legal proceedings, nothing in the application of the rules of evidence shall apply so as to deny the admissibility of a data message in evidence:

(a) on the sole ground that it is a data message; or

(b) if it is the best evidence that the person adducing it could reasonably be expected to obtain on the grounds that it is not in its original form.

“(2) Information in the form of a data message shall be given due evidential weight.  In assessing the evidential weight of a data message, regard shall be had to the reliability of the manner in which the data message was generated, stored, or communicated, to the reliability of the manner in which the integrity of the information was maintained, to the manner in which its originator was identified, and to any other relevant factor. ”

Rather than vesting electronic documents wholesale with authority, under the UNCITRAL model an electronic document must still be assessed as to its authenticity and reliability.

Recommendation:  It would be better to more closely track the language of Article 9 of the UNCITRAL model.

Paragraph (2) of Article 8 addresses the legal standing of digital signatures or electronic signatures, stating that they have the same legal force and legal effects as written signatures.  Again, this provision may suggest that electronic signatures and digital signatures are automatically binding.  In contrast, Article 7 of the UNCITRAL model law states: 

“Where the law requires a signature of a person, that requirement is met in relation to a data message if:

(a) a method is used to identify that person and to indicate that person's approval of the information contained in the data message; and 

(b) that method is as reliable as was appropriate for the purpose for which the data message was generated or communicated, in the light of all the circumstances, including any relevant agreement [between the parties]. ”

Recommendation: The UNCITRAL Model may better afford the necessary flexibility.  It recognizes that electronic signatures or digital signatures are to be evaluated based on the purpose for which they are used and the reliability  of the particular technology used and its application in the specific case.

--
Article 9 

Paragraph (2) of Article 9 provides that “an electronic document shall be declared legal if it uses a crypt system or other secured systems which are accountable pursuant to the development of information technology. ”  It is not clear how this relates to Article 8(1), which seems to say that all electronic documents have legal effect even if not based on a cryptographic system.  It may be that the intent of the Indonesia draft is to follow a two-tiered approach such as that adopted by the European Union, under which a digital signature based on cryptography is afforded a higher legal status.

Recommendation:  The intent and meaning of Paragraph (2) needs to be clarified.

Article 9 also addresses one of the most complex issues in e-commerce: the issuance and registration of digital certificates that serve to authenticate a n electronic document by linking it to a particular party known to the issuer of the certificate .  As technology now stands, this process most frequently involves the use of public key cryptography, an advanced form of encryption that relies on public-private pairs of keys.  The certificate authority certifies that a particular public key is associated with a particular user; the level of certainty with which this linkage is asserted can vary, depending on the nature of the online and offline verification conducted by the certifying entity.  The system for certifying keys and making them available to users is known as a public key infrastructure (PKI).  

--
Background on the e-signature certification process

Setting up a PKI is a complex task. Whether the government should have a role in the PKI and certificate process is an extremely difficult policy question. In general, GIPI recommends that government not serve as the certification authority. Neither of the primary international models (the UNCITRAL Model and the European Union Directive on electronic signatures) endorses a role for governments in registering, keeping, or verifying certificates. 

The EU Directive –

· states that an electronic signature may not be denied legal effectiveness and admissibility as evidence solely on the ground that it is not based on a qualified certificate.  Instead, the Directive creates a presumption of admissibility for advanced electronic signatures that are based on a qualified certificate, but allows parties to prove that non-approved certificates are valid;

· recommends the adoption of voluntary accreditation schemes managed by the private sector.  

The US also does not regulate certificate authorities at all and has experienced the development of a vibrant B2B and B2C marketplace, where innovation proceeds without government slowing it down. 

The Internet Law and Policy Forum in 1999 convened a group of international experts on the subject of in Brussels.  The experts recommended that standards for use of electronic authentication methods or technologies should be market-driven to meet user needs.  Governments, they concluded, should avoid laws that force the private sector to designate a particular technology for electronic authentication.  Standards should evolve in response to needs in the commercial market, not by the requirements of government.  http://www.ilpf.org/events/intlprin.htm.

We are aware of no evidence that a government regulatory approach to digital certificates promotes e-commerce.  To the contrary, for a country at the early stages of the development of e-commerce, a complex government regulatory scheme for certificate authorities seems particularly inappropriate, for it could stifle local development of certificate services while also discouraging the offering of services by more established companies from developed countries. 

--
Comment on Article 9's treatment of certificate authorities

Article 9 anticipates the creation of a “Digital Signature Certifying Body” and a “Digital Certificate Registration Authority. ”  The draft is not clear, but it seems to assume that these will be governmental entities and that there will be only one certifying body and only one registration authority.   Paragraph (5) provides that the establishment of the certifying body and the registration authority shall be regulated by virtue of a Presidential decree.

As suggested above, this reliance on government regulation could end up discouraging rather than promoting the development of a PKI infrastructure that would support e-commerce in Indonesia.

Recommendation: Article 9 should be reconsidered.  If it is determined that the government should serve as the Digital Signature Certifying Body, it is important to-- 

· clarify in greater detail the legal framework within which the entity will operate;

· state as a matter of policy that the certifying process shall aim for global interoperability;

· recognize the ability of business to agree among themselves to use certificates not approved by the certifying body (“freedom of contract”);

· give mutual recognition to certificates issued by foreign concerns;

· permit the use of technologies and services not certified by certifying body, if the user can demonstrate that they otherwise meet the needs of the situation.

--
Article 10 

Paragraph (1) of Article 10 provides that “electronic transactions which are expressed by means of electronic contract shall be binding and have legal force as a contract. ”  This provision actually accords higher authority to electronic documents than paper ones, as it renders them binding and having legal force as a contract without scrutiny.  

Recommendation:  A preferable way to provide for the authority of electronic contracts may be based more closely on Article 11 of the UNCITRAL model, which states: “In the context of contract formation, unless otherwise agreed by the parties, an offer and the acceptance of an offer may be expressed electronic transactions which are expressed by means of electronic contract shall be binding and have legal force as a contract. ”

Chapter VII – Domain Names

Article 17 provides in general terms for the establishment of an agency for the registration of domain names, stating that further provisions for management of the domain name shall be regulated by government regulation.   We assume that this Article concerns the management of “.id, ” the Top Level Domain for Indonesia (ccTLD).

Regulation of domain name registries should be based upon the following key principles:

· The ccTLD manager must be devoted to serving the needs of users, current and future.

· Decision-making on domain name allocation, fees, registration practices and other matters should be open and transparent

· Policies should be non-discriminatory and publicly posted

· The manager should have in place mechanisms for public awareness, effective representation and accountability to user interests

· The management of the ccTLD should support public service objectives – e.g., encourage Internet access, diversity, usability, education, and affordability; protect privacy and free expression; and promote the democratic potential of the Internet.

Recommendation: Article 17 should be amended to set forth the public policy principles that will guide management of the ccTLD.

Chapter VIII – Intellectual Property Rights and the Rights on Confidential Information in Information Technology Activities

Chapter VIII addresses, in a few short provisions, the extremely complex issue of intellectual property.  It probably is not sufficiently detailed to resolve very many concerns.  Article 18 attempts to establish protection for data compilation; however, it seems to blur the distinction between compilations as defined in the Berne Convention (“collections of literary or artistic works such as an encyclopaedia and anthologies which, by reason of the selection and arrangement of their contents, constitute intellectual creations . . .”) and compilations of facts.  

Recommendation: As a starting point, it would be useful to clarify the coverage of Article 18, limiting it to works covered by the Berne Convention.

Chapter IX – Protection of Individual Rights

Article 22 of Chapter IX appropriately recognizes and addresses the heightened concern raised by the collection of data from children.

Article 23 relieves Internet Service Providers of liability for transmission of content that may violate criminal or civil law.  This is consistent with developing international norms, including law in the United States and Europe.

Article XI – Dispute Settlement

Articles 25 and 26

Article 25 states that “The community may carry out class action against any party that abuses information technology which can harm the community. ” Article 26 provides that individuals and enterprises can institute legal proceedings against another party that illegally utilizes information technology which inflicts losses.

These provisions raise several questions.  First, it is not clear what is the difference between Article 25 and Article 26, except that Article 25 authorizes class actions while Article 26 authorizes individual actions.  If that is the only difference, then it is not clear why somewhat different language is used – assuming our translation is accurate, Article 25 covers situations where a party “abuses information technology which can harm the community, ” while Article 26 addresses situations where a party “illegally uses information technology which inflicts losses.”  What is the difference?

Second, it is not clear why either provision is necessary.  Under the principle of technology neutrality, what is illegal offline should already be illegal online, while conversely there are very few cases where behavior would be illegal online but not illegal offline.  If the law of Indonesia already recognizes class actions against those who harm the community, that law should apply to actions that involve use of information technology. 

Third, Article 25 is very broad.  The provision does not specify what it means to  “abuse information technology” nor does it define “harm [to] the community.”  (Article 26 is limited to situations in which a party “illegally uses information technology which inflicts losses.”  Such broad and undefined language in a provision authorizing class action lawsuits will inevitably create great uncertainty for businesses, entrepreneurs, and civil society organizations, stifling innovation.

Article 27

Article 27 states that a judge, upon the plaintiff's request, may issue an order discontinuing a defendant's utilization of information technology which inflict losses on other parties during the investigation process, to prevent bigger losses.  Injunctive relief of this sort is appropriate, but it should not be exercised except upon a finding that the plaintiff is likely to prevail on the merits.

Recommendation:  Article 27 should be amended to make it clear that an injunction can be issued only to prevent irreparable loss and upon a showing that the plaintiff is likely to prevail on the merits of his claims.

CONCLUSION

The draft cyberlaw represents an ambitious effort to develop a framework for electronic commerce and Internet development in Indonesia. Clarification of various provisions will be useful to stimulate Indonesia's full use of electronic networks and participation in cross border e-commerce and communications.  The Global Internet Policy Initiative is prepared to offer further comments and analysis to assist in this important undertaking.  If it would be useful, GIPI will also endeavor to prepare separate comments on provisions of the draft law not covered in this memorandum.

For more information, contact: Mas Wigrantoro Roes Setiyadi, GIPI Indonesia, Country Coordinator, maswig@internews.or.id 

Appendix

For non Indonesian, please refer to our translation of the draft of Law on The Utilization of Informaion Technology bellow.

THE REPUBLIC OF INDONESIA

L A W

NUMBER ..…..…YEAR ….……

ON 

THE UTILIZATION OF INFORMATION TECHNOLOGY

WITH THE BLESSINGS OF GOD THE ALMIGHTY

PRESIDENT OF THE REPUBLIC OF INDONESIA,

Considering: 
a. that information technology has developed very rapidly, and consequently it has brought about changes in human activities in various fields which directly affect the birth of new forms of legal actions;

b. that information globalization has placed Indonesia as part of the world information community; therefore it is necessary to establish legislation on the utilization of information technology at the national level as a response to the development taking place at both the regional and international level;

c. that the activities to utilize information technology should be developed further without neglecting the nation’s unity and solidarity and fair law enforcement; therefore violations related to the utilization of information technology can be avoided through the application of uniformity in principles and legislative regulations;

d. that the utilization of information technology plays an important role in promoting the national trade and economy in the framework of facing the globalization so that it is necessary to take concrete measures to direct the utilization of information technology so that it can really support the national economic growth to achieve the social welfare;

e. that it is necessary for the Government to support the development of information technology as well as legal facilities and its legislation so that the activities in the utilization of information technology can be carried out safely by minimizing the negative effects as much as possible; 

f. that based on the foregoing considerations stated under points a, b, c, d, and e, it is deemed necessary to stipulate the Law on the Utilization of Information Technology.

In view of : 
Article 5 paragraph (1), Article 20 paragraph (1) of the Second Amendment to 1945 Indonesian Constitution, Article 33 of 1945 Indonesian Constitution.

Upon the approval of 

THE HOUSE OF REPRESENTATIVES 

 THE REPUBLIC OF INDONESIA

HAS DECIDED:

To stipulate: THE LAW ON THE UTILIZATION OF INFORMATION TECHNOLOGY 

CHAPTER I

GENERAL PROVISIONS

Article 1

Under this Law what is referred to as: 

1. Information technology shall be techniques to collect, prepare, store, process, announce, analyze, and disseminate information. 

2. To access is to enter, give instruction or carry out communication by means of logics, arithmetic, or memory function of the computer, computer system, or computer network.

3. Sender is someone who sends, forwards, stores, or distributes each electronic message or have each electronic message sent, stored, or distributed to other people. 

4. Recipient is someone who receives or who is meant to receive electronic data from the sender.

5. Undertaking Body is an individual company or a joint venture, whether it is a legal body or not. 

6. Digital signature or electronic signature is an identification which functions as legalization by the user through electronic method or other methods which have been stipulated.

7. Information technology community participation institute is an institute of community participation which is established as a means to convey thoughts and viewpoints developing in the community regarding the utilization of information technology and its effects to the community life and the national interest. 

8. Digital signature certificate is a certificate issued by a digital signature certifying body based on the prevailing provisions. 

9. Digital Signature Certifying Body is an agency authorized to issue a digital signature certificate. 

10. Reliability Certificate is a certificate issued by a Reliability Certifying Body and a Banking Certifying Body based on the prevailing provisions. 

11. Reliability Certifying Body is an agency authorized to audit and issue a Reliability Certificate on a business practitioner with regard to his retail trade activities conducted through the internet. 

12. Banking Certifying Body is an agency authorized to audit and issue a Reliability Certificate on a bank which conducts business in the utilization of internet for banking activities.

13. Computer is any electronic, magnetic, or optical data processor, or a system which carries out the function of logics, arithmetic, and storage. 

14. E-commerce is any trade of either goods or service conducted through the computer network or other electronic media.

15. Electronic transaction is any transaction conducted through the computer network or other electronic media.

16. Electronic document is any information which is made, forwarded, sent, received, or stored in magnetic or optical media, computer memory or other electronic media.

17. Electronic contract is an agreement drawn up in the electronic document or other electronic media.

18. Access code shall be numbers, symbols, or the combination of both which serve as the key to access the computer, computer system, computer network, internet, or other electronic media.

19. Domain name is the internet address of someone, an association, an organization, or an undertaking body, which can be used to communicate through internet.

CHAPTER II

PRINCIPLES AND OBJECTIVES

Article 2

Information technology activities shall be carried out based on the principle of utility and partnership by giving priority to the national interest, unity and solidarity, respecting public order, morality, and observing ethics.

Article 3

The legislation on the utilization of information technology shall be carried out with the objective to: 

a. Supporting the national unity and solidarity and to educate the nation as part of the world information community; 

b. Supporting the development of national trade and economy in the framework of improving the social welfare and increasing the national economic growth; 

c. Supporting effective communication by optimally utilizing information technology to achieve justice and legal certainty; 

d. Giving as many opportunities as possible to everyone to develop their ideas and capability in the field of information technology in a responsible manner in the framework of encountering the development of the world information technology; 

CHAPTER III

THE ROLES OF THE GOVERNMENT AND THE COMMUNITY

Article 4

(1) The Government supports the utilization of information technology by involving the role of the community as much as possible.

(2) The support as referred to under paragraph (1) is aimed at improving the administration of information technology which includes the stipulation of the policy, arrangement, and supervision and it is carried out comprehensively and integratedly by considering the ideas and viewpoints developing in the community as well as the global development.

(3) The role of the community as referred to under paragraph (1) in the form of conveying ideas and viewpoints developing in the community regarding the utilization of information technology and its effects on the community life and the national interest. 

Article 5

(1) The implementation of the community participation as referred to under Article 4 can be conducted by information technology community participation agency established for that purpose. 

(2) The community participation agency which is established also has the coordination, consultation, and mediation functions. 

(3) The members of the agency as referred to under paragraph (2) consist of individuals or undertaking body operating in the field of information technology.

(4) The provision regarding the establishment of the agency as referred to under paragraph (2) shall be regulated by virtue of a Presidential decree.

CHAPTER IV

ELECTRONIC COMMERCE (E-COMMERCE)

Article 6

(1) E-Commerce has the same legal effects as those of trade in general. 

(2) Members of the community has the right to obtain correct information in connection with the terms of the contract, the manufacturer and the product offered through the electronic media pursuant to the prevailing legislative regulations. 

(3) The businesspeople are obligated to carry out their business activities in e-commerce honestly and goodwill. 

Article 7

(1) In the framework of consumer protection Reliability Certification can be carried out to certify a businessperson who conducts e-commerce. 

(2) The Government or the community may establish a Reliability Certifying Body whose function is to provide certification to businesspeople who conduct electronic retail trade.

(3) The provisions on the establishment of a Reliability Certifying Body as referred to under paragraph (1) and paragraph (2) shall be regulated by virtue of a Presidential decree.

Article 8

(1) Electronic documents possess a legal force as document of evidence and has the same legal effects as those of the other written documents. 

(2) Digital signatures or electronic signatures in an electronic document has the same legal force and legal effects as signatures on other written documents. 

(3) The provisions on electronic documents and digital signatures as regulated under paragraph (1) and paragraph (2) shall not be applicable for:

a. drawing up and executing a will; 

b. securities other than shares which are traded at the stock exchange;

c. agreements related to the transaction of fixed assets; 

d. documents related to ownership rights; and 

e. other documents which pursuant to the prevailing legislative regulations require the legalization of notary public or the authorized personnel. 

(4) The provisions on digital signatures or electronic signatures as referred to under paragraph (2) shall be regulated by the Government regulation.

Article 9

(1) The parties in the e-commerce transaction can legalize an electronic document by enclosing their digital signatures which are legalized by the digital signatures certifying body.

(2) An electronic document shall be declared legal if it uses a crypt system or other secured systems which are accountable pursuant to the development of information technology. 

(3) The function, tasks, and authority of the digital signatures certifying body shall include the issuance, supervision, and security of the digital signature certificate.

(4) In carrying out the functions as regulated under paragraph (3), the Digital Signature Certifying Body may use the service of the Digital Certificate Registration Authority.

(5) The provisions on the establishment of the Digital Signature Certifying Body and the Digital Certificate Registration Authority as referred to under paragraph (3) and paragraph (4) shall be regulated by virtue of a Presidential decree.

Article 10

(1) Electronic transactions which are expressed by means of electronic contract shall be binding and have legal force as a contract. 

(2) The parties have the authority to determine the prevailing law for international electronic transactions made by them. 

(3) In the event that the parties do not select the legal jurisdiction for their international electronic transactions, they shall be subject to the International Civil Law. 

(4) In electronic transactions the parties are authorized to stipulate the court domicile or the arbitration authorized to deal with any dispute which may arise from said transaction. 

(5) In the event that the parties do not select their court domicile as referred to under paragraph (4), the stipulation of the court jurisdiction or the arbitration shall be based on the principles of the International Civil Law.

Article 11

(1) Unless otherwise stipulated, electronic transactions shall take place at the time the message sent by the sender is received by the recipient in a particular information system stipulated by the recipient. 

(2) Unless otherwise stipulated, the legal location of the receipt of the message as regulated under paragraph (1) shall be the location where the recipient receives said message. 

Article 12

Business practices and customs which are not in contradictory with public order and the prevailing legislative regulations shall be recognized by this law. 

CHAPTER V

THE UTILIZATION OF INTERNET IN BANKING ACTIVITIES 

Article 13

(1) Banking service can be conducted by utilizing the internet technology. 

(2) Banking transactions through internet shall possess the same legal force as dengan banking transaction in general. 

(3) For customer protection and security, the Banking Certifying Body shall be established; it is authorized to audit and/or give certification to banks which render their services through internet.

(4) The implementation of the provisions as referred to under paragraph (3) shall be regulated by virtue of the Regulation of the Governor of Bank Indonesia (the Central Bank).

CHAPTER VI

THE UTILIZATION OF INFORMATION TECHNOLOGY 

IN THE GOVERNMENT ACTIVITIES

Article 14

(1) The activities of the Government at the central and regional level can be implemented by utilizing the information technology.

(2) The implementation of the provisions as referred to under paragraph (1) shall be regulated by virtue of the Government regulation.

CHAPTER VII

DOMAIN NAME

Article 15

(1) Every individual or undertaking body shall have the right to own a domain name.

(2) The domain name shall not be in contradictory with public order, morality, and the prevailing legislative regulations.

(3) Upon the registration, the user of the domain name shall be obligated to make a declaration that the domain name that he/she uses is not in contradictory with or does not violate the individual rights of the other people or the undertaking body owned by another individual. 

(4) Every individual who suffers losses due to the utilization of illegal domain name by other individuals shall have the right to institute legal proceedings.

Article 16

The registered domain name shall not be in contradictory with registered trade mark, registered name of legal bodies, geographic indication or origin indication pursuant to the prevailing legislative regulations. 

Article 17

(1) The agency for the registration of domain name shall be authorized to register and manage the domain name.

(2) The agency for the registration of domain name can be established by both the community and the Government.

(3) The agency for the registration of domain name shall constitute a legal body.

(4) Further provisions on the management of the domain name shall be regulated by virtue of the Government regulation.

CHAPTER VIII

INTELLECTUAL PROPERTY RIGHTS AND THE RIGHTS ON

CONFIDENTIAL INFORMATION IN INFORMATION TECHNOLOGY ACTIVITIES

Article 18

Electronic data compilation from other sources or data compilation in other forms whose arrangements and compilation make them an intellectual property shall be protected as Intellectual Property Rights pursuant to the prevailing legislative regulations.

Article 19

The outlook of the front page, internet sites, and intellectual works contained therein shall be protected based on the Copy Rights and other Intellectual Property Rights pursuant to the prevailing legislative regulations.

Article 20

(1) The owner of the access code shall have the right on the confidentiality of the access code owned by him/her. 

(2) Information related to trade secret which is available in the information technology network is protected based on the prevailing legislative regulations.

CHAPTER IX

PROTECTION OF INDIVIDUAL RIGHTS 

Article 21

(1) Every individual has the right to obtain correct information through the electronic media.

(2) The utilization of each information through the electronic media which is related to the data on individual rights of a person shall be conducted with the knowledge and upon the approval of the owner of said data.

(3) Exempted from the provisions as referred to under paragraph (2) is the utilization of information through electronic media which is general in nature and not classified/confidential.

Article 22

The children’s personal data collection through the electronic media shall be conducted upon the approval of the parents or guardian concerned. 

Article 23

Unless it can be proved that there is an involvement, directly or indirectly, internet service providers shall not be responsible, based on criminal and civil law, for the contents of the data sent by senders to recipients. 

CHAPTER X

TAXATION 

Article 24

E-commerce activities shall be subject to taxation legislative regulations.

CHAPTER XI

DISPUTE SETTLEMENT 

Part One 

Class Action 

Article 25

(1) The community may carry out class action against any party that abuses information technology which can harm the community. 

(2) The compensation obtained from the class action shall not be owned and/or used for the individual interest of the party representing the community. 

(3) The utilization of compensation money obtained through class action shall be determined through the Court decision. 

(4) Further provisions regarding class action in the field of information technology shall be regulated by virtue of the Government regulation. 

Part Two 

Lawsuit against Violations related to the Utilization of

Information Technology

Article 26

(1) Every individual or undertaking body, both in the form of a legal body and non-legal body, can institute legal proceedings against another party that illegally utilizes information technology which inflicts losses. 

(2) The lawsuit as referred to under paragraph (1) shall be filed to the Court for Commercial Delicts.

Article 27

Upon the plaintiff’s request, the Judge may discontinue the activities in the utilization of information technology which inflict losses on other parties during the investigation process to prevent bigger losses. 

Part Three 

Procedure for the Lawsuit against Violations in the Utilization of Information technology

Article 28

(1) Lawsuit against illegal utilization of information technology shall be filed to the Court for Commercial Delicts in the plaintiff’s legal domicile. 

(2) In the event that the plaintiff’s domicile is not known, there shall be an exception to the filing of lawsuit as regulated under the Law of Civil Procedure.

(3)  In the event that the defendant lives outside of the Indonesian territory, the summon shall be given through the Indonesian mission located in the country where the defendant lives.

(4) In the event that the defendant lives outside of the Indonesian territory, the lawsuit shall be filed to the Chairman of the Court for Commercial Delicts in Central Jakarta.

(5) The Clerk of the Court shall register said lawsuit on the date when the lawsuit is filed and the plaintiff shall be given a written receipt signed by the Clerk of the Court on the same date as the date of the lawsuit registration. 

(6) The Clerk of the Court forwards the lawsuit to the Chairman of the Court within maximally 2 (two) days after it is registered. 

(7) The Court for Commercial Delicts studies the lawsuit and sets the date for the court session at the latest three days after the lawsuit is registered. 

(8) The court session on said lawsuit is held within maximally 60 (sixty) days after the lawsuit is registered. 

(9) The Bailiff summons the parties at the latest 7 (seven) days after the lawsuit is registered. 

(10) The judgment on said lawsuit shall be made at the latest 90 (ninety) days after the lawsuit is registered and can be extended maximally 30 (thirty) days upon the approval of the Supreme Court. 

(11) Every judgment on the lawsuit shall include all legal considerations which supports said judgment and shall be promulgated in a court session open to public and can be executed first although a legal attempt is being made. 

(12) The judgment of the Court for Commercial Delicts as referred to under paragraph (11) shall be conveyed by the Bailiff to the parties at the latest 14 (fourteen) days after the judgment is made. 

Part Four 

Legal Attempt against the Judgment

Article 29

(1) Appeal regarding the judgment of the Court for Commercial Delicts can only be filed to the Supreme Court. 

(2) The judgment of the Court for Commercial Delicts which has possessed legal force can still be requested for judicial review by the Supreme Court.

(3) The application for a judicial review can be submitted in the event that :

a. There is a new important evidence which would have yielded a different judgment if it had been disclosed during the previous court session; 

b. The Court for Commercial Delicts concerned has made a serious error in applying the law. 

Article 30

(1) The application for a judicial review based on the reason as referred to under Article 30 paragraph (4) point a shall be submitted within 180 (one hundred and eighty) days after the judgment concerned has fixed legal force. 

(2) The application for a judicial review based on the reason as referred to under Article 30 paragraph (4) point b a shall be submitted within 180 (one hundred and eighty) days after the judgment concerned has fixed legal force. 

(3) The application for a judicial review shall be submitted to the clerk of the Court for Commercial Delicts.

(4) The clerk of the Court for Commercial Delicts registers the application for the judicial review on the date when the application is submitted, and the plaintiff shall be given a written receipt signed by the Clerk of the Court on the same date as the date of the judicial review registration.

(5) The Clerk of the Court forwards the application for the judicial review to the Secretariat of the Supreme Court within maximally 1 (one) day after it is registered. 

Part Five 

Out-of-Court Dispute Settlement 

Article 31

(1) In addition to the lawsuit settlement as referred to under Part One of this Chapter the parties may settle the dispute related to the utilization of information technology through arbitration or an alternative dispute settlement.

(2) A dispute can be settled by the parties through an alternative dispute settlement based on goodwill by waiving the litigation settlement in the court of law.

(3) Dispute settlement through an alternative dispute settlement as referred to under paragraph (2) is conducted in a face-to-face meeting between the parties within maximally 14 (fourteen) days. 

(4) The settlement as referred to under paragraph (3) is documented in a written agreement signed by the parties.

(5) In the event that the settlement as referred to under paragraph (3) cannot be made the parties may appoint a person or more as counselor(s). 

(6) In the event that within maximally 14 (fourteen) days the counselor(s) cannot settle the dispute or cannot bring the parties to the negotiating table, the parties can appoint a mediator.

(7) The Mediator shall have executed his task and shall start the mediation efforts within maximally 7 (seven) days after the appointment of the mediator.

(8) The effort to obtain dispute settlement through mediator as referred to under paragraph (6) and paragraph (7) shall be made by observing the confidentiality and a written agreement has to be reached and signed by the parties within maximally 30 (thirty) days. 

(9) The agreement as referred to under paragraph (8) is final and binding and has to be executed with good will and it has to be registered with the District Court within maximally 30 (thirty) days after the signing of the agreement; the settlement shall be completed within maximally 30 (thirty) days after the registration. 

(10)  In the event that the alternative attempt for dispute settlement as referred to under paragraph (1) until paragraph (9) is not successful the parties upon written agreement may bring the dispute to the arbitration.

CHAPTER XII

JURISDICTION

Article 32

This law shall take effect in Indonesian territory and for any individual outside of Indonesian territory who commits a crime in the field of information technology whose consequences affect the people in Indonesia. 

Article 33

The Indonesian court shall be authorized to judge any criminal offence in the field of information technology committed by any individual, both in Indonesia and overseas, whose consequences can be felt in Indonesia. 

CHAPTER XIII

INVESTIGATION

Article 34

(1) In addition to the Indonesian Police Officers, certain Officials who are Civil Servants within the Department, whose scope of tasks and responsibility is in the field of information technology, shall be provided with special authority as investigators as referred to under the Law on Criminal Procedure to carry out a criminal investigation in the field of information technology.

(2) The Civil Servant Investigators as referred to under paragraph (1) shall be authorized to:

a. investigate the truth of the report or information related to the criminal offence in the field of information technology;

b. carry out an investigation on an individual and/or an undertaking body that is suspected of committing a crime in the field of information technology;

c. carry out an examination on equipment and/or facilities related to the activities in information technology which is suspected of being used to commit crime in the field of information technology;

d. discontinue the utilization of the equipment and/or facilities for the activities in information technology which deviates from the prevailing provisions;

e. ask for information and evidence related to the criminal offence in the field of information technology;

f. summon individuals for a hearing and/or investigation as defendants or witnesses related to the criminal offence in the field of information technology;

g. carry out an investigation on certain places suspected of being used as places to commit crime in the field of information technology;

h. seal and/or confiscate the equipment and/or facilities being used to commit crime in the field of information technology;

i. request the assistance required in the investigation of criminal offences in the field of information technology;

j. discontinue the investigation of criminal offences in the field of information technology.

(3) Civil Servant Investigators as referred to under paragraph (1) in carrying out their tasks shall inform the start of their investigation and report the result of their investigation to Indonesian Police Investigators. 

(4) The authority to carry out investigation as referred to under paragraph (2) shall be implemented pursuant to the provisions under the Law on Law of Criminal Procedure.

CHAPTER XIV

CRIMINAL PROVISIONS

Article 35

(1) Every individual who intentionally acts against the law, with the intention to make profit for himself or other individuals by using a domain name in contradictory with intellectual property rights owned by other individuals shall be subject to criminal sanction: maximally 5-year imprisonment and/or penalty/fine amounting to maximally Rp. 500.000.000,00 (five hundred million rupiah).

(2) The criminal offence as referred to under paragraph (1) can be brought to trial upon the complain lodged by the individual affected by the criminal offence.

Article 36

Every individual who intentionally acts against the law by accessing data through computer or other electronic media, whether by destroying the secure system or not, shall be subject to imprisonment maximally 1 (one) year and/or penalty/fine maximally amounting to Rp. 100.000.000,00 (one hundred million rupiah).

Article 37

(1) Every individual who intentionally acts against the law, with the intention to make profit for himself or other individuals by holding or intercepting the sending of data through computer or other electronic media shall be subject to imprisonment maximally 2 (two) years and/or penalty/fine maximally amounting to Rp. 200.000.000,00 (two hundred million rupiah).

(2) Every individual who intentionally acts against the law by intercepting the sending of data through computer or other electronic media so that he/she hinders communication in the computer system or computer network or other communication system shall be subject to imprisonment maximally 5 (five) years and/or penalty/fine maximally amounting to Rp. 500.000.000,00 (five hundred million rupiah).

Article 38

(1) Every individual who intentionally acts against the law by entering, altering, adding, deleting, or destroying computer data, computer program or other electronic data shall be subject to imprisonment maximally 1 (one) year and/or penalty/fine maximally amounting to Rp. 100.000.000,00 (one hundred million rupiah).

(2) Every individual who intentionally acts against the law by using, entering, altering, adding, deleting, or destroying electronic data which brings about financial losses to other individuals shall be subject to imprisonment maximally 5 (five) years and/or penalty/fine maximally amounting to Rp. 500.000.000,00 (five hundred million rupiah).

(3) Every individual who intentionally acts against the law by entering, altering, adding, deleting, or destroying computer data, computer program or other electronic data which brings about the disruption of the computer system function or other electronic media system shall be subject to imprisonment maximally 5 (five) years and/or penalty/fine maximally amounting to Rp. 500.000.000,00 (five hundred million rupiah).

Article 39

Every individual who intentionally acts against the law, with the intention to make profit for himself or other individuals by using a credit card or other electronic means of payment that belongs to other individuals in Electronic transactions shall be subject to imprisonment maximally for 3 (three) years and/or penalty/fine maximally amounting to Rp. 500.000.000,00 (five hundred million rupiah).

Article 40

(1) Every individual who intentionally acts against the law by producing, providing, sending, or distributing data or writing or images or recordings whose contents are in contradictory with morality by means of computer or other electronic media shall be subject to imprisonment maximally for 2 (two) years and/or penalty/fine maximally amounting to Rp. 200.000.000,00 (two hundred million rupiah).

(2) Every individual who intentionally acts against the law by committing a criminal offence as referred to under paragraph (1) with children as the object shall be subject to imprisonment maximally for 3 (three) years and/or penalty/fine maximally amounting to Rp. 300.000.000,00 (three hundred million rupiah). 

(3) Every individual who intentionally acts against the law by using a computer or other electronic media to commit a crime of morality toward children shall be subject to imprisonment maximally for 3 (three) years and/or penalty/fine maximally amounting to Rp. 300.000.000,00 (three hundred million rupiah). 

CHAPTER XV

TRANSITIONAL PROVISIONS

Article 41

When this law becomes effective, all legislative regulations and institutions which prevails which are related to the utilization of information technology which is not in contradictory with this law shall remain effective and recognized. 

CHAPTER XVI

CONCLUDING PROVISIONS

Article 42

This law shall take effect as from the date of its stipulation. In order for the public to take cognizance of this law, it is instructed that this law shall be promulgated in the State Gazette of the Republic of Indonesia. 

	
	Ratified in Jakarta

On …………………………

PRESIDENT OF THE REPUBLIC OF INDONESIA

signed

……………………….…………………


Promulgated in Jakarta

On ……………………………………….

STATE SECRETARY OF THE REPUBLIC OF INDONESIA

signed

……………………………………………………….

* � HYPERLINK http://www.uncitral.org/english/texts/electcom/ecommerceindex.htm ��http://www.uncitral.org/english/texts/electcom/ecommerceindex.htm� 
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