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Executive Summary

Over the last year, UNDP-APDIP has carried out various online and in person consultation as well as research activities on Internet governance priorities for the Asia-Pacific region. Overall, more than 3000 individuals from over 37 countries in the region participated in some way in this initiative. The major findings for Indonesia include:

· In line with all other countries in the Asia-Pacific the Indonesian internet community overwhelmingly regards viruses, cyber attacks and spam as the most pressing issues for Internet governance. Virus attacks and online fraud are on the rise and becoming ever more sophisticated  and although Indonesia’s spam problem is still  relatively small, it is growing steadily. Developing effective policy responses to these problems is very demanding. It requires a concerted effort by all stakeholder groups and cooperation at national, regional and international level. 
· Infrastructure issues, such as access, affordability and reliability of the Internet continue to feature very high on the list of concerns in Indonesia, higher in fact than in most other countries in the region. Indonesia’s difficult geography is partly responsible for this situation. But policy also matters. The right policy framework which removes artificial barriers to service choice and market access and preserves spaces for new business models and experimentation with new technologies can make a significant difference. Current regulations and practices in Indonesia with regard to backbone access, Internet exchange points and Internet telephony are not optimally supportive. At the same time, Indonesia has recently made important progress on governance of wifi technologies that could set an encouraging precedence for the treatment of future wireless technologies

· Topics related to multilingualism, such as the availability of local language software and local content are also major concerns for the Indonesian Internet community. Indonesians are also significantly more dissatisfied with the protection of privacy on the Internet and the availability of government information online. The latter is a challenge that relates directly to e-government strategies of the state and thus could be most directly addressed through appropriate policy changes.

· Internet governance problems are highly interrelated and cut across sectoral, political, and geographical boundaries. This poses considerable challenges for existing governance structures and requires a new quality of co-operation and openness to adequately address the most pressing Internet governance priorities in transparent, inclusive and accountable manner. The UN Working Group on Internet Governance (WGIG) in its final report consensually recommends in this respect the “creation of a new space for dialogue for all stakeholders on an equal footing“, thereby setting the stage for moving productively forward with the Internet governance agenda during the World Summit of the Information Society in Tunis later this year.

Background: Internet Governance and ORDIG
Why care about Internet governance?
Internet use in the Asia-Pacific region has grown in leaps and bounds over the last decade. Between 2000 and 2003 alone the Internet population in the region grew by an annual average of 38% to 250 million users, thereby making the Asia-Pacific region the world largest Internet community. Estimates put this number today at over 300 million and predict further strong growth that will shore up Asia-Pacific’s position at the centre of the global Internet uptake. These impressive numbers notwithstanding, overall penetration rates are still very low in most countries. Many remain excluded from the benefits of the information society and much remains to be done to make new ICTs, in particular the Internet, work for inclusive human development. 
In response to these challenges UNDP’s Asia-Pacific Development Information Programme (UNDP-APDIP) has established an Open Regional Dialogue on Internet Governance (ORDIG, an initiative to take stock of the status quo in Internet Governance in the Asia-Pacific and to provide a forum for all stakeholders in the region to share their priority needs and concern, identify emerging best policy practices and develop a stronger, more inclusive representation in the international policy arena. 
Following the definition adopted by the UN Working Group on Internet governance (WGIG) Internet governance in this context refers to “the development and application by Governments, the private sector and civil society, in their respective roles, of shared principles, norms, rules, decision-making procedures, and programmes that shape the evolution and use of the Internet”

ORDIG is implemented in close collaboration with the United Nations Economic and Social Commission for Asia and the Pacific (UNESCAP), as well as the Asia-Pacific Network Information Centre (APNIC) and it is financially supported by the Canadian International Development Research Centre (IDRC).
ORDIG and Indonesia
Over the last year ORDIG has carried out a wide variety of consultative and research activities across the region, creating a wealth of information on Internet governance views and practices of different stakeholder groups in more than 37 AP countries, including a multilingual online survey with more than 1200 respondents from across the region, more than ten presentations and consultations at various subregional conferences, a three week online discussion forum with almost 200 participants. The Internet community in Indonesia has responded with great enthusiasm to these initiatives and a sizeable number of policy-makers, Internet entrepreneurs, infrastructure providers as well as users from Indonesia have actively participated in ORDIG’s activities.

This report draws on the extensive body of knowledge compiled through all these activities and summarizes the most important findings and insights with particular relevance to Indonesia. It is hoped that this will contribute to a better understanding of the Internet governance priorities and challenges for Indonesia and stimulate a multi-stakeholder dialogue at the domestic level on how to best move forward. The report builds on and should be read in close conjunction with other ORDIG outputs such as the Internet Governance Primer, Survey and Forum Reports and especially the ORDIG Input Paper to WGIG whose structure and categorization of Internet governance topics it loosely follows. All these other ORDIG outputs are also available in full-text online and are referenced throughout the text.
  Reference is also made to the final report and related materials produced by the UN Working Group on Internet Governance (WGIG), which provides the framework for agreeing on concrete steps for Internet governance reform during the upcoming second part of the UN World Summit on the Information Society in November 2005.

Internet Country Profile
The following basic ICT indicators provide a general backdrop for the discussion on Internet governance in Indonesia. In order to place Indonesia’s Internet coordinates in regional context comparative data is also provided for three other major reference countries in the Asia-Pacific: China, India, and Pakistan.
Basic Internet Parameters: Reference Countries
	Country
	Internet users

(2003)
	Internet users per 100 population

(2003)
	Computers

(2003)
	Computers per 100 population

(2003)
	Internet host computers

(2003)
	Internet host computers per 100 population

(2003)

	China
	79,500,000
	6.32
	35,500,000
	2.76
	160421
	0.01

	India
	8,080,000
	1.75
	7,500,000
	0.72
	86871
	0.01

	►Indonesia
	18,481,000
	3.76
	2,519,000
	1.19
	62036
	0.03

	Pakistan
	1,500,000
	1.03
	600,000
	0.42
	15124
	0.01


Figure 1: Basic Internet Parameters, Source: ITU, 2004

Competition Situation as reported to ITU Telecommunication Regulatory Database
	Country
	Local phone services
	Domestic long distance
	Intl.  long distance
	XDSL
	Data
	VSAT
	Leased lines
	Fixed Wireless Broadband
	Internet services

	China(1) 
	P 
	P 
	P 
	  
	P 
	C 
	P 
	  
	  

	India(2)
	C 
	C 
	M 
	  
	C 
	C 
	  
	  
	C 

	►Indonesia(1) 
	P 
	P 
	P 
	C 
	C 
	C 
	C 
	C 
	C 

	Pakistan(1) 
	C 
	C 
	C 
	C 
	C 
	C 
	C 
	C 
	C 

	Key: M=Monopoly; D=Duopoly; P=Partial competition; C=Full competition

	(1)=2004 data; (2)=pre-2004 data


Figure 2 : Competition, Source: ITU, World Telecommunication Regulatory Database
Internet Policy Priorities in Indonesia: Overview of ORDIG Survey Results

160 individuals from all stakeholder groups in Indonesia participated in the UNDP-APDIP online survey on Internet Governance Priorities in the Asia-Pacific Region. For maximum outreach, the survey was translated into Bahasa Indonesia, made available online in a low-graphic, easy to-complete format and promoted through various local partners to reach different stakeholder groups.

Survey-takers were invited to register their views on 26 internet governance issues and provide some general information about themselves and their Internet use. Detailed results for all questions are presented in Annex III
In general, respondents from Indonesia share the enthusiasm of their colleagues in other countries in the region about the benefits and potential of the Internet. More than 90% of Indonesian respondents believe that the Internet should be available for everyone and that its benefits will further grow in the future. Indonesian’s are also very upbeat about the potential of the Internet to combat poverty with 77% seeing such a role for the Net, as compared to only 57% of respondents in the entire Asia-Pacific region. 

This overall positive assessment notwithstanding, Indonesian respondents register significant dissatisfaction with a large number of specific Internet policy issues.

Figure 3: Internet Governance Priorities for Indonesia (ranked by level of dissatisfaction with management of status quo)

	Rank
	Issue
	% dissatisfied
	% satisfied
	%

no view
	Rank in rest of AP region

	1
	Spam
	95.6
	4.4
	0
	3

	2
	Cyber crime, online fraud
	95
	5
	0
	1

	3
	Virus attacks
	94.4
	5.6
	0
	2

	4
	Illegal content
	84.9
	15.1
	0
	4

	5
	Availability and cost of Internet
	80.5
	18.2
	1.3
	6

	6
	Online access to government information
	76.1
	21.4
	2.5
	9

	7
	Reliability and speed of Internet
	75.5
	23.9
	0.6
	8

	8
	Availability of local language software
	67.9
	26.4
	5.7
	13

	9
	Network interconnection/ backbone access
	67.1
	28.5
	4.4
	16

	10
	Internet telephony (VoIP)
	66.5
	23.4
	10.1
	14

	11
	Wireless Internet: spectrum and access
	66.0
	23.9
	10.1
	7

	12
	Privacy online
	62.7
	34.2
	3.2
	5

	13
	E-commerce payment systems
	60.4
	33.3
	6.3
	10

	14
	ISP market conditions
	60.1
	29.7
	10.1
	17

	15
	Availability of local content
	58.5
	40.3
	1.3
	12

	16
	Fair access to/ protection of intellectual property
	53.2
	37.3
	9.5
	11

	17
	Secure server / encryption
	39.2
	43.1
	17.6
	15

	18
	Domain names with non-Roman character sets (IDN)
	34.2
	34.8
	31.0
	19

	19
	Access to technical standards and their adaptability
	34.0
	50.6
	15.4
	18

	20
	Domain name management
	32.7
	57.2
	10.1
	20

	21
	IP address allocation / management
	29.3
	54.8
	15.9
	21

	22
	Own skills for using Internet
	13.3
	84.8
	1.9
	22


The Internet Policy Challenges in Detail

This analysis follows the template that the UNDP-APDIP Input paper to WGIG/WSIS has adopted for organizing Internet policy issues.
 According to this template, all internet policy topics mentioned above can be squarely grouped under one or two of the following categories: 
· the infrastructure dimension which covers issues of physical network characteristics and roll-out such as Internet availability, reliability, speed and costs, network interconnection, internet market conditions and emerging technologies such as wireless and Internet telephony (VoIP); 
· the logical dimension, which comprises data routing and software development topics such as domain name and IP address management, internationalized domain names and software standards;

· the content dimension with topics ranging from availability of government information and local content to adverse issues such as illegal content, virus attacks, spam and online fraud; and,
· the social and development dimension which covers topics closely related to the  empowering and development-oriented use of the Internet such as online privacy, individual ICT skills, and availability of e-commerce payment systems, as well as issues of online cultural diversity as related to software and content in local languages.
The Infrastructure Dimension: Persistent Challenges for Access and Affordability
Percentage of respondents that are modestly unsatisfied, unsatisfied or very unsatisfied  with the current status with regard to:
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Figure 4: ORDIG Survey Results: Infrastructure Topics

General Situation

The roll-out and expansion of Internet infrastructures has continued apace, most strongly in the Asia-Pacific region. According to industry data, in 2004 Internet capacity, measured in bandwidth, grew rapidly by 77 percent across Asia, the highest growth rate of all world regions.
 Nevertheless, Internet penetration rates in most countries in the region, including Indonesia, remain very low. And as Figure 4 above shows, dissatisfaction rates in Indonesia for Internet availability, costs, reliability and speed and all other infrastructure parameters are well over the Asia-Pacific average, culminating in over 80% of respondents from Indonesia that complain about availability and costs for Internet access. As Figure 5 shows, purchasing an individual subscription to the Net would consume over 37% of per capita income in Indonesia and is therefore well beyond the means of an overwhelming majority of households in the country.
	
	Total monthly costs for 20 hours of internet access 

(subscription plus metered costs in USD for August 2003
	As percentage of Gross National Income per Capita

	China
	10.14
	13

	► Indonesia
	22.26
	37.6

	India
	8.74
	21.9

	Pakistan
	15.61
	45.7


Figure 5 Internet Access Costs in Reference Countries, Source: ITU, 2004
What factors contribute to these high costs? Geography clearly plays a role in a vast archipelago of over 13000 islands, creating difficult conditions for spreading connectivity beyond urban centres. Availability of and costs for international backbone access are a first factor to consider. As Figure 6 shows, transit prices for Internet traffic in Asia have fallen sharply over the last year, but continue to be twice as high as European or US prices.
	 STM-1 IP Transit Price Declines by Region, Q2 2003-Q2 2004
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Figure 6: International Transit Prices, Source: TeleGeography Research
Likewise, countries have considerably expanded their international Internet links but relative to population size the deployed bandwidth is still limited as Figure 7 shows.
	
	International bandwidth

	
	Total (Mbps) 2003
	Bits per inhabitant 2003

	China
	27216
	21.7

	► Indonesia
	573
	2.7

	India
	3000
	2.8

	Pakistan
	567
	3.8


Figure 7 International Bandwidth, Reference Countries, Source ITU, 2004
Is absolute scarcity in international bandwidth causing these high charges and limited deployment? Is this situation attributable to physical infrastructure bottlenecks? Maybe this is the case for some landlocked and remote island country. However, the massive overinvestment and infrastructure build-out during the Internet boom in the 1990s indicates that several large countries in the region such as Indonesia should at least at the moment be able to draw on considerable international bandwidth reserves as Figure 8 shows, which describes the capacity of submarine cables actually in use (lit) as compared to the full potential of the deployed networks (fully upgraded):
	Lit Submarine Cable Capacity (Gbps)

	
	1999
	2000
	2001
	2002
	2003
	2004
	2005
	2006
	Fully Upgraded

	Trans-Atlantic
	163.0
	533.0
	1,843.0
	2,022.4
	2,337.9
	2,337.9
	2,641.9
	2,982.7
	12,297.9

	Trans-Pacific
	42.9
	182.9
	262.9
	1,042.9
	1,042.9
	1,042.9
	1,230.9
	1,456.5
	6,502.9

	Intra-Asia
	25.0
	40.0
	560.0
	560.0
	560.0
	560.0
	670.0
	802.0
	15,810.0

	U.S.-Latin America
	13.1
	213.1
	293.1
	303.1
	513.1
	518.1
	637.7
	749.2
	5,165.6

	Europe-Africa-Asia
	21.1
	31.1
	31.1
	41.1
	61.1
	61.1
	73.1
	87.5
	251.1

	� PriMetrica, Inc. 2004


Figure 8: Submarine Bandwidth, Potential and Use, Source: TeleGeography Research
If a bandwidth crunch plays only a limited role in explaining high costs, a more significant factor could therefore be the lack of open access to different international bandwidth options at competitive prices.
In the early days of the Internet, connecting to the Net essentially meant connecting to the backbone networks in the US. A handful of US-based operators that owned these major backbones were widely believed to be able to dictate interconnection terms to foreign ISPs, with the latter ending up subsidizing the entire international link. Since then this situation has been ameliorated somewhat. The boom and bust cycle in the Internet infrastructure markets together with innovation in long-haul data transmission technologies has expanded choice of suppliers, as well as transformed ownership structures of international links with more non-US players, including Asian ones entering the market for international bandwidth. 

However, high access charges for international bandwidth persist, indicating a more general competition problem that appears at lest partly related to domestic regulations. Many countries in the Asia-Pacific continue to impose restrictions on domestic ISPs with regard to owning or purchasing international bandwidth. As survey data from the ITU suggests neither in Indonesia, nor in two of the other three reference countries (China, Pakistan) can ISPs other than the incumbents and their affiliates, own or lease their own international data gateways, thereby dramatically reducing the dynamic of a domestic market for internet services that is relatively vibrant in Indonesia with an estimated 190 issued ISP licenses, 112 of which are believed to be active.
 
Finally, the choice for ISPs in purchasing upstream connectivity is further limited by a lack of interconnection arrangements in the region, both at domestic or subregional level. Figure 9 indicates that the Asia-Pacific region as a whole suffers from a very low number of internet exchange points (IXPs). The relative backwardness of the Asia-Pacific becomes even more apparent, when factoring in population sizes, which would relegate the region to the last place in terms of per capita density of IXPs. Currently three IXPs are operating in Indonesia.
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Figure 9: Number of Internet Exchanges per Region, Source Telegeography, 2004.

The ORDIG survey confirms that these shortcomings translate into real and widespread dissatisfaction with Internet availability, affordability and speed in the region as a whole and Indonesia in particular. 

In sum, gate-keeping and lack of competition in backbone data transport seems to be at least partly a home-made phenomenon in many countries in the Asia-Pacific region, including Indonesia.
Governance Issues for Emerging Internet Technologies

What does the governance picture look like with regard to new and emerging Internet technologies? The ORDIG survey has specifically solicited opinions about two topics,  wireless Internet and Internet telephony. For both of these topics dissatisfaction with the status quo is even more widespread and pronounced in Indonesian than in other AP countries, with two third of Indonesian responds feeling discontent. As a response to this widespread discontent UNDP-APDIP has commissioned a number of follow-up research papers to shed more light on the challenges in this area.

As Samudra E. Haque points out in his paper for UNDP-APDIP, wireless Internet technologies hold enormous potential to make Internet connectivity more available and affordable.
 Wireless technologies are less vulnerable to natural disasters and sabotage, they can be deployed more flexibly and rapidly, and they typically incur lower last mile costs to reach the end-subscriber, advantages that weigh heavily in Indonesia’s difficult geography. He estimates that the use of wireless technologies to transmit data over distances between 1 and 60 kilometers could cut costs for equipment and infrastructure in half as compared to conventional wire-based infrastructures. 

What’s more, new methods for transmitting and receiving digital data enable a significantly larger number of operators to share the same spectrum without disruptive interference, thus removing a regulatory rationale for licensing in the face of spectrum scarcity and congestion. With the regulatory landscape for wireless technologies still in the making, a key policy challenge is to retain low barriers to market entry and spectrum access, in order to allow technical innovation and the experimentation with innovative business models and community access schemes by local entrepreneurs and large incumbent providers alike. 
The multi-stakeholder UN Working Group on Internet Governance arrives at the same conclusion: “Policy and regulatory incentives and more open access policies are also needed, if private investment and community networks are to be effective in expanding ICT access to high cost (predominantly rural) and low income populations to address the so-called ‘bottom of the pyramid’ populations” 

The enormous success of Wi-fi technologies, which have flourished in countries that grant open, unlicensed access to spectrum, impressively underscores the advantages of such a light-touch approach to governing the wireless Internet infrastructure. What’s more, although it is only one of many wireless Internet technologies, the treatment of Wi-fi appears to set the standard for emerging governance models for other new wireless services such as the longer range Wi-max. With the official de-licensing of the 2.4GHz band in January 2005 Indonesia has taken an important first step towards unleashing the potential of wireless Internet technologies, leaping ahead of China and Pakistan as Figure 10 shows.
 
	Regulatory Treatment of Wi-fi in the 2.4 GHz band

	Country
	Unlicensed
	Licensed
	Prohibited

	China
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"Network Access License"
	 

	India
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	► Indonesia 
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	Pakistan
	 
	"site approval" required
	 


Figure 10: Regulating Wi-fi, Source: Open Spectrum International, 2005
The emergence of Internet telephony, the use of Internet infrastructures for the partial or full routing of voice calls often also referred to as Voice over IP (VoIP) is another new regulatory challenge at the intersection of Internet and conventional telecommunications policies. VoIP has the potential to offer local and long-distance telephone services that are cheaper than conventional phone calls, thus exerting a competitive pressure on telecommunication services that are in many countries dominated by a handful of incumbent operators. What’s more VoIP strengthens the demand for internet applications, helps recoup infrastructure investment costs and opens opportunities for new future business model, including community-based telephone services. 
As Figure 11 indicates, Internet telephony is the most dynamic growth sector for international voice communication. 
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Figure 11: Growth in Voice Traffic – Different Categories, Source: Telegeography
Research for UNDP-APDIP by Onno W. Purbo suggests, that Internet telephony markets are fairly well developed in Indonesia, China, India, and Pakistan, the four reference countries, as measured by the existence of exchange markets where providers offer and purchase services for terminating VoIP calls or routing VoIP traffic.
 

	
	Calltermination
	Voipproviderslist

	.cn  China
	11
	10

	► .id Indonesia
	1
	7

	.in  India
	21
	36

	.pk  Pakistan
	11
	11


Figure 12: Providers of VoIP Data Services, Source: UNDP-APDIP research
To some extent, this dynamic VoIP development is aided by Indonesia’s large population size, which makes the aggregation of VoiP traffic more cost-effective and helps negotiate more advantageous transit or termination rates with international providers. Nevertheless population size and number of providers is not a guarantee for low rates, as estimates by Onno W. Purbo confirm:

Typical PC to phone rate for AP countries (calling AP countries via Internet phone services)
	
	Min. (cent$)
	Average (cent$)
	Max. (cent$)

	.cn  China
	3.00
	3.00
	3.00

	►.id  Indonesia
	5.60
	14.30
	22.10

	.in  India
	
	15.60
	19.00

	.pk  Pakistan
	26.00
	32.50
	33.80


Figure 13, VoIP Rates – Reference Countries, Source UNDP-APDIP research
To some extent differential rates reflect different costs for accessing and purchasing Internet data transmission, the underlying infrastructure on which VoIP builds. But the regulatory environment also plays an important role, as it shapes the barriers to market entry and competition in the VoIP market itself. Clear, transparent, non-discriminatory licensing in Singapore, for example has helped to bring about the lowest VoIP rates in the region with average PC to phone rates of cent$ 2.47 per minute. 
So far the policy environment for VoIP remains ambivalent in Indonesia. The country has established an explicit licensing mechanism for VoIP services but charges a considerable  annual fee of 2.5% of gross annual turnover. What’s more, only five providers have been officially licensed so far and both license application and approval costs remain unclear.

Regulators could also help to maximize the synergies between VoIP and conventional PSTN telephone infrastructures by supporting the so called ENUM numbering system that integrates both networks more seamlessly and enables VoIP participants to be reached via a normal phone numbers. However, so far no country in the Asia-Pacific has taken this step.
The Logical Dimension: Local Language Software as Top Concern 
Percentage of respondents that are modestly unsatisfied, unsatisfied or very unsatisfied  with the current status with regard to:
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Figure 14: ORDIG Survey Results: Logical Layer Topics

Compared to infrastructure or content issues, governance of the logical layer receives better marks from Indonesian respondents to the ORDIG survey. Less than half of respondents state to be dissatisfied with the status of domain name management, internationalized domain names, IP address management and standards.. 
However, the survey results do not support the claim that the status quo for these issues is viewed as flawless. A sizeable group of almost one third of respondents record their discontent with all these issues.
The only significant exception to all this is the topic of availability of local language software. Here, the degree of dissatisfaction among Indonesian respondents rivals the discontent registered for infrastructure problems with more than two-thirds of respondents indicating that they are not happy with the status quo. This also makes local language software one issue where responses from Indonesia differ most significantly from the views of Asia-Pacific region as a whole, where the issue is perceived as less of a concern. 

The global management of IP addresses and domain names has not emerged as a top priority for survey takers from Indonesia. However, since these topics are among the most visible and contentious Internet governance problems they deserve to be briefly addressed. 

Currently, the management of Internet names and numbers is overseen by ICANN, a multi-stakeholder, not-for-profit entity, contractually endorsed by the U.S. Government and registered in California, while regional Internet registries co-ordinate the disbursement of IP addresses at regional level. The question, whether this organisational set-up is appropriate for the tasks at hand is one of the most vexing issues in the international Internet governance debate and has also emerged as the most contentious topic during the ORDIG Online Forum with many participants, especially from China, demanding more control for national governments and a fairer allocation system. The issue is an intricate one, which touches upon principles of national sovereignty, stakeholder self-governance, accountability, inclusiveness and fairness. A detailed discussion of the various competing claims pertinent to IP address management is provided in the ORDIG Forum Summary
, the ORDIG Input Paper
 and the UNDP-APDIP Internet Governance Primer.
 How contentious these issues have turned out to be can also be seen in the final report by the UN Working Group on Internet Governance, which was meant to make a reform proposal for governance in this area. However, the group could not agree on the most appropriate institutional design for managing IP names and addresses, but presents four possible options instead, which will form the basis for high-level discussion of the issues during the second part of the UN World Summit of the Information Society in Tunis, November 2005.
 This country report cannot indulge in an exhaustive presentation of all the issues involved, but only aims to provide some additional information to facilitate the debate. Figure 15 below presents details on current IP address allocation patterns in the four reference countries. 

IP v4 allocations, June 2005

	
	IPv4 total
	per internet host
	per internet user
	per computer
	per person

	China
	63,013,376
	393
	0.79
	1.78
	0.0487

	► Indonesia
	1,053,696
	17
	0.06
	0.42
	0.0049

	India
	4,921,600
	57
	0.61
	0.66
	0.0047

	Pakistan
	324,608
	21
	0.22
	0.54
	0.0022


Figure 15: IPv4, Source: own calculations based on data by APNIC, ITU, UNDP-HDRO

The transition to a new generation of IP address system (IPv6) is currently under way. IPv6 uses somewhat different numbering conventions that make a direct comparison between the size of IPv4 vs. IPv6 a bit difficult. However it is safe to say that where IPv4 in theory provides addresses for 2^32 individual devices connected to the Internet, IPv6 provides addresses to at least 2^48 networks which themselves can consist of a large number of individual devices. Even when assuming that each of these networks deployed under IPv6 would only consist of one individual device, IPv6 would support about 65000 times the number devices of IPv4. The deployment of IPv6 is in its very early stages. Figure 16 presents some information on the current deployment status. In a simple thought experiment Figure 16 also calculates the number of networks per country and per future population size in 2015, if IPv6 were to be allocated to render the same relative shares of available IP address space that each country currently holds for IPv4. It should be borne in mind that nothing in the current policy or technical environment would suggest that such a conservative distribution key is desirable, plausible or even stable for the IPv4 environment. At the moment, the fastest growing destination for ipv4 allocations in the Asia-Pacific is China while new allocations for the Asia-Pacific region as a whole are larger than for any other world region. 

Given all this, the calculation of hypothetical IPv6 contingents is only done for illustrative purposes, in order to get a better sense of the size of the new address space and its capacity to support future network growth.

	
	IPv6 total, June 2005 (networks)
	IPv6 hypothetical
	IPv6 hypothetical

per person in 2015

	China
	925,696
	4,129,644,609,536
	2,945

	► Indonesia
	327,680
	69,055,021,056
	276

	India
	393,216
	322,541,977,600
	259

	Pakistan
	65,536
	21,273,509,888
	104


Figure 16: IPv6, Source: own calculations based on data by APNIC, UNDP-HDRO

All parties will have to make a considerable efforts to arrive at a consensual solution for IP and domain name issues and the UN Working Group on Internet Governance outlines the principles that should govern this continuing debate:

“In general, the existing system has functioned well for more than two decades. “Adjustments, where needed, both for technical/operational and for political reasons, must be done so as not to interfere or disrupt the operational qualities of the system in terms of stability and security, and must be done in a way that assists, and does not hinder, further development of the Internet.”

The Content Dimension: Overwhelming Concern with Cyber crime, Virus Attacks, Spam and Availability of Government Information
Percentage of respondents that are modestly unsatisfied, unsatisfied or very unsatisfied  with the current status with regard to:

[image: image10.emf]0.0

20.0

40.0

60.0

80.0

100.0

120.0

availability

government

information

local content

fair access

to/protection

of intellectual

proprety

virus attacks

spam

cyber crime,

online fraud

illegal

content

Other Asia-Pacific

Indonesia


Figure 17: ORDIG Survey Results: Content Related Topics
With regard to content-related governance issues, Indonesian survey respondents confirm virus attacks, cyber crime as the three issues that are by far considered as the most important Internet governance priorities across the region with almost 95% regarding the development of solutions to these three problems as important.
Network security statistics underscore these concerns and report rising frequency and sophistication of virus attacks cyber crime and spam. Here some exemplary numbers reported by a major globally operating Internet security provider:

· In mid-July 2004, antifraud filters were blocking 9 million phishing (emails with deceiving claims to gain access to sensitive information or defraud the recipient). By the end of December this number had increased to a weekly average of over 33 million messages being blocked per week;
· In the same period, the vendor documented 1403 new software vulnerabilities, an increase of 13% over the previous reporting period;

· During the same period monitored organizations received 13.6 attacks per day, up from 10.6 in the preceding six months. 

Research into network security issues in the Asia-Pacific region by Salman Ansari for UNDP-APDIP confirm these trends and document the increasing sophistication and damage of attacks that more and more include pivotal Internet infrastructure services on their target lists.

While Indonesia currently does not rank high as an originator of virus attacks and spam, the problem is on the rise and Indonesian users are increasingly victims of spam as research by Suresh Ramasubramanian for UNDP-APDIP shows
: 
Percentage of spam in e-mails received in 2004

	YEAR
	2004
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	% of Spam 
	MONTH
	 
	 
	 
	 
	 
	 

	COUNTRY
	Jan
	Mar
	May
	Jul
	Sep
	Nov
	Average

	China
	0.0%
	8.0%
	51.5%
	47.6%
	48.9%
	67.5%
	47.8%

	India
	14.4%
	13.0%
	31.4%
	25.9%
	38.5%
	39.2%
	34.4%

	► Indonesia
	 
	0.0%
	8.8%
	9.1%
	9.0%
	13.6%
	9.4%

	Average AP Region
	37.0%
	24.6%
	33.2%
	43.9%
	45.5%
	64.4%
	44.6%


Figure 18: Prevalence of Spam, Source: Messagelabs, as quoted in Ramasubramanian, 2005 (abridged).
Both Ansari and Ramasubramanian identify a comprehensive set of policy shortcomings and remedies to addressed these issues, including enhanced awareness and user education about network safety problems, improved rapid response and information sharing for infrastructure providers, and appropriate legal provisions. All this suggests that combating cyber crime, virus attacks and spam, that by survey-takers are considered as the most pressing issues for Internet governance in Indonesia, requires a concerted effort by all stakeholders, the technology community, the Internet industry, government and end-users alike. 
The UN Working Group on Internet Governance also emphasizes this point in its background report on these issues:

 “It is widely acknowledged that international cooperation is essential to deal with spam in terms of both technical and regulatory/legislative matters and cooperation and coordination with industry groups such as ISPs, mobile carriers and direct marketing associations is necessary.”

The required legal framework is only gradually evolving in many AP countries and by 2004 no legal provisions against spam have been put in place in Indonesia.

Concerns about illegal content and the availability of government information online also feature prominently in replies to the survey from Indonesia with around 80% of respondents expressing their dissatisfaction with these topics. While the degree of concern about illegal content is in line with the rest of the region, the dissatisfaction with the availability of government information online clearly stands out with 20 percentage points more dissatisfied respondents than in other AP countries. While network security and illegal content issues are a multifaceted problem with an international dimension, shortcomings in the availability of public information online point to weaknesses in Indonesian information provision and e-government practices, issues that area clearly under the domestic policy remit of the government.
The Social and Development Dimension
Percentage of respondents that are modestly unsatisfied, unsatisfied or very unsatisfied  with the current status with regard to:
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Figure 19: ORDIG Survey Results: Social and Development Layer Topics 
As the survey results for these group of governance issues indicate, topics such as the availability of local content or local language software that are often subsumed under the theme of online cultural diversity are a major issue in Indonesia, a country with an enormous number of over 730 living languages.
 These results are even more alarming, when considering research on online cultural diversity by Hans Klein and Danny Butt for UNDP-APDIP, since the authors remind us that the very communities who are most marginalized in the online environment are also unlikely to be adequately represented in the ORDIG online survey in the first place.
 

Besides cultural diversity, the protection of online privacy is found wanting by more than 60% of respondents. The UN Working Group on Internet Governance also underscores the importance of the privacy issues: 

“Privacy, a fundamental human right according to Article 12 of the Universal Declaration of Human Rights, becomes even more important over the Internet, where the intrinsic nature of the Internet makes it possible to effectively track an individual in cyberspace and use information about him/her illegally or without authorization. Threats to personal privacy increase the mistrust towards the Internet.”

Finally, dissatisfaction with the availability of e-commerce payment systems also reached levels above 60% of respondents and was also raised by Indonesian participants in the ORDIG discussion forum as a major barrier to harnessing the Internet for economic development.

Concluding Remarks: Priorities and Ways Forward
As this country report shows, Internet governance covers a wide range of different issues. and is perceived as far from perfect by Indonesians. Survey takers, as well as forum and conference participants from Indonesia have registered their concerns about a large number of different topics. They agree with their peers in other countries in the Asia-Pacific on the top priority of developing solutions against cyber crime, virus attacks, online fraud and spam. The survey results also emphasize the persistent importance of basic infrastructure issues such as access, affordability and speed of the Internet in the country. What’s more, survey-takers from Indonesia attach a greater weight to issues of local content and local language software, as well as the availability of government information online than their colleagues in other AP countries. This breadth and diversity of priorities underscores that action is required at many fronts and, in order to be effective, as a concerted effort by all stakeholders groups each of which can contribute their shares in their respective area of expertise and activity. 
What’s more, many important topics in Internet governance have an international dimension and are currently addressed in patch-work manner by a variety of different fora, all with their own principles for operation and participation. All this conspires to make effective participation by stakeholders from developing countries a challenging endeavour, thereby placing capacity building and enhanced transparency and openness of international governance entities at the centre of a long-term strategy for inclusive and equitable Internet governance.

The final report of the UN Working Group on Internet Governance clearly recognizes these challenges. It consensually recommends the “creation of a new space for dialogue for all stakeholders on an equal footing”, thereby setting the stage for moving productively forward with the Internet governance agenda during the World Summit of the Information Society in Tunis later this year, a process all countries in the Asia-Pacific region should follow closely and actively contribute to.
Given the breadth and depth of these priorities covered, this country report cannot claim to deliver a comprehensive analysis by any standard. But it hopes to provide a richer picture on the Internet governance challenges that lie ahead for Indonesia and to offer some stimulating food for though for a national, multi-stakeholder dialogue on these issues as an important step towards Internet policies that maximize the benefits of the information revolution for everyone in the country.

Annex I: Indonesian Input to ORDIG
Internet policy-makers, researchers, users and entrepreneurs from Indonesia were among the most active contributors of views and information in a host of outreach and consultation activities carried out by UNDP-APDIP, including

· A three week online discussion forum (Jan13-Feb 17, 2005) on Internet governance priorities in the Asia-Pacific region with more than 180 participants from 27 countries, including participants from Indonesia;

· regional and sub-regional consultations and presentations on Internet policies sponsored by UNDP-APDIP at more than ten ICT policy, technology and civil society conferences. Participants from Indonesia were in attendance at Asian Civil Society Forum (Thailand, November, 2004), UNESCAP Subregional WSIS Meeting for East and Southeast Asia (Indonesia, February 2005), APRICOT (Japan, February 2005), UNESCAP High-Level Asia-Pacific Preparatory Conference for WSIS (Iran, May 2005); Knowledge and ICT4D Conference (Malaysia, June 2005)
· A major regional survey on Internet governance issues in the region with questionnaires in 12 languages, including Bahasa Indonesia and a total of more than 1200 respondents. The survey was conducted from 08 Feb to 07 March, 2005. Participation from Indonesia was very strong with 160 respondents (12.9%), 85 of which chose to complete the Bahasa version of the questionnaire.

Annex II: Composition of Survey Respondents: Indonesia
Breakdown by affiliation of respondents from Indonesia

	
	Responses
	Percentage of total

	Government
	18
	11.3

	Academia
	17
	10.6

	Private industry
	40
	25.0

	Civil society
	29
	18.1

	Internat./regional organization
	14
	8.8

	Student
	22
	13.8

	Other
	20
	12.5


Breakdown by principal interest in Internet as reported by respondents from Indonesia
	
	Responses
	Percentage of total

	Internet R&D
	36
	22.5

	Internet infrastructure provider
	40
	25.0

	Internet policy-making/ regulator
	19
	11.9

	Internet user
	59
	36.9

	E-commerce participant
	6
	3.8


Breakdown by principal place for Internet access for respondents from Indonesia
	
	Responses
	Percentage of total

	Home
	29
	18.1

	Work / place of study
	116
	72.5

	Library / Internet Café
	13
	8.1

	Other
	2
	1.3


Annex III: Detailed Survey Results: Indonesia
In percent off all responses (N=160)  received from Indonesia.

Question: “What do you think about the following statements?
	
	
	

	
	-3
	-2
	-1
	1
	2
	3
	 

	Issue
	strongly disagree
	disagree
	somewhat disagree
	somewhat
agree
	agree
	strongly
agree
	no view

	1. At present the Internet does not provide any significant benefits for most people
	50.0
	14.4
	8.1
	5.0
	14.4
	8.1
	0.0

	2. The Internet helps to combat poverty
	3.8
	7.5
	9.4
	26.3
	30.6
	20.6
	1.9

	3. The Internet is an essential tool for all people and should be available and affordable for everyone
	3.8
	0.6
	0.6
	3.1
	11.9
	78.8
	1.3

	4. Over the next few years (3-5) the benefits that the Internet provides will grow significantly
	3.1
	1.3
	1.3
	3.1
	30.8
	58.5
	1.9


Question: “How satisfied are you with the current status of Internet-related issues? 

	
	
	

	
	-3
	-2
	-1
	1
	2
	3
	 

	Issue
	very unsatisfied
	unsatisfied
	modestly unsatisfied
	modestly satisfied
	satisfied
	very
satisfied
	no view

	5. Availability and cost of the Internet
	27.7
	37.1
	15.7
	10.1
	3.8
	4.4
	1.3

	6. Reliability and speed of the Internet
	26.4
	34.6
	14.5
	10.1
	7.5
	6.3
	0.6

	7. Your own skills for using the Internet effectively
	2.5
	5.7
	5.1
	17.1
	40.5
	27.2
	1.9

	8. Online access to government information/services
	33.3
	27.7
	15.1
	9.4
	8.2
	3.8
	2.5

	9. Protection of personal information and privacy online
	12.7
	28.5
	21.5
	19.0
	10.8
	4.4
	3.2

	10. Availability of e-commerce payment systems
	11.9
	25.2
	23.3
	20.1
	6.9
	6.3
	6.3

	11. Availability of the software that you use  in your local language
	17.6
	30.2
	20.1
	13.2
	8.2
	5.0
	5.7

	Question cont’d
	
	

	
	
	

	
	-3
	-2
	-1
	1
	2
	3
	 

	Issue
	very unsatisfied
	unsatisfied
	modestly unsatisfied
	modestly satisfied
	satisfied
	very
satisfied
	no view

	
	
	
	
	
	
	
	

	12. Availability of useful content on the Internet in your local language
	9.4
	24.5
	24.5
	18.2
	17.6
	4.4
	1.3

	13. Network interconnection and backbone access 
	23.4
	24.7
	19.0
	14.6
	10.8
	3.2
	4.4

	14. Wireless Internet, spectrum and access
	21.4
	24.5
	20.1
	10.7
	10.1
	3.1
	10.1

	15. Domain name management
	7.5
	11.9
	13.2
	25.8
	25.8
	5.7
	10.1

	16. Domain names with non-Roman character sets
	8.9
	11.4
	13.9
	20.9
	11.4
	2.5
	31.0

	17. IP address allocation and management
	7.6
	8.3
	13.4
	28.7
	21.7
	4.5
	15.9

	18. Secure server administration, digital signatures, encryption
	5.9
	13.7
	19.6
	26.8
	11.1
	5.2
	17.6

	19. Access to technical standards and their adaptability
	4.5
	14.1
	15.4
	28.8
	17.3
	4.5
	15.4

	20. Fair access to and protection of intellectual property
	15.2
	19.6
	18.4
	23.4
	8.2
	5.7
	9.5

	21. ISP market conditions
	13.9
	24.1
	22.2
	17.1
	9.5
	3.2
	10.1

	22. Internet telephony (VoIP)
	22.8
	22.8
	20.9
	11.4
	6.3
	5.7
	10.1


Question: “How important do you consider the development of solutions to the following problems”
	
	
	

	
	-3
	-2
	-1
	1
	2
	3
	 

	Issue
	very unimportant
	unimportant
	somewhat unimportant
	somewhat important
	important
	very important
	no view

	23. Virus attacks
	1.9
	1.9
	1.9
	2.5
	11.9
	80.0
	0.0

	24. Spam, unsolicited commercial email
	1.9
	0.6
	1.9
	3.8
	21.5
	70.3
	0.0

	25. Online fraud, cyber crime
	2.5
	2.5
	0.0
	1.9
	13.8
	79.2
	0.0

	26. Illegal content
	5.0
	5.0
	5.0
	12.6
	23.9
	48.4
	0.0
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