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Abstr act

Thi s docunent describes a Dynami c Del egation Di scovery System ( DDDS)

Dat abase using the Donmain Name System (DNS) as a distributed database
of Rules. The Keys are dommi n-nanes and the Rul es are encoded using

the Naming Authority Pointer (NAPTR) Resource Record (RR).

Since this docunent obsol etes RFC 2915, it is the official
specification for the NAPTR DNS Resource Record. It is also part of
a series that is conpletely specified in "Dynanm c Del egati on

Di scovery System (DDDS) Part One: The Conprehensive DDDS" (RFC 3401).
It is very inportant to note that it is inpossible to read and
under stand any docunent in this series wthout reading the others.
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I ntroducti on

The Dynami ¢ Del egation Di scovery System (DDDS) is used to inplenent
| azy binding of strings to data, in order to support dynanically
configured del egati on systens. The DDDS functions by mappi ng sone
uni que string to data stored within a DDDS Dat abase by iteratively
applying string transformation rules until a terminal condition is
reached.

Thi s docunent describes the way in which the Domai n Nanme System ( DNS)
is used as a data store for the Rules that allow a DDDS Application
to function. 1t does not specify any particul ar application or usage
scenario. The entire series of docunents is specified in "Dynamc
Del egation Discovery System (DDDS) Part One: The Conprehensi ve DDDS'
(RFC 3401) [1]. It is very inportant to note that it is inpossible
to read and understand any docunent in that series w thout reading
the rel ated docunents

The Nanming Authority Pointer (NAPTR) DNS Resource Record (RR)
specified here was originally produced by the URN Working Group as a
way to encode rule-sets in DNS so that the del egated sections of a
Uni form Resource ldentifiers (URI) could be deconmposed in such a way
that they could be changed and re-del egated over tinme. The result
was a Resource Record that included a regular expression that would
be used by a client programto rewite a string into a donai n nane.
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Regul ar expressions were chosen for their conpactness to expressivity
ratio allowing for a great deal of information to be encoded in a
rather small DNS packet.

Over time this process was generalized for other Applications and
Rul e Dat abases. This docunent defines a Rul es Database absent any
particular Application as there nmay be several Applications al
taki ng advantage of this particular Rul es Database.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [6].

Al'l other term nol ogy, especially capitalized terns, is taken from

[3].
3. DDDS Dat abase Specification

General Description:
Thi s dat abase uses the Domai n Nane System (DNS) as specified in
[8] and [7].

The character set used to specify the various val ues of the NAPTR
records is UTF-8 [17]. Care nust be taken to ensure that, in the
case where either the input or the output to the substitution
expression contains code points outside of the ASCII/Uni code
equi val ence in UTF-8, any UTF-8 is interpreted as a series of
code-points instead of as a series of bytes. This is to ensure
that the internationalized features of the POSI X Extended Regul ar
Expressions are able to match their intended code-points.
Substitution expressions MJST NOT be witten where they depend on
a specific POSI X | ocale since this would cause substitution
expressions to loose their ability to be universally applicable.

Al'l DNS resource records have a Tine To Live (TTL) associated with
them Wen the nunber of seconds has passed since the record was
retrieved the record is no longer valid and a new query nust be
used to retrieve the new records. Thus, as nentioned in the DDDS
Algorithm there can be the case where a given Rule expires. In
the case where an application attenpts to fall back to previously
retrieved sets of Rules (either in the case of a bad del egation
path or some network or server failure) the application MJST
ensure that none of the records it is relying on have expired. In
the case where even a single record has expired, the application
is required to start over at the beginning of the algorithm
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Key Fornmat:
A Key is a validly constructed DNS donai n- nane.

Lookup Request:
In order to request a set of rules for a given Key, the client
i ssues a request, followi ng standard DNS rules, for NAPTR Resource
Records for the given donai n- nane.

Lookup Response:
The response to a request for a given Key (donmain-nane) will be a
series of NAPTR records. The format of a NAPTR Resource Record
can be found in Section 4.

Rul e Insertion Procedure:
Rul es are inserted by adding new records to the appropriate DNS
zone. |If a Rule produces a Key that exists in a particular zone
then only the entity that has administrative control of that zone
can specify the Rule associated with that Key.

Col I'i si on Avoi dance:
In the case where two Applications may use this Database (which is
actually the case with the ENUM and URI Resol ution Applications,
Section 6.2), there is a chance of collision between rules where
two NAPTR records appear in the sane domain but they apply to nore
than one Application. There are three ways to avoid collisions:

* create a new zone within the domain in comon that contains
only NAPTR records that are appropriate for the application
E.g., all URl Resolution records would exist under
urires. exanple.comand all ENUM records woul d be under
enum exanpl e.com |In the case where this is not possible due
to lack of control over the upstream del egation the second
nmet hod i s used.

* wite the regul ar expression such that it contains enough of
the Application Unique string to disanbiguate it from any
other. For exanple, the URI Resolution Application would be
able to use the schenme nanme on the left hand side to anchor the
regul ar expression match to that scheme. An ENUM specific
record in that same zone would be able to anchor the left hand
side of the match with the "+" character which is defined by
ENUM to be at the beginning of every Application Unique String.
This way a given Application Unique String can only match one
or the other record, not both.

* if two Application use different Flags or Services val ues then

a record fromanother Application will be ignored since it
doesn’'t apply to the Services/Flags in question
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4. NAPTR RR For mat
4.1 Packet Format

The packet format of the NAPTR RR is given below The DNS type code
for NAPTR is 35

The packet format for the NAPTR record is as follows
11 1 1 11
0 1 2 3 45 6 7 8 9 0 1 2 3 4 5
B T T I S S e o

| ORDER |
T T e S S
| PREFERENCE
T I T
/ FLAGS /
S
/ SERVI CES /
T
/ REGEXP /
T I e
/ REPL ACEMENT /
/ /

T T S L g s

<character-string> and <donai n-nane> as used here are defined in RFC
1035 [7].

ORDER
A 16-bit unsigned integer specifying the order in which the NAPTR
records MJST be processed in order to accurately represent the
ordered list of Rules. The ordering is fromlowest to highest.
If two records have the sane order value then they are considered
to be the sane rule and shoul d be sel ected based on the
conmbi nation of the Preference values and Services offered.

PREFERENCE
Al'though it is called "preference" in deference to DNS
term nology, this field is equivalent to the Priority value in the
DDDS Al gorithm It is a 16-bit unsigned integer that specifies
the order in which NAPTR records with equal Order val ues SHOULD be
processed, | ow nunbers being processed before high nunbers. This
is sinmlar to the preference field in an MX record, and is used so
domai n administrators can direct clients towards nore capabl e
hosts or lighter weight protocols. A client MAY | ook at records
wi th hi gher preference values if it has a good reason to do so
such as not supporting sone protocol or service very well.
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The inmportant difference between Order and Preference is that once
a match is found the client MUST NOT consider records with a
different Order but they MAY process records with the sane O der
but different Preferences. The only exception to this is noted in
the second inmportant Note in the DDDS al gorithm specification
concerning allowing clients to use nore conpl ex Service

determi nati on between steps 3 and 4 in the algorithm Preference
is used to give conmuni cate a higher quality of service to rules
that are considered the same froman authority standpoint but not
froma sinple | oad bal anci ng st andpoi nt.

It is inmportant to note that DNS contains several |oad bal ancing
mechani snms and i f | oad bal anci ng anong ot herwi se equal services

shoul d be needed then nethods such as SRV records or multiple A

records should be utilized to acconplish | oad bal anci ng.

FLAGS
A <character-string> containing flags to control aspects of the
rewiting and interpretation of the fields in the record. Flags
are single characters fromthe set A-Z and 0-9. The case of the
al phabetic characters is not significant. The field can be enpty.

It is up to the Application specifying howit is using this
Dat abase to define the Flags in this field. It nust define which
ones are terninal and which ones are not.

SERVI CES
A <character-string> that specifies the Service Paraneters
applicable to this this delegation path. It is up to the
Application Specification to specify the values found in this
field.

REGEXP
A <character-string> containing a substitution expression that is
applied to the original string held by the client in order to
construct the next donmamin nanme to | ookup. See the DDDS Al gorithm
specification for the syntax of this field.

As stated in the DDDS al gorithm The regul ar expressi ons MJST NOT
be used in a cunul ative fashion, that is, they should only be
applied to the original string held by the client, never to the
domai n nane produced by a previous NAPTR rewite. The latter is
tenpting in sone applications but experience has shown such use to
be extrenely fault sensitive, very error prone, and extrenely
difficult to debug.
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REPLACEMENT
A <domai n-name> whi ch is the next donmi n-nanme to query for
dependi ng on the potential values found in the flags field. This
field is used when the regular expression is a sinple replacenent
operation. Any value in this field MIST be a fully qualified
domai n-nane. Nanme conpression is not to be used for this field.

This field and the REGEXP field together nmake up the Substitution
Expression in the DDDS Algorithm It is sinply a historica
optimzation specifically for DNS conpression that this field
exists. The fields are also nutually exclusive. |If a record is
returned that has values for both fields then it is considered to
be in error and SHOULD be either ignored or an error returned.

4.2 Additional Information Processing

Addi tional section processing requires upgraded DNS servers, thus it
will take many years before applications can expect to see rel evant
records in the additional information section

4.2.1 Additional Section Processing by DNS Servers

DNS servers MAY add RRsets to the additional information section that
are relevant to the answer and have the sane authenticity as the data
in the answer section. Generally this will be nmade up of A and SRV
records but the exact records depends on the application

4.2.2 Additional Section Processing by Resolver/Applications

Applications NMAY inspect the Additional Information section for

rel evant records but Applications MJST NOT require that records of
any type be in the Additional Information section of any DNS response
in order for clients to function. Al Applications nmust be capabl e
of handling responses from naneservers that never fill in the

Addi tional Information part of a response.

4.3 Master File Format

The master file format follows the standard rules in RFC-1035. Order
and preference, being 16-bit unsigned integers, shall be an integer
between 0 and 65535. The Flags and Services and Regexp fields are
all quoted <character-string>s. Since the Regexp field can contain
numer ous backsl ashes and thus should be treated with care. See
Section 7 for howto correctly enter and escape the regul ar

expr essi on.
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5. Application Specifications

Thi s DDDS Dat abase is usable by any application that nakes use of the
DDDS algorithm |In addition to the itens required to specify a DDDS
Application, an application wi shing to use this Database nust al so
define the foll ow ng val ues:

0 What domain the Key that is produced by the First Wll Known Rule
bel ongs to. Any application nust ensure that its rules do not
collide with rules used by another application making use of this
Dat abase. For exanple, the "foo’ application mght have all of
its First Well Known Keys be found in the 'foo.net’ zone.

o What the allowed values for the Services and Protocols fields are.

0 What the expected output is of the termnal rewite rule in
addition to how the Flags are actually encoded and utilized.

6. Exanples
6.1 URN Exanpl e

The NAPTR record was originally created for use with the Uniform
Resource Nanme (URN) Resol ver Discovery Service (RDS) [15]. This
exanpl e details how a particular URN would use the NAPTR record to
find a resol ver service that can answer questions about the URN. See
[2] for the definitive specification for this Application

Consi der a URN nanespace based on M ME Content-lds (this is very
hypot hetical so do not rely on this). The URN m ght |look like this:

urn: cid: 199606121851. 1@ar . exanpl e. com

This Application’s First Well Known Rule is to extract the characters
between the first and second colon. For this URN that would be
"cid' . The Application also specifies that, in order to build a

Dat abase-valid Key, the string 'urn.arpa should be appended to the
result of the First Well Known Rule. The result is 'cid.urn.arpa
Next, the client queries the DNS for NAPTR records for the domain-
nane 'cid.urn.arpa’. The result is a single record

cid.urn. arpa

P order pref flags service regexp r epl acenent
IN NAPTR 100 10 "" "romiAyrpieid L A@[AN TR L) (L F) SN2t
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Since there is only one record, ordering the responses is not a
problem The replacenment field is enpty, so the pattern provided in
the regexp field is used. W apply that regexp to the entire URN to
see if it matches, which it does. The \2 part of the substitution
expression returns the string "exanple.conf. Since the flags field
is enpty, the lookup is not ternmnal and our next probe to DNS is for
nmore NAPTR records where the new dormain is 'exanpl e. com .

Note that the rule does not extract the full donmain name fromthe
CID, instead it assunes the CID cones froma host and extracts its
domain. VWhile all hosts, such as 'bar’, could have their very own
NAPTR, mai ntaining those records for all the nmachines at a site could
be an intolerable burden. WIdcards are not appropriate here since
they only return results when there is no exactly matchi ng nanes
already in the system

The record returned fromthe query on "exanple.cont mght |ook |ike:

exanpl e. com

- order pref flags service regexp repl acenent

I N NAPTR 100 50 "a" "23950+N2L+N2C" " ci dserver. exanpl e. com
I N NAPTR 100 50 "a" "rcds+N2C' " ci dserver. exanpl e. com
I N NAPTR 100 50 *"s" "htt p+tN2L+N2C+N2R* "™ www. exanpl e. com

Continuing with the exanple, note that the val ues of the order and
preference fields are equal in all records, so the client is free to
pi ck any record. The Application defines the flag 'a’ to mean a
term nal | ookup and that the output of the rewite will be a domain-
nane for which an A record should be queried. Once the client has
done that, it has the following information: the host, its IP
address, the protocol, and the services available via that protocol
G ven these bits of infornation the client has enough to be able to
contact that server and ask it questions about the URN

Recal | that the regul ar expression used \2 to extract a domain nane

fromthe D, and \. for matching the literal '.’ characters
separating the donai n nane conponents. Since '\’ is the escape
character, literal occurrences of a backslash nust be escaped by

anot her backslash. For the case of the cid.urn.arpa record above,
the regul ar expression entered into the naster file should be
“Trurnieidi A@[MYLTRND)(LF)S$INN2T0". When the client code
actually receives the record, the pattern will have been converted to
"Trurnicid: . +@ [N ]H D) (LF)SIN200
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6.2 E164 Exanpl e

The ENUM Working Goup in the I ETF has specified a service that

all ows a tel ephone nunber to be mapped to a URI [18]. The
Application Unique String for the ENUM Application is the E. 164

t el ephone nunber with the dashes renoved. The First Well Known Rul e
is to renmove all characters fromthe the tel ephone nunber and then
use the entire nunber as the first Key. For exanple, the phone
nunber "770-555-1212" represented as an E. 164 nunmber woul d be "+1-
770-555-1212". Converted to the Key it would be "17705551212"

The ENUM Application at present only uses this Database. It
specifies that, in order to convert the first Key into a formvalid
for this Database, periods are inserted between each digit, the
entire Key is inverted and then "el64.arpa" is appended to the end.
The above tel ephone nunber woul d then read

"2.1.2.1.5.5.5.0.7.7.1. el64.arpa.”. This domain-nane is then used to
retrieve Rewite Rules as NAPTR records.

For this exanple tel ephone nunber we ni ght get back the follow ng
NAPTR records

$ORIG N 2.1.2.1.5.5.5.0.7.7.1.el64. arpa
I N NAPTR 100 10 "u" "sip+E2U" "I~ *$lsip:informati on@oo.seli"
IN NAPTR 102 10 "u" "sntp+E2U' "I~ *$lmailto:informati on@ oo. seli”

Both the ENUM [18] and URI Resolution [4] Applications use the 'u’
flag. This flag states that the Rule is terminal and that the output
is a Ul which contains the information needed to contact that

t el ephone service. ENUM al so uses the sane format for its Service
Paraneters. These state that the available protocols used to access
that tel ephone’s service are either the Session Initiation Protoco

or SMIP mail .

7. Advice for DNS Adnmi nistrators

Bewar e of regular expressions. Not only are they difficult to get
correct on their own, but there is the previously nentioned
interaction with DNS. Any backslashes in a regexp nust be entered
twice in a zone file in order to appear once in a query response.
More seriously, the need for doubl e backsl ashes has probably not been
tested by all inplenentors of DNS servers
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10.

In order to nmitigate zone file problens, adninistrators should
encourage those witing rewite rules to utilize the 'default
delimter’ feature of the regular expression. In the DDDS
specification the regular expression starts with the character that
is to be the delimter. Hence if the first character of the regul ar
expression is an exclamation mark ('!’) for exanple then the regul ar
expression can usually be witten with fewer backsl ashes.

Not es

A client MJST process nultiple NAPTR records in the order specified
by the "order" field, it MJST NOT sinply use the first record that
provi des a known Servi ce Paraneter conbination

Wien nultiple RRs have the sane "order" and all other criteria being
equal, the client should use the value of the preference field to

sel ect the next NAPTR to consider. However, because it will often be
the case where preferred protocols or services exist, clients nmay use
this additional criteria to sort the records.

If the lookup after a rewite fails, clients are strongly encouraged
to report a failure, rather than backing up to pursue other rewite
pat hs.

| ANA Consi der ati ons

The values for the Services and Flags fields will be determ ned by
the Application that nmakes use of this DDDS Database. Those val ues
may require a registration nmechani smand thus nmay need sone | ANA
resources. This specification by itself does not.

Security Considerations

The NAPTR record, like any other DNS record, can be signed and
val i dated according to the procedures specified i n DNSSEC.

Thi s Dat abase nakes identifiers from other nanespaces subject to the
sane attacks as normal domain names. Since they have not been easily
resol vabl e before, this may or nmay not be considered a probl em

Regul ar expressi ons should be checked for sanity, not blindly passed
to sonmething like PERL since arbitrary code can be included and
subsequent |y processed.
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copyrights defined in the Internet Standards process nust be
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Engl i sh.
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