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ABSTRACT ogy and performance and is consequently termed

, , “third generation.” Some of the key improvements are
Second-generation HF automation (e.g., MIL-STD-188jisied pelow:

141A) provided a sufficiently robust, reliable, and inter- _ _

operable link establishment technology to produce a re-* Faster link establishment

surgence of interest in HF radio for long-haul and mo- ¢ Linking at lower SNR (estimated 8-10 dB improve-

bile voice networks beginning in the 1980s. With the ad- ment in AWGN and fading channels)

dition of a robust data link protocol, the second genera-, \mproved channel efficiency: handles more stations

tion technology was extended to support data applica- 5nq heavier traffic

tions over HF. By the mid-1990’s, however, the growth .

of HF networking revealed the need for techniques that® ALE and DLP use same family of waveforms

reduce overhead traffic so that the limited HF spectrum « Higher DLP throughput for short and long messages

could support larger networks and more data traffic. « Better support for Internet protocols and applications
This paper describes a “third generation” of HF ra- _ . _ _

dio automation technology that provides significant ad-1NiS neéw generation of open standards is the result of

vances in modem technology, link establishment, ne!p_leas and comments 'from a broad base of government,

work management, and data throughput. One goal ghdustry, and academic research and development.

the third-generation technology development effort for

MIL-STD-188-141B was to efficiently support bursty SYSTEM ARCHITECTURE

data traffic in peer-to-peer networks with hundreds of _ _ _ _

stations. The constraints that this imposes on linking>€cond-generation HF automation provided a suffi-

message delivery, and routing table maintenance imciently robust, reliable, and interoperable ALE technolo-

prove the performance of star-topology and smalle@y t0 produce a resurgence of interest in HF radio for
peer-to-peer networks as well. ong-haul and mobile voice networks beginning in the

1980s. With the addition of a robust data link protocol,
the second generation technology was extended to sup-
INTRODUCTION port data applications over HF. By the mid-1990'’s,

This paper presents an overview of an integrated suite Efwever, the growth of HF networking revealed the need
advanced technologies that collectively provide an HE r_technlques that reduce overhead traffic so that the
radio subnetwork. The major components are as followdMmited HF spectrum could support larger networks and

o . more data traffic.
* automatic link establishment (ALE) One goal of the third-generation technology develop-

* data link protocol (DLP) ment effort was to efficiently support bursty data traffic
« automatic link maintenance (ALM) in peer-to-peer networks with hundreds of stations. The

| tional ¢ . resulting constraints on linking, message delivery, and
Several additional components or features are beingiing table maintenance improve performance in star-

standardized in MIL-STD-188-141B or MIL-STD-187- (qhqj0gy and smaller peer-to-peer network as well.

721D, including linking protection, time-of-day syn- e third-generation design supports separate calling
chronization, ECCM operation, routing and relatedynq traffic channels, although calling channels may be
functions, and so on, but these are not addressed hejgeq for traffic when necessary. (Traffic channels are

At this writing, the standards had not been finalized, sgormally assigned near calling frequencies so that their
the technology described here may differ from the fina ropagation is correlated.) Likewise, when equipment

standards. . _ _ ermits half- or full-duplex operation (distinct transmit
This suite of HF automation technologies builds uporhng receive frequencies), third-generation ALE and

the “second generation” technologies in MIL-STD-| M can find and use good channels in each direction

188-141A and FED-STD-1052, and are backward comygependently. Single-channel operation is the default,

patible with the second generation. However, the ne\t’fowever, because it uses channels more efficiently.
system represents a significant improvement in technol-

© 1998 IEEE 1



AUTOMATIC LINK ESTABLISHMENT 1111xx) are reserved for temporary use by stations call-

. . . . _ ing into the network.
Third-generation ALE (3G-ALE) is designed to quickly \when it is desired to be able to reach all network

and efficiently establish one-to-one and One'to'm?‘neg(embers with a single call, and traffic on the network is

(both broadcast an_d multicast) links. It uses a specializ pected to be light, up to 60 network member stations
carrier-sense-multiple-access (CSMA) scheme to shafgay pe assigned to the same dwell group. However, this
calling channels, and monitors traffic channels prior trrangement does not take full advantage of the 3G call-
using them to avoid interference. ing channel congestion avoidance techniques. To sup-
Scanning port heavier call volume than the single-group scheme

will support, the network members should be distributed

As in second-generation ALE, 3G-ALE receivers scafyi, myltiple dwell groups. This results in spreading si-
an assigned list ofalling channelslistening for 2G or  yjtaneous calls more evenly over the available fre-
3G calls. However, 2G-ALE is an asynchronous Systefjyencies.

in the sense that a calling station makes no assumption
about when a destination station will be listening to anysynchronous Dwell Structure

particular channel and therefore uses long calls. 3Grhe nominal duration of each synchronous dwell is 4

ALE includes an asynchronous mode, but it achieves itgeconds. The timing structure within each synchronous
highest performance under synchronous operation.  gwell time is as follows (see Figure 1):

When operating in synchronous mode, all scanning. ) ey )
receivers in a 3G-ALE network change frequency at th&iSten Time At the beginning of each dwell period, eve-
same time (to within a relatively small timing uncertain-'Y r€ceiver samples a traffic frequency in the vicinity of
ty). It is not necessary that all stations monitor the samii€ néw calling channel, attempting to detect traffic. This
calling channel at the same time, however. By assigningSten time” has a duration of 800 ms. It precedes the
groups of network members to monitor different chan® alling slots so th_at stations have recent traffic channel
nels in each scanning dwell, calls directed to networRtatus for use during a handshake.
member stations will be distributed in time and/or fre-Calling Slots The remainder of the dwell time is divided
quency, which greatly reduces the probability of colli-into 4 equal-length slots. These slots are used for the
sions among 3G-ALE calls. This is especially importansynchronous exchange of PDUs on calling channels.
under high-traffic conditions. The set of stations thaBO0 ms per slot allows for a 600 ms PDU, 70 ms of
monitor the same channels at the same time is calledpaopagation, 100 ms for synchronization uncertainty of
dwell group +50 ms, plus transmitter attack and AGC settling time.

Calling Channel Management
Slot 0 o
Assignment of channels to 3G-ALE scan lists may b | % oo o -

Next dwell

static, or it may be managed dynamically via the net- *°™ sooms sooms sooms O rew freq)
work management protocol (HNMP or SNMP). This

provides a direct means for propagation prediction pro- Figure 1: Synchronous Dwell Structure
grams or external sounders to optimize scan lists “on

the fly. Synchronous Calling Overview

Channels will usually be assigned to scanning se- . .
quence in non-monotonic frequency order. By alternat! "€ 3G-ALE synchronous calling protocol seeks to find

ing among frequency bands in adjacent dwells (to thauitable channel(s) for traffic and transition to them as

extent feasible for the receiving equipment) we usuallUickly as possible. This minimizes occupancy of the
increase the probability of linking success in the nexgalling channels, which is important in any CSMA sys-

dwell when the freaquency iust tried did not propaaate. (€M- 3G-ALE calls indicate the type of traffic to be car-
a Y propag ried (in general terms); the first traffic channel(s) that

Addressing will support this grade of service will be used. The sys-

One of the functions of the subnetwork layer is translal€m normally does not spend time seeking ligsttraf-

tion of upper-layer addresses (e.g., IP addresses) int§ channel (although such operation is possible).
whatever peculiar addressing scheme the local subnet¥Vhen acalling station is directed to establish a link to
uses. The addresses used in 3G-ALE PDUs are 11-it Prospectivecalled station, the calling station will
binary numbers. In a network operating in synchronou§°MpPUte the frequency to be scanned by the called sta-
mode, these addresses are partitioned into a 5-bit dwdipn during the next dwell and select a calling slot within
group number and a 6-bit member number within thathat dwell time. During Slot O of that dwell, the calling
dwell group. Up to 32 dwell groups of up to 60 mem-Station will listen to a ne_arby traffic cha_nnel that has re-
bers each are supported (1920 stations per net). FotfNty been free of traffic to evaluate its current occu-
additional addresses in each group (member numbep@ncy. If not calling in Slot 1, the calling station will
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then listen on the calling channel for other calls duringalled station will know whether it wants to respond, and
the slots that precede its call. If it detects a handshake vithat to look for in its traffic channel database. The Call
will defer its call. If no handshake is detected that willPDU therefore reports

extend into its chosen slot, the calling station will send a, e calling station identification

Call PDU (described later) in its slot and listen for a re-
sponse in the next slot.

« what resources will be needed if the call is accepted

When a station receives a Call PDU addressed to it, it what traffic channel quality is required.

will respond in the next slot with a Handshake PDU. Th
Handshake PDU may designate a good traffic channel
for transmissions to that responding station. If it does Call Type

&he Call Types in the Call PDU are listed below:

Descrption

both stations will tune to that traffic channel and com- Packet Data
mence the traffic protocol described in the call.

Traffic will use the 3G ARQ protocol.
Negative SNR OK.

If the call doesn't result in a link, the caller will try HE Modem
again during the next dwell on the next calling channe gjrcyit

Traffic will use an HF data modem (e.qg., for
2G-ARQ or digital voice). Need positive SNR.

in the responding station’s scan list. The calling Stat'O'Voice Circuit

Orderwire voice traffic. Need SNR10-15 dB.

will again select a slot and start the handshake in thi— :
new dwell by sending a Call PDU. If the calling station High-Quality
does not succeed in establishing a link after calling or Circuit

Traffic (voice or wireline modem) needs higher
SNR than orderwire.

all calling channels, it will normally abort the linking at- Unicast
tempt to avoid further channel occupancy.

One-to-one call, caller will designate the traffic
channel.

Listen-before-transmitEvery calling station that will Multicast

send a PDU during a dwell listens on its intended calling

One-to-many call, caller will designate the
traffic channel.

channel during the slots that precede its transmissio | jnk Release
(except Slot 1). If it detects a handshake, it will defer its
call until an available slot or until the next dwell. Thus,
early slots in a dwell may preempt later slots.

Prioritized Slot SelectianThe probability of selecting a .
slot is randomized over all usable slots, but the slot s

Caller announces release of called station(s) and
the traffic channel.

The full called station address is not needed in the Call
PDU, because the called station group number is implicit
&n the choice of the channel that carries the call.

lection probabilities for higher-priority calls are skewedHandshake PDU The Handshake PDU is used by both

toward the early slots while low-priority calls are skewectalling and responding stations. It is sent only after a
toward the later slots. Such a scheme will operate re&all PDU has established the identities of both stations in
sonably well in all situations, whereas hard partitioningone-to-one link establishment, as well as the key charac-
of early slots for high and late slots for low prioritiesteristics of the traffic that will use the link.

would exhibit inordinate congestion in crisis and/or rou- . The Link ID field contains a hash of the calling and
tine times. Any number of priority levels can be accom-  cajled addresses for use in collision resolution.

modated in this way. d Commands include Continue Handshake (“I don'’t

Note that a handshake that starts in Slot 4 will exten . n
into Slot 0 of the following dwell, but will not overlap ~ "ave & good traffic channel yet”), Abort Handshake,
and Commence Traffic.

any of the calling slots in that dwell.
] ) » The argument field carries either a channel number
Third-Generation ALE PDUs for traffic or a reason for not linking.

The contents of the various PDUs used by 3G-ALE are

shown in Figure 2. The
PDUs used in one-to-one
calling are the Call and
Handshake PDUs men-
tioned above. These two
key PDUs are discussed
below. The more special-
ized PDUs are discussed
later, in conjunction with

their respective protocols.

Call PDU. The Call PDU
needs to convey sufficient
information so that the
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6 3 6 5 4

call PDU HOI

Called Member #

(not 1111xx) | Call Type |

Caller Member # | Caller Group # |

6 3 7 8

Handshake
PDU

Link ID | Command | Argument (e.g., ch #) |

6 3 6 5 4

Notification
PDU

111111 | Caller Status Caller Group #

Caller Member # |

3 3 3 7 8

Broadcast
PDU

110 | Countdown

Call Type | Channel |

3 2 11 8

Scanning
Call PDU

111 I 11 l Called Station Address l CRC ‘

Figure 2: 3G-ALE Protocol Data Units



One-to-One Link Establishment Receipt of a Commence Traffic command prompts

The one-to-one linking protocol identifies a frequencythe calling station to enter the Traffic Phase.

or pair of frequencies for traffic use relatively quickly Responding PhaséNhen a station that is listening for

(within a few seconds), and minimizes channel occuparcalls receives a Call PDU addressed to it, it briefly enters

cy during this link establishment process. The synchrahe Responding Phase. In response to an error-free one-

nous mode ALE protocol is illustrated in Figure 3. to-one Call PDU addressed to it, an available station re-
A station will normally commence the link establish-turns a Handshake PDU in the next slot:

ment protocol immediately upon receiving a request t0 , Ay, Abort Handshake command is returned when the

establish a link with _anothe_r station, althoggh it_ may  responding station is not willing to accept the call.
defer the start of calling until the called station will be

listening on a channel believed to be propagating. The * A €ontinue Handshake command is returned if it is
latter option serves to reduce channel occupancy, and Willing to accept the call, but has not yet found a
does not preclude calling on the bypassed channels later Suitable traffic channel.

if the link cannot be established on the favored channel. « A Commence Traffic command, designating a traf-

Scanning Phase Stations idle in the Scanning Phase, in i€ channel, is returned when a suitable traffic chan-

which at least one receiver per station synchronously N€lis known.

scans its assigned channels, listening for calls. When/Aa called station does not remain in the Responding

station needs to establish a link with another station, Phase after sending its response: it either returns to the
enters the Probing Phase and sends Call PDUs on tBeanning Phase (Abort or Continue Handshake), or pro-
frequencies monitored by the called station until a linlceeds to the Traffic Phase (Commence Traffic).

for traffic has been established or the attempt is aborte&afic Phase When the called station enters the Traffic

Probing Phase Only the station that initiates link estab- Phase, it sets a timeout that will cause a return to the
lishment enters the Probing phase, and it does so whenStanning Phase if the calling station does not quickly
is ready to begin sending Call PDUs. Upon entry to thénitiate a traffic protocol. A longer timeout is used when
Probing phase, the caller calculates the frequency beingice traffic was announced in the call than when packet
monitored by the station to be called and, if necessaryraffic or a modem circuit was indicated.
tunes to that frequency. During each frame, it selects a When the caller receives a Handshake PDU containing
slot for sending its Call PDU as described above, sendsCommence Traffic command from the called station, it
the PDU, and listens for a response (a Handshake PDUlso enters the Traffic Phase. Normally, it will imme-
On receipt of a Continue Handshake command, thdiately commence traffic setup for an ARQ protocol or
calling station will make no further transmissions duringalert the operator to commence voice traffic. However, if
the current dwell frame, although it will combine the re-the traffic channel is either occupied or noisy at the call-
ceived quality of the Handshake PDU with the trafficing station, it may seek an alternate channel for sending
channel occupancy measured earlier to decide whethand/or receiving traffic using the ALM protocol.
that traffic channel is usable. During the next dwell At the end of the Traffic Phase, the called station
frame, the calling station will again listen to a trafficsimply returns to the Scanning Phase. The calling sta-
channel in the vicinity of the new calling channel duringtion, however, may be programmed to return to the call-
Slot 0, and send a Call PDU in a slot chosen in accoing channel that carried the successful handshake, wait
dance with the procedure described earlier. Receipt dbr the called dwell group to scan to that channel, and
an Abort command will terminate the linking attemptsend a Link Release call that informs the group that the
and return the calling station to the Scanning Phase. called station and the traffic channel are again available.

Unicast Calling In some situa-

ot~ Dwe””ame - " tions it is desirable for the call-
Responder ing station to designate the
traffic channel for a point-to-
_Frsql | Slot 2 | Slot 3 | Slot 4 Slot 0 Slot 1 Slot 2 Slot 3 Slot 4 _ pOInt Ilnk The UnlcaSt Ca”
Freaz Caler " ' ' type is used in these cases, and
Responde indicates that the called station
o o should not respond, but instead
Traffic Freq oo ‘ listen for a Handshake PDU

Caller | (Listen) Data Link Protocol startup |

Responder | (isen) | from the calling station in the
”””” slot that follows the Call PDU.
Figure 3: Example of 3G Link Establishment in Synchronous Mode  Both stations then proceed to
the Traffic Phase on the desig-
nated channel.
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One-to-Many Calling for burst_s rather than _Iong transmissions, which gives the
One-to-many calling includes both broadcast and multiSyStem improved agility (see MIL-STD-188-141B.)

cast protocols.
Multicast Calls A multicast call employs a separate 6- THIRD-GENERATION DATA LINK PROTOCOL

bit multicast address space. 3G-ALE controllers are prorpe 3G ARQ protocol is much more streamlined (and
grammed to recognize multicast addresses to which th‘?ﬂmble) than the FED-STD-1052 ARQ protocol. It

subscribe. The multicast protocol is similar to the unicasgimmy conveys data over a link, and leaves message-ori-
protocol: the caller sends a Call/Commence Traffic PDUnted functions to higher Iayers'.

sequence that directs the called stations to a traffic chan-The caller initiates a 2-way handshake on a channel

nel wh_ere they' are to set a timeout and listen for the typ(%lfter 3G ALE) that synchronizes the time bases of the
of traffic associated with that multicast address. data link terminals, and determines the direction and
Broadcast PDU and Protocol The Broadcast PDU mode of data transfer. Following this handshake, the
simply directs every station that receives it to a particuldink runs in either high-rate or robust mode; the former
traffic channel. A station may announce a broadcast tis used for long messages and the latter for short mes-
multiple dwell groups by repeating the Broadcast PDlsages or especially challenging channels.
on multiple channels during one or more dwells. The The high-rate mode is a selective-repeat protocol.
PDU contains a dwell countdown that indicates when &eries of fixed-size frames are sent at 4800 bps, after
broadcast will begin. which a robust burst from the responder acknowledges
L frames received error-free. Retransmissions of NAKed
Notifications frames carry FEC bits instead of data bits, with code-
The Notification PDU carries the address of the sendingombining used at the receiver to attempt to reconstruct
station. The 3-bit Station Status field carries the currenframes received with errors. The code rate ranges from 1
sending station status (e.g., Nominal, Going silent, etc).to 1/4 on a frame-by-frame basis.

Stations that are commencing radio silence (or The robust mode uses very robust waveforms and a
EMCON), or that are voluntarily departing from the net-stop-and-wait protocol. It cycles the channel more
work, may notify other stations of this status change tquickly than the high-rate mode, which makes it better
reduce the effects of upper-layer routing protocols havsuited for quickly transferring small messages over mar-
ing to discover this change in status. ginal channels. This mode should be especially effective

Notification PDUs are sent in randomly selected slot$n supporting transport-layer ARQ frames such as TCP
using the same probability distributions as broadcasts. acknowledgements. When the TCP maximum transmis-

, sion unit (MTU) is small, this mode will also be an effi-
Sounding cient means for reliably carrying user data over chal-
Sounding will normally be unnecessary in 3G-ALE sysdenging links.
tems. With synchronous scanning, knowledge of propa- For long messages in a CCIR Poor channel, an imple-
gating channels will have only slight effect on linking mentation of the high-rate mode maintains a 7-8 dB ad-
latency unless non-propagating channels are removegntage over 1052 ARQ at a given throughput, and
from the scan list. achieves roughly 50-100% better throughput at a given

In asynchronous 3G-ALE networks, however, soundSNR. The robust mode achieves a 10 dB improvement
ing may be desired if propagation data is unobtainablever 1052 ARQ for short messages in low-SNR CCIR
by other means. In this case, periodic transmissions of Roor channels.
repeated Notification PDU indicating Nominal station
status will serve the purpose. CONCLUSION

Asynchronous Operation The third generation of HF automation technology was
The Scanning Call PDU is sent repeatedly to capturdesigned to efficiently support large, data-intensive net-
scanning receivers when a network is operating in asymorks as well as the traditional voice and smaller net-
chronous mode. The remainder of the asynchronousvork applications of second-generation HF networks. It

mode handshake is similar to synchronous mode. includes an integrated subnetwork layer, ALE, ALM,
and ARQ protocols, and a family of robust PSK modem
WAVEFORMS waveforms. Simulations and prototype measurements

indicate that the new generation of technology will sup-
Both linking and data transfer PDUs are conveyed oveport order-of-magnitude improvements in network size
the channel by a family of PSK waveforms that are deand traffic throughput, while reaching perhaps 10 dB
rived from the highly-successful MIL-STD-188-110A deeper into the noise to provide connectivity in chal-
serial-tone modem. The new waveforms are optimizelbnging environments.
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