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Preface

Preface

The Jam Warehouse KnowledgeTree™ Administrator Manual is a comprehensive
guide to installing and managing the KnowledgeTree Document Management System.
These instructions are intended for use by an experienced system administrator.

Please Note:

These manuals are continually being updated, and we welcome your contributions to
help us document KnowledgeTree. Please post your comments and suggestions by
creating a 'Documentation’ ticket for the KnowledgeTree project on
http://issues.ktdms.com.

For more information about using KnowledgeTree please visit the KnowledgeTree
website at http://www.ktdms.com/.
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3 Typographic Conventions

Typeface / or | Meaning Example
Symbol

The names of commands, files,

AaBbCc123 and directories; on-page computer cat /tnp/file
output
What you type, contrasted with .
AaBbCc123 on-page computer output machi ne_nane% su
AaBbCc123 Command-line placeholder: To delete a file, type

replace with a real name or value _
rmfil enamne.

AaBbCc123 Book titles, new words, or terms, |Read Chapter 2 in Quick
or words to be emphasized. Start for Administrators.
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Getting Help

Getting Help

o Jam Warehouse Software offers various commercial support options for
licensed users of KnowledgeTree™ Professional. Support for KnowledgeTree
Professional provides you with priority access to our support staff and developers.

Find out more about support and licensing options for KnowledgeTree Professional
at the KnowledgeTree website -
http://www.ktdms.com/products/knowledgetree-support

Getting help for KnowledgeTree Open Source

Community support is available at the KnowledgeTree Community Forums. Post
your questions at http://forums.ktdms.com/, where our support staff, developers,
and a wide number of KnowledgeTree community members, endeavor to answer
questions around installing and using the KnowledgeTree Document Management
System.

Important

The KnowledgeTree website provides a variety of links to useful resources for all
KnowledgeTree users - Open Source or Professional.
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5.1
5.1.1

Welcome to KnowledgeTree

KnowledgeTree™ is a commercial open source Web-based Document Management
System.

KnowledgeTree allows you to move away from uncontrolled and unaudited shared
network drives to an environment that encourages knowledge sharing and meets

regulatory compliance requirements, such as the Sarbanes-Oxley Act, SEC Rule 17a-4
and FDA 21CFR11.

There are two editions of KnowledgeTree Document Management System:

o KnowledgeTree Open Source - free to download

¢ KnowledgeTree Professional - certified version of the KnowledgeTree Document
Management System that extends the functionality of the Open Source edition, and
includes a set of tools to provide a familiar Windows® Explorer and Microsoft®
Office® interface view of the document repository.

This image denotes functionality
that is only available to users KnowledgeTree
of KnowledgeTree Professional Professional

Features

KnowledgeTree provides:
e A central document repository with audited document content version control

e Powerful document metadata management and versioning
e Sophisticated document authoring management and workflow
e Full-text indexing technology allowing search within document contents

e Powerful security group and role-based security model and integration with
Directory Servers

Overview
Organizational Hierarchy

KnowledgeTree™ is a goal and task-oriented environment. Users are organized into
groups and units, with roles as the key task-drivers.

KnowledgeTree users are organized on two levels:
e Group level - a group contains one or more users
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e Unit level - a unit contains one or more groups. Units model your organization's
business units, e.g. Quality Assurance, or Human Resources.

Groups and Units are most directly involved in knowledge processes, and
KnowledgeTree allows these groupings to exist in multiple combinations. Different
Groups (e.g. Staff, Finance Staff, etc.) may have some Users in common, and one or
more Groups may be contained in a single Unit.

Note: Only the system administrator is allowed to create, modify, or delete these groupings.

Note: Some default entries are created during installation; you may need to change these
before you start using KnowledgeTree.

Workflow tasks are typically assigned to specific Roles (e.g. Manager, Editor, etc).
Roles are allocated to Groups to transfer the permissions of the Role to the Group.

5.1.2 Administrator Mode

Administrator mode allows system and unit administrators to view and manage all
documents in the system, including those documents where they are normally denied
access.

Administrators may be denied access to certain documents in the repository -
management level documents containing classified information, for example.
However, administrators must be granted a way of overriding the controls for secure
documents in order to fix problems that may occur with these documents.

Enabling / Disabling Administrator Mode

You enable / disable Administrator mode by clicking the link in the Administrator
mode menu in Browse Documents.

Dashboard Browse Documents OMS Administration Administrator - Preferences - Logout

wou are here: browse » folders

Add Document
Add 3 Falder 4| Tile - Created Last Mo dified Creator Workflow State
Permissions | [ £/ ABC Corporation Administrator
Import fram Servar Location
1 iternz, 20 per page
Bulk upload
Folder transactions Delete |[ Move
Allocaie Roles

122006 The Jam Warehouss Softwars (Pty) Ltd. All Rights Resened — KnowledgeTrae Version: Pro BIR 20080426-2 — Request
Administrator mode created in 0629s

& Administrator mode is
naot cumantly enablad.

(] Enable Admin Made

Figure: Administrator mode menu in Browse Documents
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5.1.3

Working with Permissions

The KnowledgeTree™ Document Management System repository is secured through
permissions.

The system administrator uses the Security Management link on the
Administration menu in DMS Administration to create new permissions, or to
delete permissions.

Note: Non-administrative users can use the Permissions link on the Folder Actions menu in
Browse Documents to view permissions set up for specific folders.

Core Permissions

KnowledgeTree provides the following standard (core) permissions for controlling
access to content in the repository.

e Read - users are allowed to view the document and its metadata, but they won't
be allowed to change it. Search and browse functions do not list a document in
search results or in the folder view to users who do not have this permission for
that document

e Write - users are allowed to change the content of a document, as well as its
metadata; check out/check in, or create new documents in folders where they have
this permission

¢ Add Folder - users are allowed to create and edit sub folders where they have the
required permissions for the parent folder.

e Manage Permissions - users are allowed to edit folder permissions

o Delete - users are allowed to delete files and sub folders in a parent folder where
they have this permission.

e Manage Workflow - users are allowed to change the workflow settings on a
document (e.g. perform a transition).

Assigning Permissions
Permissions are allocated by group, by role, and by folder.

Folder Permissions

By default, folder permissions are assigned to the creator of a folder, and to the
KnowledgeTree administrator.

Permissions that have been granted to the parent folder are applied by default to the
sub folders and documents in the parent folder. When a new folder is created, it will
always default to the permissions of its parent folder. And any changes to the
permissions of the parent folder are passed down to the sub folders.

However, users may be allowed to override the parent permissions, but in this case,
when changes are made to the permissions of the parent folder, those changes are no
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longer passed down to the sub folder. The parent permissions can also be re-applied
at any time, and this will override the custom permissions that may have been
defined for the sub folder.

Role-based Permissions

Role-based permissions are a flexible, generalized way of assigning permissions that
allow you to assign permissions to the role - e.g. all developers in the organization -
and then to add groups - e.g. project team X - to the role. In this way, the
permissions of the role are given to one or more groups.

Role-based permissions are useful for workflows; this is because workflows are
typically created for the role, and not for the group.

Group-based Permissions

Folder permissions are granted by group. Permissions that have been assigned to a
specific folder apply to all documents in that folder. When adding a sub folder,
permissions for the sub folder are automatically inherited from the parent folder.
Permissions for the sub folder can then be modified. However, when permissions for
the parent folder change, these changes in the permissions are also passed down to
the sub folder.

Click here to find out more about KnowledgeTree's permissions model.

5.1.4 Manually Restoring the Default Admin Password

A default Admin user (username: admin; password: admin) is set up during
installation to allow initial access to KnowledgeTree.

It is recommended that you change the default admin credentials as soon as your
install is complete, after you have obtained access to the DMS in order to change the
password. See Manage Users in the DMS Administration section of this manual for
more information about adding / editing passwords.

KnowledgeTree does not have a password resetting system that allows you to retrieve
forgotten passwords, but you can restore the default admin credentials.

If you are an administrative user, and you have forgotten your login password, you
will need to reset the admin password to 'factory' default by manually modifying the
database.

To do this, perform the following steps:

1.Run the following SQL command within MySQL.:
UPDATE USERS SET passwor d='21232f 297a57a5a743894a0e4a801f ¢c3' WHERE i d=1;

2.You will be logged in with the following credentials:
e username: admin
e password: admin
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5.1.5 Login
5.1.5.1 Login Restrictions

The KnowledgeTree™ DMS can be set up to use your organization’s central
authentication infrastructure to control access to the repository, or it can use its own
internal database to allow users to log in.

The authentication process checks and verifies a user's details in order to allow or
disallow access to various parts of the DMS, and to enable or disable
permissions-based functionality on content in the repository for this user.

You can set up a maximum concurrent sessions a user can have by editing the user's
details in the Users and Groups section of DMS Administration. This prevents a
single account from being used to log into the system from different computers.

Note: By default, the system logs you out after a period of inactivity, and it recognizes that
you have not used the Logout button to exit your session. When logging in again, the system
re-opens at the location where you ended your last working session.

5.1.5.2 Logging in to the Web-based KnowledgeTree DMS

This procedure logs you in to the KnowledgeTree™ Document Management System.

Perform the following steps:
1.Use your Web-browser to navigate to the Login page for the KnowledgeTree
Document Management System.

2.Enter your administrative login details in the Username and Password fields.
Note: Your username and your password are case-sensitive, so you need to ensure that
your keyboard Caps Lock key if off when entering your login credentials.
Note: If you have forgotten your admin login credentials, see Manually Restoring the
Default Admin Password.

4. Click login to open the KnowledgeTree at the Dashboard.
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<
=

Knowledge Iree

Flease enter your details below to login.

Username

|J|:|n Srythe |

Password

— |

KnowledgeTree YWersion: 3.0.0

Figure: Login Page

5.1.5.3 Logging in to KnowledgeTree Explorer

I This procedure logs you in to the KnowledgeTree™ Document Management
System via KnowledgeTree Integration Server (KTIS), and opens the repository in
KnowledgeTree Explorer.

Prerequisites:

KnowledgeTree Professional installed

KnowledgeTree Tools installed

KnowledgeTree Professional license allocated to you

Valid connection configured with your KnowledgeTree server

Note: See the Install Guide section in this manual for more information on installing or
upgrading to KnowledgeTree Professional. See Installing KnowledgeTree Tools for information
on installing KTtools and configuring connections. See Adding / Allocating keys to find out how
to add a KnowledgeTree Professional license for your username so that you can access
KnowledgeTree Explorer.

Perform the following steps:

1.Click E on your desktop; or, click Start - Programs - KnowledgeTree Tools
- KnowledgeTree Explorer to launch KnowledgeTree Explorer.

2.KnowledgeTree Explorer tests your connection with the KnowledgeTree server.

10 KnowledgeTree Administrator Manual June 2006



Knowledgelree

Document Management System

Trying Caralyn. ..

3.KnowledgeTree Explorer opens and loads the files and folders in the

KnowledgeTree Document Management System repository.

Note: KnowledgeTree Explorer displays the same file and folder hierarchy as in the
KnowledgeTree

DMS. This is a permissions-based view, as in KT DMS - you will only see the folders and
files for which

you have read and/or write permissions in the DMS.

Note: If you have not saved your password for the connection, the KT Connections dialog
opens, and you will

need to enter your password to connect to KnowledgeTree Explorer.

|} Knowhkedge Tree Explorer 0.6.0
Location  Help
MConnect | [ o DY BB L | | Foldeiz
(RN AR CorporatinnsBe st Practicn: o | Quick Sewch J
= i@ Local Test Fierame | sie | Display Name Status | Type
- ABC Corpoialion Trawing
=l He’t_rﬁf':“‘:” ] Compeahervive breakdown of the stages of develomantZdoc 550 Kb Comprehansive Braakdown of the Stages of Davelopmant Miciozalt Word Documen
Tainirg

Projects

Tithe Accountieg

‘wihile Fapsic

Figure: KnowledgeTree Explorer - files and folders loaded

5.2 KnowledgeTree Editions

There are two editions of KnowledgeTree™ Document Management System:

e KnowledgeTree Open Source - a free to download, Web-based version of the
KnowledgeTree Document Management System.

¢ KnowledgeTree Professional - a paid-for version of the Open Source Knowledge
Document Management System. KnowledgeTree Professional includes all the
features of the Open Source edition, plus a server component (KTIS) and a set of
tools (KTtools) that allows you to work with content in the DMS from within a
familiar Windows® Explorer and Microsoft® Office® interface called KnowledgeTree
Explorer for Windows. KnowledgeTree Professional adds significant functionality to
the DMS, and it includes support.

Downloading / Installing KnowledgeTree

KnowledgeTree Document Management System is distributed in two forms:

¢ 'all-in-one' KnowledgeTree Stack Installer packages for Windows and Linux (Open
Source and Professional)

e Source Only ZIP and Tar.GZ packages (Open Source)

11 KnowledgeTree Administrator Manual June 2006



Welcome to KnowledgeTree

5.2.1

Feature Comparison

Feature |Know|edgeTree Open KnowledgeTree
Source Professional

Certified, Tested Server No Yes

Web-based DMS Yes Yes

KnowledgeTree Integration No Yes

Server (KTIS)

KnowledgeTree Explorer for No Yes

Windows

KnowledgeTree Office No Yes

Integration

Extended Management No Yes

Reporting Functionality

Distributed as Optimized No Yes

Bytecode

Support No Yes.

Annual Subscription Fee Free Yes

Note: See the KnowledgeTree website for more information about support options and
subscription costs for KnowledgeTree Professional.

What is KnowledgeTree Open Source?

KnowledgeTree™ Open Source is the free, open source edition of the Web-based
KnowledgeTree Document Management System.

Because it's open source, the product can be downloaded and installed at no cost.
This is useful where you need to evaluate document management solutions for your
organization, or if you are interested in customizing core features of the system.

Additionally, since KnowledgeTree Open Source is focused on document management
(and not on Web portal and content publishing) - and it comes with no price tag - it is
easier for most organizations to implement than expensive, proprietary content
management applications.

KnowledgeTree Open Source is suitable in many document and records management
scenarios.

Note: A Professional edition of the KnowledgeTree Document Management System is also
available. Click here to find out more about KnowledgeTree Professional at the
KnowledgeTree website, or go to What is KnowledgeTree Professional?.
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5.2.2

What is KnowledgeTree Professional?

i KnowledgeTree™ Professional is a certified version of KnowledgeTree
Document Management System, which extends the KnowledgeTree Open Source
feature set and brings document management to your desktop in a familiar Windows®
Explorer and Microsoft® Office® interface.

Windows and Office users can access and work with content in the document
repository from their desktop, and from within Microsoft Office applications. The
system allows you to drag & drop files from your desktop, and to open and check-in
documents from within Microsoft Word, Excel and PowerPoint. You can also manage
metadata, versions, and workflow from the Windows desktop.

KnowledgeTree Professional ships with a server-side component called the
KnowledgeTree Integration Server (KTIS), and includes a set of
KnowledgeTree Tools for Windows (KTtools).

KTtools contains:

e KnowledgeTree Explorer for Windows: an Explorer-type application that
provides a file browser view of the document repository (see Figure below)

o KnowledgeTree Office Add-in: a Microsoft Office add-in that allows you to access
KnowledgeTree functionality from within Microsoft Office applications.

o KnowledgeTree Desktop Imaging: a tool that allows you to scan documents into
the KnowledgeTree repository.

B KnowledgeTree Explorer 06,0
Location  Help

| & —. = * o 0 | Foldaiz:
Location: |/ABC Comoration/ ﬂ| Tuick Seach J

= i@ Local Test Fierame | Size | Daplay Hame | Stahus | Type | Modified | Modified By | Creshed [ Author | Deseripton
+ gy ABC Corpoiation Projects

4| Conrecil

Time Accounting
While Fapers
Best Fractices

Figure: KnowledgeTree Explorer for Windows

Features

KnowledgeTree Professional includes functionality beyond that available in
KnowledgeTree Open Source. Some of this functionality is available through the
web front-end, but much of it is built into a set of Windows Tools (KTtools).

The KnowledgeTree Professional feature set includes:

¢ a central document repository with audited document content version control

e document metadata management and versioning
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e document authoring management and workflow
o full-text indexing, allowing search within document contents
e security group and role-based security model and integration with Directory Servers

¢ stack installers that install and configure all required stack and indexing
components, including certified versions of Apache, MySQL and PHP

e KnowledgeTree Integration Server (KTIS) and KnowledgeTree Client Tools for
Windows (KTtools)

¢ extended management reporting functionality

2 business day priority support via our online Customer Portal

Note: KnowledgeTree Professional is available for purchase from the KnowledgeTree website
at http://www.ktdms.com/

KnowledgeTree Integtration Server (KTIS)

== KnowledgeTree™ Integration Server (KTIS) is a component that
provides a standards-based WebDAYV interface into the KnowledgeTree Document
Management System. The KnowledgeTree Integration Server is complemented by
KnowledgeTree Tools (KTtools) - a set of client tools for Windows - plus a number of
plug-in products that extend the utility of the server for specific tasks.

Using KnowledgeTree Integration Server

KnowledgeTree Professional licence holders are able to log in to KnowledgeTree
Document Management System through KTIS. This allows you to work with content
in the repository within KnowledgeTree Explorer, using KnowledgeTree Client Tools
for Windows (KTtools).

Note: Go to Adding / Allocating Keys to find out more about issuing licenses for
KnowledgeTree Professional.

5.2.2.1.1 3rd Party WebDAV Clients

At the time of writing (June 2006), KnowledgeTree Explorer for Windows is the
only native client for KnowledgeTree Integration Server.

Access is also provided to the following 3rd Party WebDAV clients (with varying
degrees of functionality):
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5.2.2.2

e Windows XP Explorer WebDAV
e Mac OS X Finder

o KDE Konqueror

¢ Novel NetDrive

e cadaver

Important

e 3rd Party WebDAV clients are limited to read-only mode in the default
installation. To enable write mode you need to edit the baobab.conf file in your
KnowledgeTree var folder and turn off SafeMode. The file is created the first time
you access KTIS.

e Windows users - Web Folders Update

Windows users who want to use Windows Explorer WebDAV must install the Web
folders update,

available at http://support.microsoft.com/?kbid=892211.

Note: Authentication under Windows XP requires that you append the port to the hostname -

e.g.
http://www.hostname.com:80/kt3/baobab/

3rd Party Client Functionality

We are constantly extending the functionality of 3rd Party Clients for KnowledgeTree
Integration Server and KTtools, please click here to view the latest information for
your scenario.

For more information on the various WebDAV clients, go to
http://www.greenbytes.de/tech/webdav/webfolder-client-list.html

KnowledgeTree Client Tools for Windows

" KnowledgeTree™ Client Tools for Windows (KTtools) are a set of
client-side tools that leverage the functionality of the KnowledgeTree Integration
Server (KTIS) to provide alternate methods of working with the KnowledgeTree
server.

Note: Only KnowledgeTree Professional users with valid licenses have access to KTtools
via KTIS. KnowledgeTree Professional is available for purchase from the KnowledgeTree
website at http://www.ktdms.com/

The KTtools toolset comprises:

e KnowledgeTree Explorer for Windows

e KnowledgeTree Office Add-in for Microsoft Office
e KnowledgeTree Desktop Imaging
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You can download these tools from the KnowledgeTree website and install them on
your client machines.

For more information about using KTtools, go to Using KnowledgeTree Client Tools
for Windows, see the KnowledgeTree User Manual, or find out more at the
KnowledgeTree website.

5.2.2.2.1 KnowledgeTree Explorer for Windows

KnawladgeTres
Prosess:

KnowledgeTree Explorer for Windows is a component of KnowledgeTree
Client Tools for Windows (KTtools) that provides a familiar Windows® Explorer and
Microsoft® Office® view of the KnowledgeTree Document Management System
repository.

KnowledgeTree Professional allows you to use KnowledgeTree Explorer and Windows
Explorer to open files in the KnowledgeTree repository from your desktop, while
retaining the functionality of workflows, version control, and metadata. You can also

use your operating system's 'drag and drop' functionality to copy files or folder trees
in and out of the repository.

B KnowledgeTree Explorer 06,0

Location  Help
wCoret | o DY 50 » & 1 | Foldei:
Locatior; | /4BC Corporations o || Quick Semch
= i@ Local Test Fierame | Size | Daplay Hame | Stahus | Type | Modified | Modified By | Creshed [ Author | Deseripton
+ gy ABC Corpoiation Projects
Time Accounting
While Fapers
Best Praclices

Figure: KnowledgeTree Explorer for Windows Interface

5.2.2.2.2 KnowledgeTree Office Add-in for Microsoft Office

The Office Toolbar plugin allows you to browse, check-out and check-in documents in
the KnowledgeTree Document Management System repository from within Microsoft
Office XP/2003 applications.
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Location  Help

| Connectl

DD RID @ § Mo

Lacatice: |/Accounting/Recaipts/

;"l [-Quick Search..  Q

Open in Windows
Browise My KnowledgeTree Documents

New
Save 8 copy Localy..,

Copy
Paste

Ranams
Delete
Refresh

Copy within KT...
Move within KT...
Properties...

5.2.2.2.3 KnowledgeTree Desktop Imaging

KrowledgeTree
Prolessional

S KrowledgeTres | Flensme | Siea | Display Mame | Stats | Type [ Modified | Modfied By | Crested | Authee | Desesiption |
B Accountng @]DG'IS ds 11.5Kb Del9ds Miciosalt Excel Waikshest  671/20068 Admnististor  B/1/2006 Admnishister Del3sk
e Rece_q:ts' =Tk Wz 11.65Kb Dol3ds Microzoft Excel Workshest  671/2008  Adminicratoe 671/2008  Admiiztaioe Dol3sk
Engnesiing De1f.ds 5 Microsolt Excel eet 6 5 Admnistrabor 6/ 5 Adm ko Dol Binls
Management D Open solt Excel Wolkshest  B71/2008 Administrater €71/2008 Administiater De2l sl
=l ?;::WDM‘UW’" lijpc Onen in KnoiisdgeTres st Excel Workshest  6/1/2005  Admnistrater 5/1/2005 Admiisirstos DBk

KnowledgeTree Desktop Imaging is a scanner tool in the KTtools toolset

that allows you to scan documents directly into the KnowledgeTree repository from

within KnowledgeTree Explorer.

For more information on using KnowledgeTree Desktop Imaging, see Scanning

Images with KnowledgeTree Deskto
Manual.

p Imaging in the KnowledgeTree User
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B Knowledge Tree Desktop Imaging £ |E |z|

Yo are curently umng the followg imageg dewvice:
ThafalM Working Group TwialM_32 Sample Souncs
Uz the Ophions <> Sethings menu bo change the device

Click the Launch 5can Wizad button below to launch
the document scanning wizand,

| Launch Sean wizaid | Ciose |

Figure: KnowledgeTree Desktop Imaging Scan Wizard
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6.2

Install Guide

Important

KnowledgeTree™ is capable of running on a large number of operating systems, and
in many different configuration scenarios. We do not provide instructions for all of the
potential implementation environments. This guide explains how to use the
KnowledgeTree Stack Installers for Windows / Linux, and it provides instructions for
manually installing KnowledgeTree on generic Windows and Unix-like operating
systems.

If you don‘t find the installation instruction for your environment in this guide, please
check the KnowledgeTree Wiki at http://issues.ktdms.com/confluence/, where we
have collected several more specific sets of installation instructions with the help of
the KnowledgeTree community.

If you have successfully implemented KnowledgeTree on a
platform that is not detailed on the KnowledgeTree Community
Wiki, we would welcome your contribution of installation
instructions. Please feel free to create a Wiki account for
yourself and to post your wisdom!

Supported Platforms

KnowledgeTree can be installed to the following platforms:

Red Hat Enterprise Server 3 and 4 (32-bit x86)
Fedora Core 4 (32-bit x86)

SUSE 9 and 10 (32-bit x86)

Ubuntu 6.06 (32-bit x86)

Windows Server 2003

Windows XP SP2

KnowledgeTree Professional also requires the following applications on the
client-side:
e Microsoft Windows XP Service Pack 2

e Microsoft Office XP

e Microsoft Office 2003

Upgrading

This section describes upgrades for the following scenarios:

If you have ... ... and you want to ... then use
upgrade to ...
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KnowledgeTree Open
Source (Stack Installed)

the latest version of
KnowledgeTree Open
Source (Stack Installed)

KnowledgeTree Open
Source Upgrade Installer
(Windows / Linux)

See Upgrading
KnowledgeTree OSS (Stack

Installed) to latest version

OSS (Stack Installed)

KnowledgeTree Professional

KnowledgeTree Professional
Upgrade Installer
(Windows / Linux)

See Upgrading
KnowledgeTree OSS (Stack

Installed) to latest version

KnowledgeTree Professional

KnowledgeTree Open
Source (OSS) - manually
installed

KnowledgeTree Professional

KnowledgeTree Professional
Stack Installer; then, follow
upgrade instructions on the
KnowledgeTree website.

See Upgrading
KnowledgeTree OSS

(manually installed) to

KnowledgeTree Professional

KnowledgeTree Open
Source - stack installed

KnowledgeTree Open
Source Stack Installer;
then, follow upgrade
instructions on the
KnowledgeTree website.

See Upgrading
KnowledgeTree OSS

(manually installed) to

KnowledgeTree OSS (Stack

Installed)

KnowledgeTree Open
Source - manually installed
- latest version

Latest version of the Source
Only package; then, follow
instructions in upgrade.txt
in docs directory

See Upgrading from
KnowledgeTree OSS

(manually installed) to

latest version OSS (manual

install - Source Only

Package)
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KnowledgeTree Professional [KnowledgeTree Professional

- latest version Upgrade Installer
KnowledgeTree See Uparadin
Professional ol

KnowledgeTree Professional
to latest version
KnowledgeTree Professional

Note: KnowledgeTree Stack Installers install Apache and MySQL, so we do not recommend
that you install the Stack Installers on servers that have Apache and MySQL unless you have
MySQL and Apache administration experience.

6.2.1 Backing up before Upgrading

You must back up your KnowledgeTree Document Management System before
performing any upgrades.

You need to back up the following components:
¢ the database
e the documents
e the configuration
o the application

Backing up the Database

The mysqgldump (included with all the Stack Installers) or phpMyAdmin programs can
be used to export the database into a SQL file. Ensure that you disable foreign key
checks in the export. The default database name is dms. Back up this exported file.

See Also
e Database Backup for Microsoft Windows users
e Database Backup for Linux users

Backing up the Documents

The documents are stored in the Documents directory in KnowledgeTree. In the
KnowledgeTree Stack (which bundles KnowledgeTree with all associated programs),
this directory is in the root of the KnowledgeTree stack install. In the open source
standalone install, this defaults to the var/Documents directory (but should be
changed). Use any filesystem backup system to back this up.

Backing up the Configuration

The configuration resides in the config.ini file. In the KnowledgeTree Stack, this lives
in the root of the stack install root. In the open source standalone install, this defaults
to the config/config.ini file.

Backing up the Application
Even though this can be reinstalled from the original installation material, keeping the
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application backed up improves restore-time, and makes it possible to restore if you
have lost the original installation material. Use any filesystem backup system to back
this up.

6.2.1.1 Database Backup for Microsoft Windows

This procedure saves your database (Windows users) to a file - e.g. dump.sql.

Perform the following steps:
1. Click Start - Run.

2. Type cnd in the Run dialog box.
3. Navigate to the following location: KnowledgeTree_Directory\mysql\bin
4. Enter the following command: nysgl dunp -u dnsadnin -p dns > dunp. sql

5. When you're prompted for a password, enter the MySQL password you set up
during your KnowledgeTree installation.

6. The database is saved to dump.sql. Ensure that you keep this file in a safe
place.

See Also
Database Restore for Microsoft Windows

6.2.1.2 Database Backup for Linux

This procedure saves your database (Linux users) to a file - e.g. dump.sql.

Perform the following steps:
1.0pen a terminal.

2.Navigate to KnowledgeTree_Directory\mysql\bin

3. Enter the following command: ./ nysql dunmp - S
Knowl edgeTree_Directory/ mysql /bin/nysql dunp --port=3306 --socket=
Knowl edgeTree Directory /nysql/tnmp/ nysql.sock -u dnmsadnin -p dns >
dunp. sql

4. When you're prompted for a password, enter the MySQL password you set during
your KnowledgeTree installation.

5.The database is saved to dump.sql. Ensure that you keep this file in a safe place.

See also
Database Restore for Linux
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6.2.2 Restoring after Upgrading

This section provides information for on restoring KnowledgeTree Document
Management System components that you backed up before performing an upgrade.

Note: We recommend that you perform a backup of KnowledgeTree prior to any upgrade.

Documents, Configuration, and the Application
Restore from the filesystem backup system that these were backed up to.

Database
Use the mysqgl or phpMyAdmin programs to read in the exported SQL file.

Note: See also the specific instruction on database backup and restore for Windows and for
Linux users.

6.2.2.1 Database Restore for Microsoft Windows

This procedure restores your database (Windows users) from a file - e.g. dump.sq|l.
Note: dump.sql must be in the following directory: KnowledgeTree_Directory\mysql\bin

Perform the following steps:
1. Click Start - Run.

2. Type cnmd in the Run dialog box.
3. Navigate to KnowledgeTree_Directory\mysql\bin
4. Enter the following command: nysqgl . exe -u dnsadnin -p dns < dunp. sql

5. When you're prompted for a password, enter the MySQL password you provided
during your KnowledgeTree installation.

6.2.2.2 Database Restore for Linux

This procedure restores your database (Linux users) from a file - e.g. dump.sql.

Perform the following steps:
1.0pen a terminal.

2. Navigate to the following location: KnowledgeTree_Directory\mysql\bin

3. Enter the following command: ./ nysql dunmp -S
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Know edgeTree_Directory/ mysql/bin/mysqgl dunp --port=3306 --socket=
Know edgeTree Directory /mysqgl/tnp/ nysql.sock -u dmsadnin -p dnms <

dunp. sql

4.When you're prompted for a password, enter the MySQL password you provided
during your KnowledgeTree installation.

6.2.3 Upgrade Instructions
6.2.3.1 Scenarios for Upgrade Installs
KnowledgeTree provides a variety of Stack Installers - available for Windows or
Linux - to install KnowledgeTree Open Source or KnowledgeTree Professional
in a few easy steps.
Note: KnowledgeTree Open Source products are free to download at the KnowledgeTree
website. KnowledgeTree Professional products are available for purchase at the KnowledgeTree
website. Click here for more information.
Important Information for Upgrades:
You must back up your existing KnowledgeTree Document Management System
before attempting any upgrade.
Windows Linux
KnowledgeTree Open Source KnowledgeTree Open Source
Windows Installer (3.*.*) - stack Linux Installer (3.*.*) - stack
Stack installer installer
Installers
KnowledgeTree Professional ‘ KnowledgeTree
Windows Installer (1.*.*) - stack Professional Linux Installer
installer (1.*.*) - stack installer
KnowledgeTree Open Source KnowledgeTree Open Source
Upgrade Windows Upgrade Installer (3.*.*) |Linux Upgrade Installer (3.*.*)
Installers [ .
L KnowledgeTree Professional ‘ KnowledgeTree
Windows Upgrade Installer (1.*.*) |Professional Linux Upgrade
Installer (1.*.*)
Note: At the time of writing (June 2006), KnowledgeTree Open Source is at version 3.0.3, and
KnowledgeTree Professional is at version 1.0.1)
Note: KnowledgeTree Stack Installers install Apache and MySQL, so we do not recommend
that you install the Stack Installers on servers that have Apache and MySQL unless you have
MySQL and Apache administration experience.
Using the Installers
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If your current situation is

And you want to install

Then use ...

No existing installations of
KnowledgeTree - Open
Source or Professional

1. KnowledgeTree
Professional

KnowledgeTree
Professional Stack
Installer

See Installin
KnowledgeTree

Professional using the
Stack Installer for
Windows / Linux

2. KnowledgeTree Open
Source (Stack Install)

KnowledgeTree Open
Source Stack Installer

See New Install -
Installing KnowledgeTree
Open Source using the
Stack Installer for
Windows / Linux

3. KnowledgeTree Open
Source (Manual install)

Source Only Package

Note: You download the
Source Only package from
the KnowledgeTree website.
It contains all the Source
Only files

See New Install - Installing
KnowledgeTree Open Source
using the Source Only
Package for Windows / Linux

KnowledgeTree Open
Source - Stack installed

Note: This scenario applies
where you have previously used
the KnowledgeTree Open Source
Stack Installer to install
KnowledgeTree Open Source.

1. The latest version of
KnowledgeTree Open
Source (i.e. upgrade)

KnowledgeTree Open
Source Upgrade Installer

See Upgrading
KnowledgeTree OSS (Stack

Installed) to latest version
OSS (Stack Installed)

2. KnowledgeTree
Professional (i.e.
upgrade)

KnowledgeTree
Professional Upgrade
Installer

See Upgrading
KnowledgeTree OSS (Stack

Installed) to KnowledgeTree
Professional

25

KnowledgeTree Administrator Manual June 2006




Install Guide

KnowledgeTree Open
Source - Manually
installed

1. KnowledgeTree
Professional

KnowledgeTree
Professional Stack
Installer and

Upgrade instructions on
the KnowledgeTree
website

Note: First run the installer;
then, follow the upgrade
instructions on the website.

See Upgrading
KnowledgeTree OSS

(manually installed) to
KnowledgeTree Professional

2. KnowledgeTree Open
Source - Stack installed

KnowledgeTree Open
Source Stack Installer
and follow instructions on
the KnowledgeTree
website

Note: First run the installer;
then, follow the upgrade
instructions on the website.

See Upgrading
KnowledgeTree OSS

(manually installed) to
KnowledgeTree OSS (Stack

Installed)

3. Latest version of
KnowledgeTree Open
Source - Manual install

Latest version of Source
Only Package and follow
instructions in upgrade.txt
in docs directory

Note: You download the
Source Only package from
the KnowledgeTree website.
Then you follow the
instructions.

See Upgrading
KnowledgeTree OSS

(manually installed) to latest
version OSS (manual install -
Source Only Package)
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KnowledgeTree KnowledgeTree

Professional - latest Professional Upgrade

version Installer
KnowledgeTree See Uparadin
Professional ol

KnowledgeTree
Professional to latest
version KnowledgeTree
Professional

6.2.3.2 Upgrading KnowledgeTree OSS (Stack Installed) to KnowledgeTree Professional
This procedure upgrades your existing, stack installed, KnowledgeTree Open Source
installation to KnowledgeTree Professional, using the KnowledgeTree Professional
Upgrade Installer for Windows / Linux.
Note: This procedure assumes that your current KnowledgeTree Open Source installation was
installed using the Open Source Stack Installer for Windows / Linux.
**Note: This procedure describes the steps involved when using the Professional Upgrade
Installer for Windows. The Professional Upgrade Installer for Linux differs in a few minor
ways.
Prerequisites:
e You need to have performed a backup of your KnowledgeTree Document
Management System before upgrading.
Perform the following steps:
1.Have you backed up your installation of KnowledgeTree Document
Management System?
e Yes. Go to step 2.
¢ No. Backup your system before continuing with this upgrade.
2.Locate, then click on the latest version KnowledgeTree Professional Upgrade
Installer for Windows.
Note: If you're upgrading to KnowledgeTree Professional in a Linux environment, select
the latest version KnowledgeTree Professional Upgrade Installer for Linux.
3.0n the File Download - Security Warning page, decide whether you want to
save the upgrade installer to your local computer to run the install from there, or
click Run to open the Professional Upgrade Wizard.
Note: When starting the upgrade installer, you may see a browser security warning that
the publisher cannot be verified. Click Run to continue.
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File Download - Security Warning ﬁl
Do you want to run or ave thiz file?

D Hame:  kbdrrs-1,0, 1rc7-pro-windows-upgrade-inskaller, exe
Type: Application, 5.68 ME
From:  masp

[ Rurs ][ Save ]l Cancel ]

potentialy ham you compuber. If pou do not ust the source, do not
ur of zave this softveare, What's the gk ?

@ ‘wihile files from the Inbsmet can be useful, this fle lvpe can

4.0n Setup - KnowledgeTree Document Management System Professional

uEErade install Wizard, click Next to oien the Installation directory page.

System Professional upgrade

Professional upgrade Setup Wizard

Knowledge Iree

Setup - KnowledgeTree Dociment Management

Welcome bo the KnowledgeTres Documeant Management 5ystef

Eoheat> || cancel |

5. Accept the default install location, or click the browse icon to select a different
install location; then, click Next to open the Create a backup page.
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£ Setup

Installation directory . ]
A

Please spacify the directory whers KnowledgeTree Document Management: Systern Professional
upgrade was Installed

Installation drechory ﬁ

[ <gack || mestz |[ cance |

6.Ensure that the Yes radio button is selected; then, click Next to open Ready to
Install.

Create a backup . ]
|

Do you want bo perform a badwp of your ecdsting data and sektings?

) ves
Citle

[ <ok | etz [ conce |

7.Click Next to start the installation.
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£ Setup

Ready to Install . ;
]

Setup is now ready bo begin instaling KnowledgeTres Document Management System Professional
upgrade on your compiuber,

[ <msck | mests ][ concd |

8.View install iroiress on the Installini iaie.

Installing . .

Plzase walt whie Setup installs KnowledgeTres Document Managemant System Professonal
upgrade on your computer,

Instaling
Unpacking C:\Program [, . Jithirdpartyl Smarkyiplugirsimodifier nlzbe. pho
TTTTTITTITT]

9. When the installation is complete, click Finish on Completing the
KnowledgeTree Document Management System Professional upgrade
Setup Wizard.
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Competing the Knowledge Tree Docimment
Maragement Systeim Professional uparada
Setup Wizard

Setup has finished instaling KnowledgeTree Dooument
Management Syskem Professonal upgrade on your computer,

KnowledgeTree

10.Perform the following tasks to complete the upgrade from KnowledgeTree Open
Source to KnowledgeTree Professional:

10.1. Configure SSL for the Apache Server in the KnowledgeTree Stack.
Note: This is an optional task, which is only required if you want to
enable SSL for your environment.

10.2. Install KTtools.

10.3. Log in to KnowledgeTree to allocate license keys.

10.4. Configure a connection with KnowledgeTree Explorer.
Note: You should only be required to configure the connection where you are
performing a new install of KnowledgeTree Professional Explorer and
KnowledgeTree Tools (KTtools). Typically, the upgrade installer saves the
information from the previous connection you configured and does not remove it
during upgrade.

10.5. Re-read the plugins list on the Plugins page of the Miscellaneous
section in DMS Administration.

6.2.3.3 Upgrading KnowledgeTree OSS (manually installed) to KnowledgeTree Professional

This procedure upgrades your manually installed KnowledgeTree Open Source
installation to the latest version of KnowledgeTree Professional.

Note: These instructions document the use of the Professional Stack Installer for
Windows. The Professional Stack Installer for Linux differs in a few minor ways.

Prerequisites:
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e You need to have performed a backup of your KnowledgeTree Document
Management System before upgrading.

e You must have performed a manual upgrade to the latest version of KnowledgeTree
Open Source before running the Professional Stack Installer. Click here to download
the latest Source Only package for Windows / Linux at the KnowledgeTree website;
then, follow the instructions in Upgrade.txt, located in the Docs directory of the
Source Only package.

Note: KnowledgeTree Source Only Packages contain the KnowledgeTree application and
installation instructions. Please be aware that you will need to be familiar with installing and
configuring all required components.

Perform the following steps:
1.Have you backed up your current installation?

e Yes. Go to step 2.

¢ No. Please perform a backup of your KnowledgeTree Document Management
System before continuing with this upgrade.

2.Have you manually upgraded your manually installed KnowledgeTree
Open Source installation to the latest version of KnowledgeTree Open
Source, using the Source Only package for Windows / Linux?

e Yes. Go to step 3.

¢ No. Ensure that you have backed up your system; then, click here to download
the latest Source Only package for KnowledgeTree Open Source before
continuing with this procedure.
Note: KnowledgeTree Source Only Packages contain the KnowledgeTree application
and installation instructions. Please be aware that you will need to be familiar with
installing and configuring all required components.

3.Download and run the KnowledgeTree Professional Stack Installer for
Windows / Linux at the KnowledgeTree website.

4.0n the File Download dialog box, click Save.

5.Read the Security Warning; then, click Run to launch the KnowledgeTree
Setup Wizard.
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5.Click Next to open the License Agreement. Accept the agreement; then, click
Next to open the Installation Directory page of the Setup Wizard.

6. Accept the default install location, or browse to select an alternate directory. When
you're done, click Next to open the MySQL Root Password page.
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MySGOL Root Password

Initial password for the DMS rook user account
created during the MySQL database inskallation.

o

E"\. 7 o0
'

Password ||

Re-enter

< Back ][ Mexk = ][ Cancel ]

7.Enter the DMS root user account password; then, click Next to open the MySQL

User Password page.

Note: The passwords you define during the installation are used for accessing the MySQL
database. The final login username and password is still 'admin/admin.

8.Enter a password on the MySQL User Password page; then, click Next to open

the DB Port page.

Note: If the Installer can't use the standard ports - port 3306 for MySQL, port 8080 for
Apache - it displays a system message informing you that it can't bind to the port. In this
case, you will need to define a new port - e.g. port 3333.
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Please enter the port For your MySOL database.,

CoX

E‘\rﬂtj
N

Mw3L database Port

[ < Back ” Mext = ” Zancel

9. Enter the port for your MySQL database on the DB Port page; then, click Next to

open the WebServer Port page.

10.Enter the Apache Web server port; then, click Next to open the Install as a

service page.

11.Read the instruction on this page to decide whether or not to register
KnowledgeTree as a service; then, select either Yes or No. Click Next to open

the Ready to Install page.

12.Click Next to start the installation. View progress on the Installing page.
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‘ 4
Installing ﬁ

Please wait while Setup installs KnowledgeTree Dacument Management Syskem an yaur compuker,

Inskalling
Unpacking C:\Program [ ... ]JnowledgeTreellibhelpihelpreplacement. inc. php

13.When the installation is complete, click Finish on the Completing the
KnowledgeTree Document Management System Setup Wizard page. Note
the following:

o If you left View Readme File selected, the README file opens. Review
information on the page, which includes information about KnowledgeTree
Professional, and instructions for completing the installation.

o If you left Launch KnowledgeTree DMS now? selected, KnowledgeTree
opens at the Dashboard after you close the README file.
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Completing the KnowledgeTree Document
Management System Professional Setup Wizard

Setup has finished instaling KnowledgeTree Document
Management System Professional on your computer,

Wiew Readme File
Launch KnowledaeTree DMS now?

KnowledgeTree

14.Follow the Upgrade instructions at the KnowledgeTree website. Click here to
view upgrade instructions.

15.Perform the following tasks to complete the installation:
15.1.Change the default administrator username and password in Preferences (in
DMS Administration).
Note: A default Admin user — username admin and password admin - is set up during
installation. The default admin user login allows initial access to KnowledgeTree. You
should change the defaults at your earliest convenience.

15.2.Configure SSL for the Apache Server in the KnowledgeTree Stack.

15.3.Install KnowledgeTree Tools (KTtools).

15.4.Log in to KnowledgeTree Document Management System to assign license
keys. Go to Adding /  Allocating Keys for more information about this
procedure.

15.5.Re-read the plugins list on the Plugins page of the Miscellaneous section of
DMS Administration

15.6.Configure a connection with KnowledgeTree Explorer.
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6.2.3.4 Upgrading KnowledgeTree Professional to latest version KnowledgeTree Professional

This procedure upgrades your existing installation of KnowledgeTree Professional,
to the latest version of KnowledgeTree Professional, using the KnowledgeTree
Professional Upgrade Installer for Windows / Linux.

**Note: This procedure describes the steps involved when using the Professional Upgrade
Installer for Windows. The Professional Upgrade Installer for Linux differs in a few minor
ways.

Prerequisites:

e You need to have backed up your existing installation of KnowledgeTree Document
Management System before performing this upgrade.

Perform the following steps:

1.Download the KnowledgeTree Professional Upgrade Installer for Windows /
Linux at the KnowledgeTree website.

2.Click on the file to launch the KnowledgeTree Professional Upgrade Setup
Wizard. Click Next to open the Installation directory page.

Setup - KnowledgeTree Document Management
System Professional upgracde

Weleaine bo the KnoviledgaTres Docuiment Mansgement Sysbem
onal upgrade Setup Wizard

KnowledgeTree
Yo men! Management §ysiem

cBo | Nets J|  concel |

3. Accept the default install location, or click the Browse icon to select another
location; then, click Next to open the WebServer Port page.
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£= Setup

ey
nstallation directory
Plzase specify the locaton of your ourent KnowledgeTree Documant Managemeant Systam
Prafessional upgrade instalation
Ingkallstion directory | SR T30 1t &
| < Back || Bext = Cancel |

4.Click Next to oien Readi to Install.

WebSener Port

Please entar the port that the web sarver is running on.

Rpache Web Server Port | EREN

I < Back ][ Heak = ]l Cancel ]

5.Click Next to start the upgrade installation.
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E: Setup

Ready 1o nstall

Sabup is now ready bo begin installng KnowledgeTres Documsent Managament Systam Professonal

upgrade on your computer,

- X

¥

[ <gsck || Mext> || cancel |

6.View install iroiress on the status bar on the Installini Eai;e.

Installing

upgrade on your compuker,

Instaling
Cresting directory C:[.,, Jymeeliscripksiting_meeithemes!defaultidocsipl

Please wait while Satup installs KnowledgeTres Document Management System Professional

5

| Cancel |

7.When Setup is complete, click Finish on the Completing the ... Professional
upgrade Setup Wizard. Ensure that you leave the check box selected to go

directly to Web page to complete the upgrade.
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Knowledge Iree

=

Completing the KnowledgeTree Dociament
Management System Professional upgrade
Satup Wizard

Setup has finished irstaling EnowledgeTree Documenk
Managemant System Professional upgrade on your computer,

KnowledgeTree still needs bo be updated.
[#] Wisit: bbb {1 27,0,0. 115080 setupfupgrade. php to continue.

Wik this page in your browser now?

Firish

8.0n the KnowledgeTree Upgrades page, review the upgrades that need to occur;
then, click Upgrade to apply outstanding upgrades.

KnowledgeTree Upgrades

The table below describes the upgrades that need to occur to upgrade your EncowledgeTree mstallation
to 3.0.3. Chek on the button below the table to perform the upgrades.

Code

Descpiion Apphed

upgrade®3, 0. 3*99%yporade3 0,3 Upgrade fom version 30,3 te 303 Ves

9.0n Show Upgrades, verify that the upgrades have been successfully applied;
then, close the page.

10.0pen KnowledgeTree Document Management System from the Start menu.

6.2.3.5 Upgrading KnowledgeTree OSS (Stack Installed) to latest version OSS (Stack Installed)

This procedure upgrades your existing, stack installed KnowledgeTree Open
Source installation - for KnowledgeTree Open Source versions 3.0.2 and above - to
the latest version of KnowledgeTree Open Source, using the KnowledgeTree OSS
Upgrade Installer for Windows / Linux.

Note: This procedure assumes that your current KnowledgeTree Open Source installation was
installed using the Open Source Stack Installer.
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Note: This procedure describes the steps involved when using the KnowledgeTree Open
Source Upgrade Installer for Windows. The OSS Upgrade Installer for Linux differs in a
few minor ways.

Prerequisites:

e You need to have performed a backup of your existing KnowledgeTree Document
Management System before proceeding with this upgrade.

Perform the following steps:
1.0pen your Windows system - Windows Server 2003, or Windows XP SP2.

2.Download and run the latest version of the KnowledgeTree Open Source
Upgrade Installer for Windows at http://www.ktdms.com/download.
Note: If you're a Linux user, select the OSS Upgrade Installer for Linux.

3.Click on the file to launch the KnowledgeTree Document Management

Sistem Uiirade Setui Wizard,; then, click Next.

Selup - KnowledgeTree Docimment Managemeail
System Upgrade

‘Welcome bo the KnowledgeTree Document Management System
Upgrade Setup Wizard

Knowledge Tree

Fnest> || coned |

4.0n the Installation directory page, accept the default install location, or click
Browse to specify a different location; then, click Next.
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mstallation directory

Lipgrade

Please speciy the location of your current EnowdadgeTres Document Managemenk System

Instalstion drectory  C{\Program Flesiktdms-3.0.2-0cs

-

]

i <« Back

Cancel |

J[_et> ||

5.0n the WebServer Port page, accept the default Apache Web Server Port; then
click Next.
Note: The Stack Installer installs by default to port 8080. The manual install typically
installs to port 80. Installing to a different port prevents the Stack Installer from
conflicting with any existing installation.

5= Setup

WebServer Port

Plzase enter the port that the web sarver is running on.

fpache 'Web Server Port | EEe0)

I < Back ” Hext = ][ Cancel ]

6.0n the Ready to Install page, click Next to start the installation.
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5= Setup

Reeady to Install

Setup is now ready to begin instaling KnowledgeTree Dooument Management System Upgrade on
your computer,

| <Back |[ mes {| cancel |

7.View install progress. When setup is complete, the Completing the
KnowledgeTree Document Management Upgrade Setup Wizard page

disEIaEs

Completing the KnowledgeTree Document
Manageimeant Systein Upagiade Setup Wizand

Setup has firished instaling KnowledgeTres Document
Managemert System Upgrade on your computer,

Knowiledge Tree stil needs to be updated.,

Fh-isi: httpefi127.0.0. 1: 8080 sebup/upgrade. php bo conbnue,

KnowledgeTree

Wisit this page in your browser now?

8. Leave the check box on the page selected in order to open the Upgrades page in
your browser directly after you close the Wizard; then, click Finish.

9.The KnowledgeTree Upgrades page opens in your browser. Review the
upgrades required to update your KnowledgeTree installation to the latest version;

then, click Upgrade.
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Acdress | i) hetp: [1127.0.0, | -B0E0selupjupgrade. pihg o . @

KnowledgeTree Upgrades

The table below describes the upgrades that need 1o cccur to wperade your EnowledgeTree metallation to 3.0.3. Chek on
the butten below the table to perform the upgrades

Code Descnption Apphed
Fume*3.0.2%. | *fixDocomentB ole Allocahon  Fox the docoment role allocaton upgrade Fom 3.0.1 He
2gl*3.0.2 1*0*3 0.2 V/declamer-help-Bes sgl Database upgrade to wersion 3.0.2 1: Dieclaner-help-files He
5q1*3.0.2 2%0*3 0.2 2folder_pearch sql Database upgrade to version 3.0.2. 2 Folder search He
5q1*3.0.2 3*0%3 0.2 ¥ms-fletype sql Database upgrade to wernon 302 3 Ma.Gletype He
2gl*3.0.2 4%0*3 0.2 4/dscusgion-fullbext £q]  Database upgrade to wersion 3.0.2 4: Digcussion-fullkext Mo
upgrade®3.0. 3% 9% upgrade 3.0 3 Dpgrade from veraon 3.0.2 10 30.3 He
Upgrode ]

10.View upgrade results; then, close the page in your browser.

address | @] heip: |fL27.0,0, 18080/ sebupyupgrade. php gosLipgrads = Ga L

KnowledgeTree Upgrades

The table below descrbes the vpgrades that hawe cccurmed to upgrade your EneowledgeTrer mstallation to 3.0.3

Foo the document role allocation apgrades fom 3.0.1 Success
Database upgrade to vernon 3.0 2. 1: Disclaner-belp-fles Success
Database upgrade to version 3 0.2.2 Folder search Success
Database upgrade to version 3.0.2. 3 M- Bletype Success
Database upgrade to vernon 30,24 Discusnon-fultext Success
Upgrade from wersion 3.0.2 10 30.3 Success

11.0pen KnowledgeTree Document Management System from the Start
menu.

6.2.3.6 Upgrading KnowledgeTree OSS (manually installed) to KnowledgeTree OSS (Stack Installed)

This procedure upgrades your existing, manually installed KnowledgeTree Open
Source installation to the latest version of KnowledgeTree Open Source (Stack
Installed).

Note: This procedure describes the steps involved when using the Open Source Stack
Installer for Windows. The Professional Stack Installer for Linux differs in a few minor
ways.

Prerequisites:
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e You must have performed a backup of your KnowledgeTree Document Management
System before upgrading.

e You must have performed a manual upgrade to the latest version of KnowledgeTree
Open Source before running the Open Source Stack Installer. Click here to
download the latest Source Only package for Windows / Linux at the KnowledgeTree
website; then, follow the instructions in Upgrade.txt, located in the Docs directory
of the Source Only package.

Note: KnowledgeTree Source Only Packages contain the KnowledgeTree application and
installation instructions. You will need to be familiar with installing and configuring all required
components.

Perform the following steps:
1.Have you backed up your current installation?

e Yes. Go to step 2.

¢ No. Please perform a backup of your KnowledgeTree Document Management
System before continuing with this upgrade.

2.Have you manually upgraded your manually installed KnowledgeTree
Open Source installation to the latest version of KnowledgeTree Open
Source, using the Source Only package for Windows / Linux?

e Yes. Go to step 3.

e No. Click here to download the latest Source Only package from the
KnowledgeTree website before continuing with the upgrade. After installing
the latest Source Only package, complete the upgrade by following the upgrade
instructions for the Source Only package on the KnowledgeTree website. For
more information, see Upgrading KnowledgeTree OSS (manually installed) to
latest version OSS (manually installed).

Note: KnowledgeTree Source Only Packages contain the KnowledgeTree application
and installation instructions. You need to be familiar with installing and configuring all
required components.

3.Download and run the KnowledgeTree Open Source Stack Installer for
Windows / Linux at the KnowledgeTree website.

4.Read the Security Warning; then, click Run to launch the KnowledgeTree
Setup Wizard.

5. Click through the pages of the Setup Wizard.
6. When you're done, click here to follow upgrade instructions on the KnowledgeTree

website to complete the upgrade install to KnowledgeTree Open Source Stack
Installed.
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6.2.3.7

Upgrading KnowledgeTree OSS (manually installed) to latest version OSS (manual install -
Source Only Package)

This procedure upgrades your existing, manually installed KnowledgeTree Open
Source installation to the latest version of KnowledgeTree Open Source, using the
KnowledgeTree Open Source 'Source Only Package'.

Note: KnowledgeTree Source Only Packages contain the KnowledgeTree application and
installation instructions. You will need to be familiar with installing and configuring all required
components.

Prerequisites:
e Backup your KnowledgeTree system before upgrading.

Perform the following steps:

1. Download the latest Source Only Package for Windows / Linux at the
KnowledgeTree website.

2.Follow the instructions in Upgrade.txt, located in the Docs directory of the
Source Only Package.

3.Review the Install notes for Windows / Linux at the download page for
KnowledgeTree Open Source (Source Only) downloads on the KnowledgeTree
website.

6.2.3.7.1 Source Only Install Notes for Windows

This procedure performs a manual upgrade of your existing KnowledgeTree Open
Source installation, to the latest version of KnowledgeTree Open Source, in a
Windows environment.

Important:

If your current KnowledgeTree Open Source installation is older than version 3.0.2,
you must use this manual procedure to upgrade your installation to the latest version
of KnowledgeTree Open Source.

Note: Quick Installers are available for the KnowledgeTree Open Source upgrade, but these
can only be used when upgrading from KnowledgeTree Open Source version 3.0.2 and above,
to the latest version of KnowledgeTree Open Source. At the time of writing (June 2006), the
latest version of KnowledgeTree Open Source is version 3.0.3.

Prerequisite:

Please ensure that you have a backup of your documents and your directory before
attempting this upgrade.

Perform the following steps:

1. Upgrade your existing the Document Management System to the latest version of
KnowledgeTree Open Source.
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2. Export your current dms database using phpmyadmin.
Important: You MUST ensure that you export both structure and data, and that
disable foreign key checks is enabled.

3.Name this file data.sql; then, save it in the installation directory of your new
install.

4.0pen a command terminal (run: cnd. exe)

5. Change directory to your bitrock installation directory.

6.In the installation directory, run "upgr ade. bat "

7.Y_ou will be asked for the dmsAdmin password you entered during install (4
E\Il?tif).This includes a delete on your Bitrock MySQL db so do not be alarmed by a

system message that tells you the delete will destroy your data. This is only
acting on the BitRock code.

6. This will backup the bitrock supplied data to dat a. sql . backup
7. It will then install your old data into the bitrock database.

8. Copy your documents folder to the "documents" directory in the new install
location.

9. Log in.

6.2.3.7.2 Source Only Install Notes for Linux

Important: Please ensure that you have a backup of your documents and
your directory before attempting this upgrade.

Perform the following steps:
1. Upgrade to the latest version of KnowledgeTree Open Source.

2. Export your current dms database using phpmyadnmni n.
Important: You MUST ensure that you export both structure and data, and that
disable foreign key checks is enabled.

3. Name this file dat a. sgl ; then, save it in the installation directory of your new
install.

4.1n the installation directory, run "sh upgrade.sh"

5.You will be asked for the dmsAdmin password you entered during install (4
times).
Note: This includes a delete on your Bi trock MySQ. db so do not be alarmed by a
system message that tells you the delete will '...will destroy your data.." This is only
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on the BitRock code.

6. This will backup the bitrock supplied data to dat a. sql . backup

7. It will then install your old data into the bitrock database.

8. Copy your documents folder to the "documents" directory in the new install

location.

9. Log in.

6.3 New Installs
This section provides instruction for installing KnowledgeTree Open Source, or
KnowledgeTree Professional - for Windows or Linux - where there are no previous
installations of KnowledgeTree Document Management System.
Note: See Upgrading above for information about upgrading KnowledgeTree Document
Management System to the latest version (Open Source or Professional), or to find out how to
upgrade from the Open Source edition to KnowledgeTree Professional.
6.3.1 Scenarios for New Installs
Note: KnowledgeTree Stack Installers install Apache and MySQL, so we do not recommend
that you install the Stack Installers on servers that have Apache and MySQL unless you have
MySQL and Apache administration experience.
If you require ... ... then use
e KnowledgeTree Professional Stack Installer for
Windows / Linux and,
e KnowledgeTree Tools for Windows (KTtools)
. See New Install - Installing KnowledgeTree
KnowledgeTree Professional Professional using the Stack Installer for
Windows / Linux and,
Installing KnowledgeTree Tools for Windows
e KnowledgeTree Open Source Stack Installer
for Windows / Linux
KnowledgeTree Open Source
(OSS) - Stack Installed See New Install - Installing KnowledgeTree
Open Source using the Stack Installer for
Windows / Linux
e KnowledgeTree Open Source - Source Only
Package
KnowledgeTree Open Source -
manually installed See New Install - Installing KnowledgeTree
Source Only Package
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6.3.2 New Install of KnowledgeTree Open Source using the Source Only Package

This procedure manually installs the latest version of KnowledgeTree Open Source
to a clean environment (i.e. where there are no previous installations of
KnowledgeTree) on generic Windows systems, and on Unix-like operating systems.

Important:

Manual installations of the KnowledgeTree Open Source Document Management
System are not supported. We recommend that you use the KnowledgeTree Open
Source Stack Installer (for Windows / Linux) to install KnowledgeTree Open
Source. The 0SS Stack Installer installs PHP, MySQL, Apache, and includes the
external applications required for running KnowledgeTree Open Source. You can
download the OSS Source Only Stack Installers at the KnowledgeTree website.

Prerequisites:

You need to have the correct version of PHP, MySQL and Apache installed and
configured for the latest version of KnowledgeTree:

e Apache 1.3 or above
e MySQL 4.0 or above with INNODB support

e PHP 4.3.0 or above, but not PHP 5.0 or above

Perform the following steps:

1.Download the KnowledgeTree Source Only package from the KnowledgeTree
website.

2.Create the environment for installing KnowledgeTree Open Source:

2.1.Move the KnowledgeTree folder to the directory where it is going to be served
from:
$ nv know edgeTree /path/to/your/htm /directory/

2.2.Configure your Web server to access KnowledgeTree Document Management
System.

2.3.Run the installation setup script. If your KnowledgeTree installation is at
http://localhost/, go to http://localhost/setup/
Note: If the installation setup script fails, review your configuration, or ask your
systems administrator for assistance.

2.4.Set up the database - see the steps in the table below and follow the
instructions for your environment:
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Operating
System

Tasks

Unix-based

Step 1: Create a database

$ nysqladmin -p create dns

Step 2: Create and populate the tables

$ nmysql -p dnms < sqgl/nysqgl/install/structure. sql
$ nysql -p dms < sql/nysqgl/install/data. sql

Step 3: Create the database users

$ nysql -p dns < sql/nysqgl/install/user. sql

Windows

Note: Locate the MySQL applications on your system; then, use the path
to these applications in the commands below.

Step 1: Create a database

x:\> nysqladnin -p create dns

Step 2: Create and populate the tables

X:\> nysqgl -p dns < sql/mysqgl/install/structure. sql
X:\> nysqgl -p dns < sql/nysql/install/data. sql

Step 3: Create the database users

$ nysql -p dns < sql/nysqgl/install/user. sql

2.5.Configure your installation in config/config.ini:
Note: The default configuration determines many settings on your installation
automatically, and this is the preferred method of running KnowledgeTree. Please
do not manually adjust these settings unless you know what you are doing.

Note: The default configuration uses default settings for the database location,
username and password. These are defined in the user.sql file mentioned above.
If you have followed the examples above when setting up the database, then
KnowledgeTree should be fully configured to work.

The following settings in config/environment.php control the database
connectivity. By default, these settings are:

[ db]

dbHost
dbNanme
dbUser
dbPass

Important

| ocal host
dns

dns
dmspasswor d

We strongly recommend that you modify your configuration to comply with
your platform’s security best practices after you have completed your initial
evaluation of KnowledgeTree. This modification should include changing the
default database connection settings.
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3. Verify file access permissions on the KnowledgeTree folders.

e Your Web server MUST be able to write to the ‘var’ folder in the root of the
KnowledgeTree installation.

e The installation setup script (see above) will display the user (Unix user
account) that must be able to write to these folders.

Note: The installation setup script will not show the account name for Windows users
because there is no commonly available way to do this. The user needs to know what the

account name is.

e Your Web server should preferably not be able to write to the remaining folders
- e.g. if your Web server is running as user ‘nobody’ and group ‘nogr oup’, then

change to the KnowledgeTree directory and type:

Unix-based ' chown - R nobody. nogroup var'
systems
Windows Check the folder's Permissions and Security tabs: Right click on

the folder; then, select Properties.

4.Review the post-installation check list. If your KnowledgeTree installation is at
http://localhost/; then, go to http://localhost/setup/ and click, Post-installation

checkup.

Note: The checkup will alert you if there are errors and provide information about the
error — e.g. that it cannot read/write to a certain location, or that it cannot connect to
the database. Review the steps above to fix the error.

5.Login to the KnowledgeTree Document Management System.

5.1.Use your Web browser to navigate to your KnowledgeTree installation.

5.2.Enter your username and password on the Login screen; then, click OK.
Note: A default Admin user — username admin and password admin - is set up during
installation. The default admin user login allows initial access to KnowledgeTree.

6. Install the following external applications to enable file indexing.

Note: KnowledgeTree’s file indexing and other features require the use of external

programs.

Note: We recommend that you use the package and configuration management facilities
of your operating environment to install these applications — for example, using the rpom
or apt-get tools on Linux systems.

Note: Indexing is automatically installed when you install KnowledgeTree Open Source
using the Open Source Stack Installer. You can download the Open Source Stack
Installer at the KnowledgeTree website.

o Xpdf - from http://www.foolabs.com/xpdf/ (for indexing PDF documents)

e Unzip - from http://www.info-zip.org/ (for bulk upload and indexing
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e zip - from http://www.info-zip.org/ (for bulk export)

Depending on your operating system, you will require the following additional
applications:

If you are a |then you need ...

Linux user catdoc - from http://www.45.free.net/~vitus/sofware/catdoc/
(to index Microsoft Word, Microsoft Excel, and Microsoft
PowerPoint files.

Windows antiword - from http://www.winfield.demon.nl (to index
user Microsoft Word files)

Note: Microsoft Excel files use a built-in process, and there is currently no indexing of
Microsoft PowerPoint files on the Microsoft Windows platform.

7.Have you experienced errors in the installation?
e Yes. Go to step 7.1 for troubleshooting information.

¢ No. Exit this procedure.

7.1.Ensure that your KnowledgeTree installation passes all the pre-installation and
post-installation checkups.

7.2.1f you require further assistance, refer to the Frequently Asked Questions list
on
the KnowledgeTree Wiki at http://issues.ktdms.com/confluence/ or request
information at the KnowledgeTree forums at http://forum.ktdms.com/.

7.3.1f you believe that you have found a bug, please report it to the
KnowledgeTree

bug reporting system at http://issues.ktdms.com/.

Important: Commercial support is only available to licensed users of
KnowledgeTree Professional. See Getting Help for information on community
support for KnowledgeTree Open Source.

New Install of KnowledgeTree Open Source using the OSS Stack Installer

This procedure installs KnowledgeTree Open Source on your Windows / Linux

computer, using the KnowledgeTree Open Source Stack Installer for
Windows / Linux.

Note: This procedure is documented for Windows users. The OSS Stack Installer for Linux
differs in a few, minor way - related mainly to setting up services. Where necessary, these
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differences are described in the documentation.

Note: Please see the KnowledgeTree website for more information about this procedure,
including additional requirements and /or new forms that may have been added since the
publication of this manual.

Prerequisites:

You must be installing to a supported platform.
Note: You will need to perform a manual install using the Source Only package when installing
to a non-supported platform.

Perform the following steps:

1. Navigate to the download page for KnowledgeTree Open Source at the
KnowledgeTree website.

2.Locate the latest version of KnowledgeTree Open Source Stack Installer for your
platform - Windows or Linux - then, click on the file to launch the
KnowledgeTree Document Management System Setup Wizard.
[« (%]

Setup - KnowledgeTree Document Management
System

‘Welcome to the KnowledgeTres Document Management System
Setup Wizard

Knowledge Iree

[ b= || cance |

3.Click Next to open the License Agreement. Accept the agreement; then, click
Next to open the Installation directory page of the Setup Wizard.

4. Accept the default install location, or browse to a different install location. When
you're done, click Next to open the MySQL Root Password page.
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E= setup

Installation directony 3\ na

Please speciy the drectory where EnowledgeTres Document Management System will be instaled

O ET T T ST ¢ Progr sm Files kkdms | P

| <Back || Het» || Cancel |

5.Enter a password on the MySQL Root Password page; then, click Next to open

the MySQL User Password page.
Note: The passwords you define during the installation are used for accessing the MySQL

database. The final login username and password is still admin/admin.

MySOL Root Password e

Initial password For the DMS rook user accounk
created during the MyS0L database installation,

Passward =R

Re-enbep  |FHEEE

| <Back || best> || cancet |

6. Enter a password on the MySQL User Password page; then, click Next to open
the Install as a service page.
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Pagsword |
Re-arter [*HH

MySCL User Password

Irnitial password for Hee DMS user acoount
creabed during the MySOL dakabase instalation.

[ < Back ][ Heat = ][ Cancel ]

7.Define whether or not to register KnowledgeTree as a service; then, click Next to

oEen the Readi to Install iaie.

nistall as a serdce ¥

You can optionaly register KnowledgeTres Document Managament Sysbem as a sarvice. This way it
wll ucomatically be started every time the madhine is restarbed. Instal KnowledgeTree Documrent

Management System a a service?,

() Yes
(8]

[ <k |f mest> | cance |

8. Click Next to start the installation.
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Ready to Install ¥

Setup is now ready bo begin instaling KnowledgeTres Document Management System on your
computer,

[ <pack |F mest> || canced |

9.View install iroiress on the Installini iaie.

L

Installing

Please walt whie Setup installs Knowledge Trees Document Management System on your compuker,

Instaling
Unpacking C:\Program [, Jriptsktir:_mosiplugine|advinkilangsifr_ca. i
[llllllllllllllllllllllllllllllllllllllll

Note: Windows XP SP2 users may receive a Windows Security Alert blocking MySQL and
Apache.
Unblock each of these programs.

57

KnowledgeTree Administrator Manual June 2006



Install Guide

™2 Windows Security Alert El

=T
ﬂ' ' | To help protect yowr computer, Windows Firewall has blocked
"\:f some features of thiz program.

Do you wanl 1o keep blocking this piogiam?

D Hame:  mypzgld
Publsher  Lnknowr

KeepBlocking | | Unbleck | | sk MeLater

indows Firewall has blocked this program from accepling connections from e
Inkermet or & network, |F vou recognize the program or rust the publisher, vou can
urblock it When showd | unblock a program?

10.Click Finish on the Completing the KnowledgeTree Document Management
System Setup Wizard page.

Completing the KnowledgeTree Documernt
Manmagement System Setup Wizard

Setup has finished installing KnowledgeTree Document
IMlanagement System on your compuber,

E| Wiz Readme File
Launch EnowledgsTres DMS now?

KnowledgeTree

10.1.If you have left View Readme File selected, the README file opens. Review
readme information to find out more about the steps you need to take to set
up the DMS after installation, such as changing default user name and
password, registering plugins, etc. Click Ok to close the file.
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Knowl edgeTres 3.x Sexles

¥nom] adgaToes 3 i incendsd to bs sariszr ©o urs for urscr and
adninistzators [including a new uses intecface] and alse casy foz

developers we cuscomise 1T and mahe plugins for iv.

HrswledgeTees 3 includes a4 sen of core and svandasd plugins shay brsadly
cover The fanctional ity cffered by ErowledgeTess I, altheough almows all
code has beern zewcitben of snalysed Before reusa.

o now have a bawic KEnowladgaTras installaticn. %Weu can accame thie

imspallasion av whe fxllowing TRL:
Bamp: S LET 0.0 L BOE0S

Yos can uss the £ollowing sradanciale to legin:

LLLEEE adanin
password: adwin

Flaars follow the chacklist balow to completa pouz installation.

Foze-Inscall abion Chechlise
NN EEEEINEEEINSEEINSEENSSEEEEEER

10.2.If you have left Launch KnowledgeTree DMS now? selected, the Login
page displays; enter the default user name and password to open

KnowledgeTree Document Management System.

Note: A default Admin user - username admin and password admin - is set up
during installation. The default admin user login allows initial access to
KnowledgeTree. You should change the defaults at your earliest convenience.

KnowledgeTree

Flease enter your details below to lagm

Usermame

|a drriin |

Passwoid

Language
I nglish (United States) w

EnowdadgeTies Yarsion
D35 3.03a
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16.The system opens at the Dashboard after the login step.

) 1 Comowy Log Soostion Knowledge Tree

Document Management System

DNasbiboad : 5 Wi gat i A EaE ] N Adminttraior Frefedancs

wou a0 bere daskiboard (homs)

s KnowledgeTres

[Dras hbsoard

Welcome to KnowledgeTree 3.0 Items that require your attention

EnowladgeTres is & commercial open sourte, websbaged
Document Management System knowledgeTres allows you 10 O Mo items nequire pour afbention.
mioee away Fom uncontrolied and unaudited shared neteork
derabE b0 a6 emarenman] whech EMiOUrages k ol Igﬁ ihihhg
and meets regulatory requiements Indexer Status
FnowledgeTree promdes
W Al indexers claim to be working coemectly.
o A central dotumen! meposdory with audied document
cosiant verian contnl

# Powerul documenl metadata management and versoning Search
Sophisticated documen aulhanng managemaent and
wntkfioe q
Fulkext indexing technology alloming search withn
document conents search |
# Poweriul secunty geoup and role-based secunly model

and inegration wilh Dirgclory Sexvers

-

Agvanced Semch

& Edil this inbrodiection

Mail server status
o Emad has not baon configurad on this senar. Emailing
of docemants and sending of notrhcations are disabled
Edil tha |emai| section of the config i Sls to 91 your

b email sereer and the sending addeess of the
KnowledgeTres sereer

1€ 2006 The Jae Warehouss Seftware [Piy) Lid A0 Bights Feserved — KnewledgeTres Version 0SS 30 3 — Request craated in 1804

17.Change the default administrator username and password in Preferences.

18.Set up the DMS - see DMS Administration.
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6.3.3.1 Linux OSS Installation Notes

To add this installation to your system startup scripts, you need to ensure that the
dmscCtrl.sh script is linked into your init.d directory, and that it is placed into the
startup and shutdown procedures for runlevel 3.

Note: You must have installed KnowledgeTree using the KnowledgeTree Open Source
Stack Installer for Linux before performing this procedure.

If you have installed KnowledgeTree Source Only Package - the manual install - you must
manually configure Apache and MySQL to startup at boot time because the KnowledgeTree
Stack Installer includes an automatic installation of Apache and MySQL.

Perform the following steps:

1.Create a symlink in /et c/rc3.d called S45ktdns to dnsctl.sh in your
installation directory.

2.Create a symlink in all the other /etc/rcX. d directories called Kikt dns to
dmsct | . sh in your installation directory.

6.3.4 New Install of KnowledgeTree Professional using the Stack Installer

2

“" This procedure installs KnowledgeTree Professional to a clean
environment (i.e. where there are no prior KnowledgeTree installs), on a Windows
system, using the KnowledgeTree Professional Stack Installer for Windows.

Note to Linux users: The quick install procedure for Linux differs in a few, minor ways from
the quick install for Windows. This relates mainly to setting up services. Where necessary,
these differences are described in the documentation.

Note: KnowledgeTree Stack Installers install Apache and MySQL, so we do not recommend
that you install the Stack Installers on servers that have Apache and MySQL unless you have
MySQL and Apache administration experience.

Uninstall - Important

You MUST restart your computer after uninstalling this application. If you install
KnowledgeTree as a service, please disable Apache and MySQL services, using the
links in the Start Menu, BEFORE uninstalling KnowledgeTree.

Prerequisites

Ensure that you're installing to one of the supported platforms for KnowledgeTree
Professional.

Perform the following steps:

1. Download the latest version of the KnowledgeTree Professional Stack Installer for
Windows / Linux on the download page on the KnowledgeTree website at
http://www.ktdms.com/download.
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2.0n the File Download dialog box, click Save to save the file to your computer.

3.Read the Security Warning; then, click Run to launch the KnowledgeTree
Setup Wizard.

£+ Setup

Setup - KnowledgeTree Document Management

System

Welcome to the KnowledgeTree Document Management System Setup
YWizard

KnowledgeTree
gement System

Document Mana

¥

< Back Mexk = ] [ Cancel

4.Click Next to open the License Agreement. Accept the agreement; then, click
Next to open the Installation Directory page of the Setup Wizard.

5. Accept the default install location, or browse to select an alternate directory. When
you're done, click Next to open the MySQL Root Password page of the Setup
Wizard.

62

KnowledgeTree Administrator Manual June 2006



MySGOL Root Password

Initial password for the DMS rook user account
created during the MySQL database inskallation.

o

E"\. 7 o0
'

Password ||

Re-enter

[ < Back ][ Mexk = ][ Cancel

6.Enter a password on the MySQL Root Password page; then, click Next to open

the MySQL User Password page.

Note: The passwords you define during the installation are used for accessing the MySQL
database. The final login username and password is still 'admin/admin.

7.Enter a password on the MySQL User Password page; then, click Next to open

the DB Port page.
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o

% i
o8 P E‘_’"g

Please enter the port For your MySOL database.,

Mw3L database Port

[ < Back ” Mext = ” Zancel

8. Enter the port for your MySQL database on the DB Port page; then, click Next to
open the WebServer Port page.
Note: A system messages advises you if the system cannot bind to the standard ports
- port 3306 for MySQL, and port 8080 for Apache. In this case you will need to define an
alternative port.

9. Enter the Apache Web server port; then, click Next to open the Install as a
service page.

10.Read the instruction on this page to decide whether or not to register
KnowledgeTree as a service; then, select either Yes or No. Click Next to
open the Ready to Install page.

11.Click Next to start the installation. View progress on the installation on the
Installing page.
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Installing 9

Please wait while Setup installs KnowledgeTree Dacument Management Syskem an yaur compuker,

Inskalling
Unpacking C:\Program [ ... ]JnowledgeTreellibhelpihelpreplacement. inc. php

12.When the installation is complete, click Finish on the Completing the
KnowledgeTree Document Management System Setup Wizard page.

12.1. Leave the View Readme File check box selected to open the README file.
Read the information on the page, which includes information about
KnowledgeTree Professional, and it details the steps you need to take to
complete the installation.

12.2. Leave the Launch KnowledgeTree DMS now? checkbox selected to open
the Web-Interface KnowledgeTree Document Management System at the
Dashboard after you close README.
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FEX

Completing the KnowledgeTree Document
Management System Professional Setup Wizard

Setup has finished instaling KnowledgeTree Document
Management System Professional on your computer,

Wiew Readme File
Launch KnowledaeTree DMS now?

KnowledgeTree

13.Change the default administrator username and password in Preferences.
Note: A default Admin user — username admin and password admin - is set up during
installation. The default admin user login allows initial access to KnowledgeTree. You
should change the defaults at your earliest convenience.

14.Perform the following tasks to complete this installation:

14.1. Configure SSL for the Apache Server in the KnowledgeTree Stack.
Note: This is an optional task, which is only required if you want to enable SSL
for your environment.

14.2. Install KnowledgeTree Tools (KTtools).

14.3. Log in to KnowledgeTree Document Management System to assign license
keys. Go to Adding / Allocating Keys.

14.4. Register plugins.

14.5. Configure a connection with KnowledgeTree Explorer.
Note: You should only be required to configure the connection where you are
performing a new install of KnowledgeTree Professional Explorer and
KnowledgeTree Tools (KTtools). Typically, the upgrade installer saves the
information from the previous connection you configured and does not remove it
during upgrade.
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6.3.4.1 Configuring SSL for the Apache Server in the KnowledgeTree Stack

This procedure enables SSL for the Apache server in the KnowledgeTree stack. This is
an optional task, which you will only need to perform if you want to enable SSL for
your environment.

Note: You can use this procedure for both Windows or Linux - where applicable, differences
are noted in the text.

Pre-requisite:
KnowledgeTree Professional installed

Perform the following steps:
1. Use your text editor to open {$INSTALLDIR}/apache2/conf/httpd.conf.

2. Remove the # at the start of the line:
#LoadModule ssl_module modules/mod_ssl.so
3. Restart the dms services:

e Windows users: via the Start menu
e Linux users: via dmsctl.sh script

4. Connect via your Web browser (using https:/ /xxxxxxx/)

Important: Linux Users

If you are using Linux, you MUST start the server as ROOT to allow Apache to bind
to port 443. To do this, you may need to install KnowledgeTree as the root user so
that the configuration files are assigned the correct permissions.

6.3.4.2 Installing KnowledgeTree Tools (KTtools) for Windows

This procedure installs KnowledgeTree Tools (KTtools) on your Windows
computer.

Prerequisites:

¢ KnowledgeTree Document Management System - Professional edition (installed)
e Microsoft .NET Framework (installed)
Note: If you don't have .NET Framework installed, KTtools Installer points you to the .NET
Framework
download page.
e Old versions of KTtools removed from the computer you're installing to.
o If you want to use Windows Explorer WebDAV, you must have installed the Web
folders update from http://support.microsoft.com/?kbid=892211

Note: KnowledgeTree Tools for Windows (KTtools) is only available to licensed users of
KnowledgeTree Professional. For more information or purchase inquiries, visit
www.ktdms.com.
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Perform the following steps:

1. Locate the latest version of the KnowledgeTree Tools Installer Package on the

Download page at http://download.ktdms.com.

2.Click on the file to open the Welcome page of the KnowledgeTree Tools Setup

Wizard; then, click Next to open the License A

greement.

& KnowledgeTree Tools 1.0.1

Welcome to the KnowledgeTree Tools 1.0.1 Setup
Wizard

The mstaller wall guide you through the steps equred to install EnovdedoeTree Tools

COMpLEr.

Unautharized duglication o dishibubion of this pragram, or any poetion of it, may resul

WARNING: Thes compubes program iz probeched by copynght law and nbernational treahes.
or crminal penalbies, and wil be prosecuted to the maximum extert pozzible under the baw.

o

sy i

B B

1.001 on youe

in severe cil

3.Select the I Agree radio button; then, click Next to open the Select Installation

Folder page.

i Knowledge Tree Tools 1.0.1

Agres"_ then "Mest”. Othersse chick "Cancel”.

License Agreement o
KnowledgeTree [F73

Flears lake a moment o ead the license ageement now. | you sccept he temms below, chek "

EnowledseTres Professional End-Tser License Aoyveement s

PLEASE READ THIS DOCUMENT CARFFULLY BEFORE INSTALLING THE
SOFTWARE. BY INSTALLING AND USING THE SOFTWARE, YOU AGREE
TO BEBOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT
AGREE TO THE TERMS OF THE AGREERMENT, DO NOT IMNSTALL OR USE
THE SOFTWARE.

This 15 an agreement entered mbo by and between you and The Jam Warehause
()| Do Mot Agree (=1 Agree

| Cacel || <Back || Mes>
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4. Accept the default folder for the installation or click Browse to select another
location; then, select either Everyone or Just me to define who will be allowed to
access KTtools on the computer you're installing to. Click Next to open the
Confirm Installation page.

& KnowledgeTree Tools 1.0.1

Select Installation Folder KHUW|EE|QET|'EB

ol

Thiz inztaber vl inztal EnowledgeTree Toolz 1.0.7 to the: folovang folder.
T install i this folder, click "Mest". Toinstall o & different folder, enter it below of chck "Browse",

Ealder:

|E:‘~Pn:ga'n FiesWJamwarehouze\knowledgeTiee Tools 1.001% Broweze...

Inztal Enowledge Tree Toolz 1.0.7 for pourssll, or for anpone who wses thes compuber:

() Everpone

(®) Just me

| Cacel || <Back || Mem» |

5.Click Next to start the installation.

i Knowledge Tree Tools 1.0.1

Confirm Installation K"UWIBdgETrEE ¥

Uocument Management sy stem

The ingtabier iz ready o inztall KnowledgeTiee Tool: 1,007 on pour computer.
Click "Mext"" to start the nstallation.

6. View the installation progress on the Installing progress page
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i Knowledpe Tree Tools 1.0.1

Installing KnowledgeTree Tools 1.0.1 ‘\;? ni

KriowdadgeTree Took: 1.0 iz being inztalled.

Please wai.,

7.Click Close on Installation Complete.
Note: Setup places the KnowledgeTree Explorer icon on your desktop, and it inserts a
menu item in
your Start menu.

i5 KnowledgeTree Tools 1.0.1

Installation Complete K nnwl edg eTree ¥

Document Management System

FriowdedgeT res Took 1.001 has been successhdl retalled
Click. "Close™ bo exit

Pleaze uze Windows Update bo check for any cnlical updates to the MET Frameveork.
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7.Allocate license keys - in the DMS Administration section of KnowledgeTree
Document Management System. Only users with valid licenses are able to access
KnowledgeTree log to KnowledgeTree Explorer.

8. Configure a connection with KnowledgeTree Explorer.
Note: You should only be required to configure the connection where you are
performing a new install of KnowledgeTree Professional Explorer and KnowledgeTree
Tools (KTtools). Typically, the upgrade installers save the information from the
previous connection you configured and does not remove it during upgrade.

9.Do you want to ...
9.1.work with KnowledgeTree Tools? Open KnowledgeTree Explorer.

9.2.find out more about working within KnowledgeTree Explorer? Go to
Using KnowledgeTree Client Tools for Windows.

6.3.4.2.1 Configuring Connections with KnowledgeTree Explorer: Add New / Test / Remove

This procedure configures a connection to KnowledgeTree Explorer.

Note: Configuring a connection with the Web-based KnowledgeTree DMS allows users with
valid KnowledgeTree Professional licenses to log in to KnowledgeTree Document Management
System via the KnowledgeTree Integration Server, and it loads the file and folders from the
repository into KnowledgeTree Explorer.

Note: You should only be required to configure the connection once, usually the first time you
load KnowledgeTree Tools (KTtools) - i.e. after install or upgrade. Typically, the upgrade
installer saves the information from the previous connection you configured and does not
remove it during upgrade. Users will also see this dialog if their passwords weren't saved, in
this case the user has to re-enter their password in KT Server Connections before connecting.

Perform the following steps:

1.0pen KnowledgeTree Explorer from the desktop icon, or from the Start menu.
Note: See Opening KnowledgeTree Explorer for step-by-step instruction.

2.The KT Server Connections dialog box opens.
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Dratail: |
Display name | Server [ User
it fwavam, eseammpile. oo
4 >
Test I Hew Dielete
I;ri;nd!..l ﬁplag..l fiame

ErnovledgeTies Server:

User name

Password

=

Cornect | Cancel I

3. Do you want to...

o configure a new connection? Click New. Enter connection details: display
name, full URL to your KnowledgeTree installation (the server address e.g.
http://www.testsite.com/kt3test), user name, password; then, click Test to
find out whether the connection is valid (see below). If the connection is valid,

click Connect.
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& KT Server Connections

nutais]
Display name | Sarver [ User
il favaes. example. coms
it/ foavms_mnample. com/
¢ i >
Test | Bew Delete
Cuerenl Conneckion
Friendly display name
[carhn
EnowiledgeT ree Serer
[Fttp:#7127.00.1:8080/
L ses narme;
[carhn
Pazswoard:
Imumﬂ
W §5ave this pasowoed i my profie, 1
Cornect | Lancel |

o test a connection? Select the connection to test. Click Test. A system

message informs you whether or not the connection is valid.
¥ KT Server Connections %

Dietail: |

name |Sul=r

| User

hittpe A fdme jamwarehouze oo, admin
bt/ viv. example. comy’

Knowledge \y Connection is valid

IMp:.-'.“IZ.'-’.[I

Uzer name:

Icarulj.ln

e remove an existing connection? Select the connection in the Details
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section; then, click Delete.

6.3.4.2.2 KTtools - Unattended Installation

6.3.4.2.2.1

KrawledgaTee

fawsse® - This section describes the silent (unattended) installation of
KnowledgeTree™ Tools for Windows (KTtools).

A silent installation runs unattended - there is no requirement for monitoring or
dialog box input, and there is no installation wizard.

You can run the silent installation in either one of the following ways:

e use the MSIEXEC command from the command line interface, or;

e incorporate the MSIEXEC command into a batch file.

The batch file can also be used to combine a silent installation with a pre-populated
configuration file.

You can use the silent installation method to ensure consistent configuration if you
are installing KTtools for Windows on multiple computers with identical hardware. You
can also place a silent installation package on a file server for distribution over a
network.

Because KTtools for Windows is based on the Microsoft Windows Installer
technology, it can be deployed using Active Directory and Group Policy. For more
information on deploying KTtools for Windows using Group Policy, refer to the
Microsoft online help for your version of Windows.

What do you need to do?
o Silent install of KTtools

¢ Silent uninstall of KTtools

Performing a Silent Install of KTtools for Windows

ErawledgaTres

Fakssms - yse the MSIEXEC command to perform a silent installation of KTtools for
Windows from the command line.

Note: For more information about the MSIEXEC command, refer to Microsoft documentation.

The following is an example of installing KTtools for Windows using the MslI EXEC
command for a silent installation. Explanations of the parameters follow the example.
Note: In this instruction, 1.0.msi indicates the file version - replace with your file version
number if later than 1.0
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6.3.4.2.2.2

6.3.4.3

Command
nmsi exec /i "c:\KTtool sVersions\ KTt ool sSet up-1. 0. nsi "
/gn /[I*v "c:\KTtool sInstall _|og.txt"

/i
Specifies an installation.

" C: \ KTt ool sVer si ons\ KTt ool sSet up-1. 0. msi "
Specifies the complete path to the KTtools for Windows package. It will have an .msi
extension.

/gn
Specifies that this is a silent install.

[1*v " C\KTtool slnstall _|og.txt "
Specifies verbose logging and the name and location of the installation log file.

Performing a Silent Uninstall of KTtools for Windows

KrawiedgaTree

Fakssm® - You can perform a silent uninstall of KTtools by using the / x parameter,
instead of the /i parameter for each command.

All other parameters remain the same.

The following is an example of silently uninstalling KTtools using the MSIEXEC
command.

Note: In this instruction, 1.0.msi indicates the file version - replace with your file version
number if later than 1.0

Command
nmsi exec /x "c:\KTtool sVersions\ KTt ool sSet up-1. 0. nsi "
/gn /[I*v "c:\KTtool sInstall _|og.txt"

Troubleshooting

Browser does not display KnowledgeTree

If you get a browser error, do the following:
1. Ensure that Apache and MySQL are running.

2.Uninstall KnowledgeTree; then, reinstall. Ensure that you are providing the correct
path, database, and password information.
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3. Check the community websites for known issues, FAQ's, etc. at http://www.
ktdms.com

System message informs you of fatal error in dispatcher.inc.php

To resolve this, do the following:
1. Ensure that MySQL is running.
2. Ensure that the 'dbPort' parameter in config.ini is correct.
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Using KnowledgeTree Client Tools for Windows

KnawiadgeTree

resae KnowledgeTree™ Client Tools for Windows (KTtools) allows you to:

e open files within the KnowledgeTree file repository, using the KnowledgeTree
Explorer and Windows Explorer, and still retain control of document versions and
metadata.

e copy files or entire folder trees from or to the repository, using your operating
system's 'drag and drop' functionality.

e control all aspects of a document, including workflow, directly from your desktop.

e browse, check out, or check in KnowledgeTree managed documents from within
Microsoft Office XP/2003 applications, using an easy to use Office Toolbar plug-in.

Note: Only users of KnowledgeTree Professional have access to KTtools. KnowledgeTree
Professional is available for purchase from the KnowledgeTree website.
http://www.ktdms.com/

7.1  Working in KnowledgeTree Explorer
Posions KnowledgeTree™ Client Tools for Windows (KTtools) provides you with
access to a familiar Windows Explorer-type view of the KnowledgeTree Document
Management System, where you can work with content in the Web-based DMS as
though you're working on your local computer.
For more information about working with content in the repository using
KnowledgeTree Tools (KTtools), see the KnowledgeTree User Manual.
B KnowledgeTree Explorer 06,0
Location  Help
4| Conrecil ] = _,_' Ld * w0 | Foldaiz:
Location: |/ABC Comoration/ ﬂl Tuick Search J
= i@ Local Test Fierame | Size | Daplay Hame | Stahus | Type | Modified | Modified By | Creshed [ Author | Deseripton
+ gy ABC Corpoiation Projects
Tirne Arcoleting
While Fapers
Best Fraclices
Figure: KnowledgeTree Explorer Interface
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Inside the DMS
Dashboard

When accessing KnowledgeTree™ Document Management System via the Web
interface, the system opens at the Dashboard.

Professions

Note: KnowledgeTree Professional license holders can login to the
KnowledgeTree Document Management System via KTIS, where you can use KTtools to work
with content in the repository from within KnowledgeTree Explorer. This provides a familiar
environment This provides a view of the repository from allows you to work with content in the
repository use KTtools to work within the KnowledgeTree Document Management System from
within the KnowledgeTree Explorer, where they can use KTtools to access and work with
content in the repository as though you're working on your local computer. For more
information about KnowledgeTree Professional visit http://www.ktdms.com. You can also
find out more about using KTtools in the KnowledgeTree User Manual.

The Dashboard provides tabs for accessing various sections of the
KnowledgeTree Document Management System:

e Browse Documents - use this tab to enter the folder structure

¢ DMS Administration - this tab only displays when you're logged in as an
administrator. You use this tab to access functionality for managing the
KnowledgeTree Document Management System.

e Preferences - use this tab to define or edit your details.

e Logout - use this button to close your current working session, and to exit the
system

Note: See the KnowledgeTree User Manual for more information about Browse
Documents and Preferences.
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8.1.1

8.2

Dashboard Browse Documents DMS Administration Administrator - Preferences - Logout

you are here: dashboard (home)

N KnowledgeTree <
Dashboard

Welcome to KnowledgeTree 3.0 Items that require your attention

KnowledgeTree is a commercial open source, web-based Document : : :
Management System. KnowledgeTree sllows you to move away from @ No items require your attention.
uncontrolled and unaudited shared network drives to an environment

which encourages knowledge sharing and meets regulatory

requirements. Indexer Status
KnowledgeTree provides: Mime Types Diagnostic
+ A central document repository with audited document content
version control Word Document Unable to find required command for
« Powerful document metadata management and versioning indexing. Please ensure that catdoc is
+ Sophisticated document authoring management and workflow installed and in the KnowledgeTree
& Full-text indexing technolegy allowing search within document Path. For more information on indexers
contents and helper applications, please visit
+ Powerful security group and role-based security model and the KTDMS site.

integration with Directory Servers,

Figure: The Dashboard - Administrator's view

Dashboard Features

KnowledgeTree™ Document Management System uses your login credentials to
determine the items that display on the Dashboard for your working session.

The Dashboard may display a list of the documents you have currently checked out,
with a link to their source location in the repository. If you have notifications set up
on specific folders, alerts inform you when documents or folders have been added,
checked in, deleted, and so on, at that location.

The Dashboard also provides a News section, Quick links to frequently used items
(e.g. a telephone list, or some other frequently used documents), and direct access to
KnowledgeTree's search function.

Additionally, the Dashboard lists your orphaned folders (if any), and provides a direct
link to these folders in the repository.

Note: Orphaned folders are sub folders of parent folders where you do not have the
appropriate view or other permissions. You have permissions for accessing the orphan folder,
but you are not allowed to access the parent folder. You need direct access to the orphaned
folder via the Dashboard, because you do not have permissions to navigate to the folder
through its' parent folder.

Browse Documents

The Browse Documents section of the DMS contains the KnowledgeTree™ content
repository. Any user who has permissions to access the KnowledgeTree will be able to
view and work with documents and folders in the repository (depending on the
permissions they have for viewing and working with specific folders and documents).
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You can click on a folder to view its contents, or to drill down further into the
KnowledgeTree folder structure.

Ko
Pro

* Note: A KnowledgeTree Professional license allows you to use KTtools to access
and work with content in the repository as though you're working on your local computer. For
more information about KnowledgeTree Professional visit http://www.ktdms.com. You can
also find out more about using KTtools in the KnowledgeTree User Manual.

g

F Title Created Last Modified Creator Workflow State
F Addin Test Folder Michael Joseph

¥ Knowledge Daniel Chalef

¥ Knowledge Tree Help Daniel Chalef

P Projects Daniel Chalef

4 iterns, 20 per page

Delete

Figure: The Folder View in Browse Documents
Note: The system only returns folders where you have read and/or write permissions.

You can access the following functionality in Browse Documents:
e work with folders

work with documents

search

browse the repository

use subscriptions

Note: For more information on Browse Documents, see the KnowledgeTree User Manual.

8.2.1 Editing Folder Permissions
By default, the permissions that are granted to the parent folder are passed down to
the child folders (inherit permissions).
KnowledgeTree™ allows you to override the permissions of the parent folder in order
to define a custom permissions set for the child folder. In this case, when subsequent
changes are made to the parent folder permissions, those changes are no longer
passed on to the child folder, unless you reinstate the inherit permissions feature.
Note: Typically, only the administrator is allowed to edit permissions on folders in
KnowledgeTree, but users may also be granted permissions to do so.
Perform the following steps:
1.Login; then, click Browse Documents to enter the folder structure.
2.Search or navigate to the folder where you want to edit permissions.
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8.2.2

3.Click Permissions in the Folder Actions menu to open the Folder permissions
page.

4. Does this folder use inherited permissions, and you want to override those
permissions?
e Yes. Click Override Permissions to update permissions for this folder.
Note: A system message in the grey bar above the table of permissions advises that
this folder now defines its own permissions. To cancel this action, click Inherit
permissions.

e No. Go to step 5.

5. Does this folder define its own permissions and you want to...
¢ reinstate the parent permissions? Click Inherit permissions. A system
message asks you if you want to 'delete this item' (this refers to the child folder
permissions that you may or may not have changed after you overrode the
parent permissions); click OK.

¢ change the permissions currently displayed in the table? Click Edit
Permission Assignments to open an editing view of the Folder permissions
page (see Figure below). Select the check boxes to define permissions for the
folder; then, click Update Permission Assignments.

Folder permissions

@

@ This folder defines its own parmissions. & Inherit permissions

Role or Group Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
Raole: Editar O O O O O
Fole: User O O O O O
Group: Developers
Group: Management
Group: Cffice Administration O O O O O
Group: Project Managers O O O O O
Group: Systern Administrators O O O O O
Group: The Board

| Update Permission Assignments || Cancel |

Figure: Editing view of the Folder permissions page

Allocating / Editing Roles

KnowledgeTree™ allows you to grant permissions to the role, and then to allocate the
role to one or more groups so that the group is granted the permissions of the role.

Although child folders typically inherit the role permissions of the parent folder, you
can override the inheritance of role allocations in order to define custom role
allocations for the child folder. You can also reinstate the role allocations of the parent
folder at any time.
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Perform the following steps:
1.Login; then, click Browse Documents to enter the folder structure.

2.Locate the folder where you want to allocate roles; then, click Allocate Roles in
the Folder Actions menu to open the Allocate Roles page.

(

Allocate Roles

In many cases, workflow actions will be assigned to certain reles (e.g. Manager, Interviewer, Researcher, Journalist). You can assign
these roles to specific groups in particular areas of the document management system.

@ Warning: Please note that changing role allocations may take a some time, depending on the number of falders below this
=
one.

Role Allocated users Edit Groups Use Parent

Editor  inherited from parent folder. Override Parent Allocation
Groups: no groups

User Groups: no groups I @

Figure: The Allocate Roles page

3.Do you want to...
e remove the parent allocation for a role where this still exists? Click
Override Parent Allocation for the relevant role.
Note: This creates a new, editable, role allocation. (see Figure above).

e reinstate the parent allocation for a role where this has previously been

removed? Click & for the relevant role. Click OK in the system message that
asks you to verify the replacement of currently defined role allocation. View the
system message confirming that the role has reverted to the parent allocation.

o edit permissions for a role where the parent allocation has been

removed? Click « for the relevant role, to open the Allocate Groups to Role
page. Select groups - one or more - in the Available Groups menu to populate
the Member groups field. Enter criteria in the Filter fields (i.e. type a letter, or
a word, or the first part of a word, to allow the system to display those groups
names that contain this criteria, at the top of the display field - this is useful
where you have very many groups and you want to find relevant groups fast).
Click save changes.

Note: To select two or more Available Groups, hold down the keyboard Ctrl key while
selecting groups; then, to populate the Member groups field, you can either double
click on your selection or use the right pointing arrow. To remove items from the
Member groups field, select the group you want to remove then either double click or
use the left pointing arrow key.
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Allocate Groups to Role

Groups must be allocated to roles to ensure that the workflow transition this role is supposed to support can be acted upon by a user.

Allocate Groups to Hole

Select the groups which should be part of this role.

Available Groups Member groups
Developers -~ ~
tdanagement

Office Administration

Froject Managers
System Administrators
The Board
- w
Filter Filter

| save changes || Cancel |

8.2.3 Bulk Import / Bulk Export

KnowledgeTree's Bulk Import function is only available to an administrative user.
This feature allows you to download the entire contents of a folder in one zipped file.
You can save the zipped file to your computer where you can open it to view all the
files you downloaded.

Note: Bulk Export is only available if you have the required permissions.

Perform the following steps:
1.Login; then, click Browse Documents to enter the folder structure.

2.Search or browse to locate the folder where you want to download bulk content.

3.Click Bulk Export in the Folder Actions menu.
Note: This menu item won't display if you do not have permissions for this action on

the folder.

4. A system dialog displays where you can choose to open the zipped file, or to save
it to your computer. Once you have made your selection, click OK.

8.2.3.1 Working with Folders

You use the Folder Actions menu in the Folder View of the Browse Documents
section to work with folders.
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Add Document
Add a Folder
Renarme
Permissions

Bulk upload
Allocate Roles

]

Title

Created

Last Modified Creator Workflow State

O
O
O
O

|

Addln Test Falder
Knowledge
Knowledge Tree Help
Projects

4 items, 20 per page

Figure: Folder Actions Menu

Michael Joseph
Daniel Chalef
Daniel Chalef
Daniel Chalef

8.2.4 Bulk Upload
KnowledgeTree's Bulk Upload function allows the upload of multiple documents to
the repository, by placing the documents in a zipped folder prior to upload.
If you require Bulk Upload capability for your installation, you need to enable it in
adm n>>nmi sc>>pl ugi n managenent
You also need to have UnZip installed on the KnowledgeTree server in order to use
Bulk Upload.
Note:
Windows: http://www.info-zip.org/
Unix / Linux: unzip

8.2.5 Working with Documents
You use the Document Actions menu in the Browse Documents section to work
with documents in the KnowledgeTree repository.
For more information, please refer to the KnowledgeTree User Manual.
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Display Details
Download
Checkout

Edit metadata
Delete

Move

Rename
Transaction History
Wersion History

Archive
Workflow
Permissions
Discussion
Ernail

Links

& How do | search?

Advanced Search

©

Project Library

showing information for version 0.1

Generic Information

The information in this section is stored by KnowledgeTree™ far every docurment

Document Filename

Project Library.doc (20kb)
File is a

Wyord Document
Created by

Carolyn Duangprom (17 Mar, 2006 11h31)
Last update by

Caralyn Duangprom (17 Mar, 2008 11h31)
Document Type

IS0 9001 Systern Audit Checklist
Workflow status

In Review (rmanage workflow)
Document 1D

1859

Category
Categorisation information far the document.

Category
General

Figure: The Document Actions Menu - Display Details open

8.3 DMS Administration

Administrators use the functionality on the DMS Administration tab to manage the
KnowledgeTree.

The DMS Administration section in KnowledgeTree Open Source contains the
following sections:
e Users and Groups

e Security Management

Document Storage

e Document Metadata and Workflow Configuration

Miscellaneous
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o Your Company Logo Goes Here KHOWIEdgeTree Y-

Document Management System

Update your configuration to inchuds your own logo.

Dashboard Browse Documents DMS Administration Administrator - Preferences - Logout

you are here: administration

Administration N System Administration

Users and Groups

Security Management L.lserLdGroups

Control which users can log in, and are part of which groups and organisational units, from these management panels
Document Storage g P group g 9 P
Documnent Metadata and | Security Management

Warkflow Configuration

Assign permissions to users and groups, and specify which permissions are required to interact with various parts of
Miscellaneous the Document Management System.

Document Storage
Manage checked-out, archived and deleted documents,

Document Metadata and Workflow Configuration

Configure the document metadata: Document Types, Document Fieldsets, Link Types and Workflows.,
Miscellaneous
Various settings which do not fit into the other categories, including managing help and saved searches.

Figure: KnowledgeTree Open Source view of System Administration Main Page

The DMS Administration section in KnowledgeTree Professional includes the
following additional sections:
e Reporting
Note: You need to allocate license keys to make the Reporting module available and visible
to users of
KnowledgeTree Professional.

e KTIS Administration
Note: When upgrading from KnowledgeTree Open Source to KnowledgeTree Professional
using the
KnowledgeTree Professional Upgrade Installer, you need to reread the plugins list to view
the KTIS section of
DMS Administration.

Note: These sections are only available to users of KnowledgeTree Professional. For more
information about KnowledgeTree Professional, visit http://www.ktdms.com/
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o ‘n’nu_!r Gnm;l:an.y Llogo Goes Here KnUWIEdQETree ¥

Document Management System

5 Administration Administrator - Prafaren

you are here: administration

Administration 3 Systern Adminitration

Users and Groups
Security Managament
Dacurrent Storage
Docurnent Metadata and
Workflow Configuration
Miscellaneous
Reporting

KIS Adnmanestration

Users and Groups
Control which users can log in, and are part of which groups and organisational units, from these management panels

Security Managernens
Assgn permessions (o users and groups, and specify which permissions are required to interact with warious pars of the
Diocument Managemeant System

Diocumert Sorage

Manage checked-out, archived and deleted documents

Document Metadata and Workfow Configuration
Configura the document metadata: Document Types, Documant Fialdsets, Link Types and Workflows.

Miscellanenus

“Wanous setiings which do mot fit ino the other categories, including managing help and sawed searches.

Reparting
Repart on usage of KnowledgeTree

ETIS Administration

Allocata keys 1o users, and manage the keys you hawe purchased.

Figure: KnowledgeTree Professional view of System Administration Main Page

8.3.1 Users and Groups

You use the Users and Groups section of DMS Administration to access the
following functions:

Authentication

Managing Users

Managing Groups

Controlling Units

87

KnowledgeTree Administrator Manual June 2006



Inside the DMS

8.3.11

A System Administration

Users and Groups

Authentication
By default, KnowledgeTree controls its cwn users and groups and steres all information about them inside the
database. In many situations, an organisation will already have a list of users and groups. and needs to use that
existing information to allow access to the DMS. These Authentication Sources allow the systermn administratar to

specify additional sources of authentication data,

Manage Users
Add or remove users from the system.

Manage Groups
Add or rermove groups from the system,
Control Units
Specify which organisational units are available within the repaository,

Figure: Users and Groups section in DMS Administration

Authentication

KnowledgeTree™ allows you to control access to the DMS for the users and groups in
its database, using KnowledgeTree's own default authentication method - Database
Authentication.

However, KnowledgeTree also allows you to add external authentication sources
where your organization maintains its own list of users and groups that require
controlled access to the DMS.

You can also modify or delete the details of external authentication sources and
authentication provider information.

Note: You need to add the credentials of each user to KnowledgeTree (see Managing Users
and Managing Groups) to allow the system to retrieve their details, even if you're using an
external authentication source.

8.3.1.1.1 Adding a New Authentication Source

This procedure adds a new external authentication source.

Perform the following steps:
1.Use your administrator login credentials to open DMS Administration; then click
Users and Groups in the Administration menu to open the Users and Groups
page.

88

KnowledgeTree Administrator Manual June 2006



A System Adminstration

Users and Groups

By default, KnowledgeTree controls its own users and groups and stores all information about them inside the

database. In many situations. an erganisation will already have a list of users and groups. and needs to use that
existing information to allow access to the DMS. These Authentication Sources allow the system administratar to
specify additional sources of authentication data.

Manage Users

Add or remove users from the system.

Manage Gro ups

Add or remave groups fram the system.

Control Units

Specify which organisational units are available within the repositony.

.Click the Authentication link to open the Authentication Sources page.

N System Administration
Authentication Sources

By default, KnowledgeTree controls its own users and groups and stores all information about them inside the database. In
many situations, an organisation will already have a list of users and groups, and needs to use that existing information to
allow access to the DMS. These Authentication Sources allow the system administrator to specify additional sources of
authentication data.

45 Add a new authentication source.

Authentication source Edit Edit Provider Information Delete

Jam special & & @
TestersAuth & & @
Auth01_2500 & & @

.Do you want to...

add a new authentication source? Click Add a new authentication source
to open the Add an authentication source page; then, go to step 4.

o edit an existing authentication source? Go to Editing / Deleting
Authentication Sources.

o edit authentication provider information? Go to Editing / Deleting
Authentication Sources.

e remove an existing authentication source? Go to Editing / Deleting
Authentication Sources.

4.Type a name for the new authentication source in the Name field.
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5. Select the type of authentication source from the Authentication Provider pick
list.
Note: By default, this pick list contains the standard options - LDAP Authentication, and
Active Directory Authentication. You can add additional authentication sources to this
list. Check the KnowledgeTree community forums at www.ktdms.com for developer
information.

A System Administration

Add an authentication source

Name =
A short name which helps identify this source of authentication data.

lAutho1_2500 |

Authentication provider =
The type of source (e.g. LDAP)

ELDAP Authentication =]

| Add 2 new source

6.Click Add a new source to open the Source Created page. Complete the fields
on the page:
Note: See the onscreen description below each field for the type of information required in
the field.

Server name
Base DN

Search User
Search Password
Search Attributes
Object Classes
user account pass

8.Click Save to open the Configuration Updated page, where you can view the
standard and provider configurations you defined.
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@ configuration updated

Standard configuration

MName
Autth_25DD

Provider
LDAP authentication provider

Edit standard configuration

Provider configuration

LDAP Server
Unset

Base DM
Unset

LDAP Search User
Unset

LDAP Search Password
Lnset

Search Attributes
cn
mail
sAMAccountMame
Object Classes
user
inetCrgPerson
posixAccount

Edit provider configuration

9. Do you want to change any of the...

o standard configuration details you defined? Click Edit standard
configuration to open the Edit an authentication source page, where you
can change the name and/or the authentication provider. Click Save to update
any changes you made.

e provider configuration details you defined? Click Edit provider
configuration to open the page to reset any of the details. Click Save to
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update any changes you made.
8.3.1.1.2 Editing / Deleting Authentication Sources
This procedure modifies or removes an existing authentication source.

Perform the following steps:

1.Use your administrator login credentials to open the Users and Groups page in
DMS Administration.

2.Click Authentication to open the Authentication Sources page.

Authentication Sources

By default, KnowledgeTree controls its own users and groups and stores all information about themn inside the database. In
many situations, an organisation will already have a list of users and groups, and needs to use that existing information to

allow access to the DMS. These Authentication Sources allow the systemn administrator to specify additional sources of
authentication data.

&5 Add a new authentication source,

Authentication source Edit Edit Provider Information Delete

Jam special & & @
TestersAuth & & @
Autho1_2500 & & @

3.Find the authentication source you want to edit in the table at the bottom of the
page.

4. Do you want to...

o edit the authentication source? Click &« in Edit column to open the Edit

Authentication Source page, where you can change the short name and/or
the authentication

provider. When you're done, click Save.

o edit the provider details of the authentication source? Click &« in the Edit
Provider Information column to open the editing page for the authentication
provider, where you can reset any of the settings. When you're done, click Save

« delete the authentication source? Click & in the Delete column. A system

message asks you to confirm the deletion before removing the authentication
source from the list.
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Manage Users

You use the Manage Users section of Users and Groups to add or remove users
from the KnowledgeTree™ Document Management System. You can also search for
user details, or view a list of all the users that exist in the system.

The system uses the information you specified when you added the user or group, to
retrieve their details from the authentication source. This allows verification of the
user or group's login rights, and of the permissions they have for accessing
information in the repository.

8.3.1.2.1 Finding / Viewing User Details

This procedure allows you to search for specific users, or to view a list of all the users
in the system.

Perform the following steps:

1.Use your administrator login credentials to open Users and Groups in DMS
Administration; then, click Manage Users to open the User Management

page.
A System Administration

User Management
Add New Users

To allow users access to the DMS, you need to provide them with credentials through this section. Even if you are
using an external source of login information like LDAP, you will need to use this section to retrieve their information
from the external source.

&8 Add a new user
Search for users

Since there may be many users in the system, please select a group from the list below, or type a few letters from the
person's username to begin, Alternatively, view all users (note that this may be very slow if you have many users),

Username =
Enter part of the person's username. e.g. ra will match brad.

| |

Figure: The User Management Page

2.Do you want to...

¢ add new user information to the system? Go to Adding New Users.

e search for information on existing users? Go to step 3.

3.Do you know the name of the user?
e Yes. Enter the username - or part of the username - in the Username field;
then, click search for users to display details for any user matching the
criteria you specified.
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e No. Click view all users to display a list of all system users.

Name Username Edit Delete Group Memberships Current Groups
Administrator admin @ Manage Groups System Administrators
Anonymous guest =] Manage Groups Anonymous

Unit Administrator  unitAdmin @ Manage Groups Unit Administrators

Figure: View all users

8.3.1.2.2 Editing / Deleting Users

This procedure changes or deletes a user's details.

Perform the following steps:

1.Use your administrator login to open Users and Groups in DMS
Administration; then, click Manage Users to open the User Management

page.

2.Search for the user's details, or display a list of all system users. For more
information about this procedure, go to Finding/Viewing User Details.

Name Username Edit Delete Group Memberships Current Groups
Administrator admin & @ Manage Groups System Administrators
ARONymous guest & @ Manage Groups Anonymous

Jen Tait jtait & @ Manage Groups Unit Administrators
Unit Administrator  unitAdmin =~ &7 @ Manage Groups Unit Administrators

Figure: User Management Page: View all users

3.Do you want to...

¢ edit user details? click &«

in the Edit column for the user you want to

modify, to open the Edit User Details page. Change the user's details as
required; then, click save changes.

« delete a user's profile? Click & in the Delete column for the user you want

to remove from the system.

Note: A system message informs you that the user has been deleted.

e change a user's group membership profile? Click the Manage Groups
link for the user to open the Change Groups page for this user. Populate the
Assigned Groups list from the options in the Available Groups list to define
this user's group membership; then, click save changes.
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8.3.1.2.3 Adding New Users

Users are created using KnowledgeTree's default authentication provider. When using
an external authentication provider - such as LDAP - you need to ensure that the

provider's plug-in is registered and enabled. For more information, see Adding a New
Authentication Source.

There are two ways to create new users:
e from an external authentication source

e manually within KnowledgeTree

8.3.1.2.3.1 Adding a User Manually

This procedures adds new users manually to the KnowledgeTree Document
Management System.

Perform the following steps:

1.Use your administrator login credentials to open the Users and Groups page in
DMS Administration; then, click Manage Users to open the User
Management page.

2.Click Add a new user to open the Add a user page.
A System Administration
Add a user

Please complete the form below to add a new user. Fields marked with a red square are required,
created using KnowledgeTree's builtin authentication provider. Should you wish to use an external
such as LDAP, please ensure that the provider's plugin is registered and enabled.

Add a user from an authentication source

Instead of manually creating the user within the document management systemn, the user can
authentication source (such as an LDAP directory) that has already been configured. This ensur

correctly set up with limited intervention from the administrator, and that the user will not need
additional password for the document management system,

I TestersAuth j

| Add from source |

Alternatively, you can manually create a user within KnowledgeTree below.

Create a new user

Figure: Add a user page
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3.Are you creating the new user...

« from an external authentication source that has already been
configured for KnowledgeTree? See Adding a User From an External
Authentication Source.

o from an external authentication source that has not yet been
configured for KnowledgeTree? Perform the procedure for adding a new
authentication source to enable the authentication provider's plug-in; then,
return to this procedure to add the user from the external authentication
source.

¢ manually, within KnowledgeTree? Go to step 4.

4. Type the user's login name in the Username field; then, type the user's full
name in the Name field.

5.Type the user's email address in the Email Address field.

6.Do you want to enable notifications and alerts to be sent to the email
address you specified in the Email Address field?

e Yes. Select the Email Notifications check box.
e No. Leave the Email Notifications check box de-selected.

7.Type the user's password in the Password field; then, re-enter the password in
the Confirm Password field.

8. Type the user's mobile phone number in the Mobile Number field (if the system
is configured to send notifications to cellphones).

9.In the Maximum Sessions field, define a maximum number of times you will
allow this user to log in to the system without having used the Logout button
to exit their working session.
Note: By default, the system logs you out automatically after a period of inactivity.
When you login again, it re-opens the page where you ended your last working
session. However, you will only be allowed to access the system without using
the Logout button for the maximum number of times you set in this field. This
is to prevent multiple users logging in on the same account.

10.Click create user to re-open the User Management page.
Note: A system message confirms that the new user has been added to the system.

8.3.1.2.3.2 Adding a User from an External Authentication Source

This procedures add a new users from an external authentication source.

Note: When using an external authentication provider - such as LDAP - you need to ensure
that the provider's plug-in is registered and enabled. For more information, see Adding a New
Authentication Source.

96 KnowledgeTree Administrator Manual June 2006



Perform the following steps:
1.Use your administrator login credentials to open Users and Groups in DMS
Administration; then, click Manage Users to open the User Management
page.

2.Click Add a new user to open the Add a user page.
3.Are you creating the new user...

o from an external authentication source that has already been
configured for KnowledgeTree? Go to step 4.

o« from an external authentication source that has not yet been
configured for KnowledgeTree? Perform the procedure for adding a new
authentication source to enable the authentication provider's plug-in; then,
return to this procedure to add the user from the external authentication
source.

¢ manually, within KnowledgeTree? Go to Adding a User Manually.

4. Select the authentication source you want to use from the pick list in the Add a
user from an authentication source section.

6.Click Add from source to open the Search for user page for the authentication
source you selected.

7.Do one of the following:

e Type part or all of the user's name in the User's name field; then, go to step
8.

e Select the Mass import check box to add all users from the authentication
source you specified; then, go to step 8.
Note: The system does not allow you to verify the details of each individual user that
is included in the mass import.

8. Click search for users.

8.3.1.3 Manage Groups

Only a User that has been assigned to a Group is allowed to access the
KnowledgeTree™ Document Management System.

When creating a new Group, you need to assign the Group to a Unit before users in
that Group will be allowed to access the DMS.

Note: Groups can be members of other groups, and can have other groups as members.
These memberships pass the permissions set on to the parent group to user members of the
member groups, possibly along a few chains.
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Example:

Let’s say you create a new Group called Testers. Having created the group, you
must assign the group (Testers) Group to a Unit, and you name the Unit 'Quality
Assurance'. So, the group named Testers is part of the unit Quality Assurance.

Group: Testers
Unit: Quality Assurance

8.3.1.3.1 Finding / Viewing Groups

This procedure allows you to search for specific groups, or to view a list of all the
groups in the system.

Perform the following steps:

1.Use your administrator login credentials to open Users and Groups in DMS
Administration; then, click Manage Groups to open the Group

Administration page.
Group Administration
Add New Group
Groups allow you to assign permissions and roles to a number of different users at once.
24 Add a new group.

Search for groups

Since there may be many groups in the system, please type a few letters from the group's name to begin.
Alternatively, view all groups (note that this action may take some time if you have many groups).

Group Name =
Enter part of the group's name. e.g. ad will match administrators.

| search for groups |

Figure: The User Management Page

2.Do you know the name of the group?
e Yes. Enter part or all of the group name in the Group Name field; then, click
search for groups to display details for any group matching the criteria you
specified.

¢ No. Click view all groups to display all groups.
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Group Name Unit Name Edit Delete Manage Users Manage sub-groups Subgroups

Anonymous not part of a unit & @ Manage Users Manage sub-groups Group currently

has no
subgroups.

System Administrators not part of a unit & @ Manage Users Manage sub-groups Group currently

has no
subgroups.

Unit Administrators Default Unit & @ Manage Users Manage sub-groups Group currently

has no
subgroups.

Figure: View all groups
8.3.1.3.2 Adding New Groups

This procedure creates a new group.

Creating a new group involves:
e naming the group

e deciding whether or not to assign administrative privileges to all group members

Perform the following steps:
1. Use your administrator login open the Users and Groups page in DMS
Administration; then, click Manage Groups to open the Group
Administration page.

Al System Administration

Group Administration
Add New Group
Groups allow you to assign permissions and roles to a number of different users at once.
g4 Add a new group.
Search for groups

Since there may be many groups in the system, please type a few letters from the group's name to begin.
Alternatively, view all groups (note that this action may take some time if you have many groups).

Group Name =
Enter part of the group's name. e.g. ad will match administrators.

| search for groups |

2. Click Add a new group to open the Add a new Group page.
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you are here: administration » users and groups » group management (add a new group)

Add a new group
Users may be classed together as Groups and these groups may be used to set security privileges throughout the document management system.
Specify group details
Flease enter the Group's details below and then click create group. Fields marked with a red square are reguired.

Group Name =
A short name for the group. e.g. administrators.

L 1

Unit Administrators
Should all the merbers of this group be given unit administration privileges?

O

System Administrators
Should all the members of this group be given system administration privileges?

O

Unit
Which Unit is this group part of?

| Create group || cancel |

Figure: Adding a group

3. Do you want to...

e add a group from an authentication source? Select the authentication
source from the pick list in the Add a group from an authentication source
section; then, click Add from source.

¢ add a group manually from within KnowledgeTree? Go to step 4.

4. Type a name for the group in the Group Name field.

5. Do you want to assign unit administrative privileges to all members of
this group?

e Yes. Select the Unit Administrators check box.
e No. Leave the Unit Administrators check box de-selected.

6. Do you want to assign system administration privileges to all members
of this group?

e Yes. Select the System Administrators check box.
e No. Leave the System Administrators check box de-selected.

7. Select the unit where this group belongs, from the Unit pick list.
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8. Click create group.
Note: A system message informs you that the new group has been created.

8.3.1.3.3 Editing / Deleting Groups

This procedure changes or deletes a group.

Perform the following steps:

1.Use your administrator login to open Users and Groups in DMS
Administration; then, click Manage Groups to open the Group
Administration page.

2.Search for the group, or display a list of all groups. For more information about
this procedure, go to Finding/Viewing Groups.

Group Name Unit Name Edit Delete Manage Users Manage sub-groups Subgroups

Anonymous rot part of aunit & @ Manage Users Manage sub-groups Group currently

has no

subgroups.

System Administrators not part of a unit & @ Manage Users Manage sub-groups Group currently

has no
subgroups.

Unit Administrators Default Unit & @ Manage Users Manage sub-groups Group currenitly

has no
subgroups.

Figure: Group Administration Page: View all groups

3.Do you want to...

e change the group's details? click &« in the Edit column for the group to
open the Edit Group Details page. Change the group's details as required;
then, click save changes.

« delete a group? Click & in the Delete column for the group.
Note: A system message informs you that the group has been deleted.

e add or remove users in a group? Click the Manage Users link for the
group to open the Manage Users in group page. Populate the Member
users list from the options in the Available Users list to define the users that
belong to this group. When you're done, click save changes.

e add or remove sub groups in a group? Click the Manage sub-groups link
for the group to open the Manage Sub-Groups in group page. Populate the
Assigned Groups list from the options in the Available Groups list to define
the groups that should be part of this group; then, when you're done, click
save changes
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8.3.1.4 Control Units

KnowledgeTree™ provides Units as a means of organizing groups. Units may be used
to model your organization's business units.

A default Unit (Default Unit) is created during installation. By default, each time a
new Unit is created on the system, a Unit folder is created in the Organization
(root) directory.

8.3.1.4.1 Creating New Units

This procedure creates a new Unit.

Perform the following steps:

1. Use your administrator login credentials to open Users and Groups in DMS
Administration; then, click Control Units to open the Unit Administration

page.
3 System Administration

Unit Administration

KnowledgeTree allows administrators the ability to create Units that model the organisation's business units. Units may
have their own administrators and groups may be assigned to these units,

Add New Unit

Units allow you to delegate the administration of a portion of the DMS repository to a particular part of your
organisation. Unit administrators have additional rights within that portion of the document management system, and
they can also adjust the membership of groups that belong to the unit.

& Add a new unit.

uUnit Name Edit Delete Folder

Default Unit & @ = Default Unit

2.Click Add a new unit to open the Add a new unit page.

Add a new unit

Units allow you to delegate a portion of the document management system to a particular part of your organisation. Unit
administrators have additional right within that portion of the docurnent management system, and they can also adjust the
membership of groups that belong to the unit.

Specify unit details
Please enter the Unit's details below and then click create unit. Fields marked with a red square are required.

Unit Name =
A short name for the unit. e.g. Accounting.

| |
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3.Type the name for the new unit in the Unit Name field; then, click Next to open
the next page of the Add a new unit page, where you can choose a folder
location.

A System Administration

Add a new unit
Choose unit folder location
Please choose a location to place your unit folder,

Unit Name =
A short name for the unit. e.g. Accounting.

Human Resources

Target folder
The folder given below is where the unit folder will be created. Use the folder collection and path below to browse to the
folder you wish to create the unit folder into.

The unit administrators have additional

Title

[ Default Unit

1itemns, 20 per page

| create unit || Cancel |

4. Drill down into the folder structure to select a folder location for the new unit;
then, click create unit.
Note: The system re-opens the Unit Administration page, where a system message
informs you that the new unit has been created. The list of units at the bottom of this
page now includes the unit you added.

8.3.1.4.2 Viewing / Editing / Deleting Units

This procedure allows you to view the units that exist for your organization or to add
new units. You can also use this procedure to modify existing units.

Perform the following steps:
1.Use your administrator login credentials to open Users and Groups in DMS
Administration; then, click Control Units to open the Unit Administration

page.
2.Do you want to...

e view the units that currently exist for your organization in
KnowledgeTree? See the table at the bottom of the page, which lists all the
existing units and their folder locations.

« edit a unit? Click & in the Edit column for the unit to open the Edit Unit Details
page. Define a new short name for the unit in the Unit Name field; then, click
save changes to unit.
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e delete a unit from the system? Click @ to permanently remove this unit from
the system.

e open the folder location where you saved this unit? Click the link in the
Folder column for the unit to navigate to the folder location.

8.3.2 Security Management
You use the Security Management function on the Administration menu in DMS
Administration to:
e create or delete permissions
e create or delete roles
o define the criteria that will be used to determine whether or not a user is allowed to
perform certain actions in the system
cuments DMS Administration Administrator - Preferences - Logout
n » security management
A System Administration
Security Management
Permissions
Create or delete permissions.
Roles
Create or delete roles
Dynamic Conditions
Manage criteria which determine whether a user is permitted to perform a system action.
Figure: The Security Management Page in DMS Administration
8.3.2.1 Permissions
KnowledgeTree™ provides several default (core) permissions - Read, Write, Add
Folder, Manage Permissions, Delete - but it also allows you to create your own
permissions.
You can create permissions for controlling user and group access for plug-ins, or
create permissions to use as Guard Permissions for workflow transitions.
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8.3.2.1.1 Viewing / Adding / Deleting Permissions

This procedure allows you to view or delete existing permissions, or to define custom
permissions for your organization.

Perform the following steps:
1.Use your administrator login credentials to open DMS Administration.

2.Click Security Management in the Administration menu to open the Security
Management page.

3.Click Permissions to open the Existing permissions page.

4. Do you want to...
¢ view existing permissions? Scroll down to the bottom of the page to view a
list of existing permissions.
Note: KnowledgeTree's default permissions are displayed at the top of this list. These
permission types cannot be deleted.

e add a new permission type? Define a permanent name for the new
permission type in the System Name field; then, define a short name in the
Display Name field. Click Create.

Note: A system message informs you that the new permission has been created. View
the list of permission types at the bottom of this page to see the new permission now
added to the list of existing permissions.

« delete a permission type? Click & in the Delete column for the permission
type you want to remove.
Note: You can only delete custom permissions. Having clicked the Delete icon, a
system message informs you that the permission has been deleted. View the
permission type list at the bottom of this page to confirm the removal of the
permission type.

Existing permissions

Permissions are descriptors used to ascertain whether groups of users have access to certain functionality. The built-in permissions below facilitate the default functionality of the DMS and can't be
changed. Plugin developers may choose to add additional permissions below that manage access to their plugins functionality

Create a new permission

System Name =
The internal name used for the permission. This should never be changed

kiplugin.permissions.In

Display Name =
A short name that is shown to users whenever permissions must be assigned

mvaiceGuard
Create

Permission Display Name Delete

ktcore.permissions.read Core: Read Built-in
ktcore.permissions. write Core: Write Built-in
ktcore.permissions.addFolder  Core: Add Folder Built-in
ktcore permissions. security Core: Manage security  Built-in

ktcore. permissions. delete Core: Delete Built-in

Figure: Existing Permissions page - create new permission
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8.3.2.2

Roles

Roles in KnowledgeTree™ may include document creator, document reviewer,
document publisher, or writer, editor, developer, secretary, and so on.

Workflow actions - e.g. review, or publish - are typically assigned to a specific role.
The role is granted permissions for working with the document, based on the type of
tasks their role performs - e.g. reviewers need read and write permissions.

User Groups are allocated to Roles on a per-directory basis, and are inherited from
the root folder of the DMS.

8.3.2.2.1 Viewing / Adding / Editing / Deleting Roles

This procedure allows you to view, edit, or delete existing roles that have been set up
for your organization within the KnowledgeTree Document Management System. It
also allows you to create new roles.

Perform the following steps:
1.Use your administrator login credentials to open DMS Administration.

2.Click Security Management in the Administration menu to open the Security
Management page.

3.Click Roles to open the Role Administration page.

4.Do you want to...
o view existing roles? Scroll down to the bottom of the page to view a list of
existing roles.

o edit an existing role? Click & in the Edit column for the role to open the
editing page. Change the role name; then, click update role information to
save your changes.

« delete an existing role? Click & in the Delete column for the role.
Note: A system message informs you that the role has been deleted. View the role list
at the bottom of this page to confirm the removal of the role.

¢ add a new role? Define a name for the role in the Name field; then, click
create new role.
Note: A system message informs you that the new role has been created. View the list
of roles at the bottom of this page to see the new role now added to the list of existing
roles.
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8.3.2.3

N System Administration

Role Administration

Workflow actions may be assigned to certain roles within the DMS. User groups are allocated to roles on a per-directory
basis and are inherited from the root folder of the DMS. Roles may for example include "Document Creator”, "Document
Reviewer", "Document Publisher".

Add a Role

Name =
A short, human-readable name for the role.

|writer |
create new role

Role Name Edit Delete

DocumentPublisher &7 @

webadmin & @
Figure 3: View existing Roles / Create new Roles

Dynamic Conditions

You use KnowledgeTree's Dynamic Conditions feature to set up the rules that will
determine the permissions that may be applied to documents within a folder.

These rules may be applied to a document's metadata, to its contents, or to its
transactional information.

Dynamic Conditions are applied on a per folder basis, and may be set up in the
folder's Folder permissions page.

Note: Dynamic Conditions are configured in the same way as Saved Searches.

Note: Having defined a dynamic condition, you cannot delete it because that may change
permission assignments.

Having created a new dynamic condition, you need to assign it to a folder. You can
also unassign dynamic conditions when they're no longer useful for the folder.

8.3.2.3.1 Viewing / Adding / Editing / Dynamic Conditions

This procedure creates a new dynamic condition.

Perform the following steps:
1.Use your administrator login credentials to open DMS Administration; then,
click Security Management in the Administration menu to open the Security
Management page.
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2.Click Dynamic Conditions to open the Dynamic Conditions page.
3. Do you want to...

o view existing dynamic conditions? View the list of existing dynamic
conditions displayed at the bottom of this page.

o edit the details of an existing dynamic condition? Click &" in the Edit
column for the condition you want to modify, to open the Edit an existing
condition page. Change the information on this page; then, click Update
Dynamic Condition.

Note: For more information on completing the fields on this page, see the procedure
for adding a condition, which provides a brief description of the purpose of the
information in these fields.

o view results for an existing dynamic condition? Click Run Condition.

e add a new dynamic condition? Click New to open the Create a new
condition page; then, go to step 4.

4. Define a name for the new dynamic condition in the Name of condition field.

5.Select any or all from the Return items which match [all/any] of the

criteria groups specified pick list.

6. Define a criteria group in the Criteria Group section:

6.1.Select any or all from the Return items which match [all/any] of the
criteria specified below pick list.

6.2.Select a criteria type from the Criteria pick list; then, click Add to display the
Values field for the criteria type you selected. Complete the Values field for the
criteria type.

108

KnowledgeTree Administrator Manual June 2006



N System Administration

Create a nhew condition

Mame of condition: |Private |

Return itermns which match | all j of the criteria groups specified.

Criteria Group

Return iterns which match | any j of the criteria specified below.

Criteria Values

EDncument Type j first select a type of query

| Add another set of criteria || Save |

Figure: Creating a new dynamic condition

6.3.Do you want to add another criteria type?
e Yes. Go to step 6.2.

e No. Go to step 7.

A System Administration

Create a new condition

Mame of condition: |F"rivate |

Return items which match of the criteria groups specified.

—= Criteria Group

Return items which match of the criteria specified below.

Criteria Values
Document Type Invaice ~
Title PR || Pemove |
| Marne l\i|ﬂrst select a type of query Addd

| Add anather set of criteria || Save |
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7.Do you want to add another criteria group?

e Yes. Click Add another set of criteria to display a new set of criteria fields;
then, go to step 6.1.

¢ No. Click Save to create the dynamic condition.
Note: A system message informs you that the condition has been created. View the list
of existing conditions to verify that the new condition has been added.
Note: Having created a new dynamic condition, you need to assign it to a folder. You
can also unassign dynamic conditions when they're no longer required for the folder.

8.3.2.3.2 Assigning / Unassigning Dynamic Conditions

Having created a new dynamic condition, you need to assign it to a folder. This
procedure assigns and unassigns dynamic conditions to folders.

Perform the following steps:
1. Use your administrator login credentials to open Browse Collections.

2.Navigate to the folder where you want to assign or unassign dynamic conditions.

3.Click Permissions in the Folder Actions menu to open the Folder permissions
page.

4. Click Edit Permission Assignments to display the dynamic permissions section
on the page.

5.Do you want to:

e assign a dynamic condition to this folder? Go to step 6.

e unassign a dynamic condition from this folder? Click & in the Remove
column for the dynamic condition you want to unassign from this folder.
Note: A system message asks you to confirm the removal of the condition.
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Folder permissions

@ This folder defines its own permissions @ Inherit petrissions

Role or Group Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
Group: A O O 0
Group: Accounting idfip it O O 0
Group: Anonymous @ Are you sure you wish ko delete this item? O ] ]
Group: B O O 0
i QK [« |

Group: Managers - O O ]
Group: System Administrators
Group: Unit Administrators O O O O O

‘ Update Permission Assignments H Cancel

Dynamic permissions
Remove Group Condition Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
=] Managers Private @ © @ =] @

Add a new dynamic permission
Group Condition Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
MNone ~ MNong (= O O O O O

Add

Figure: Unassigning Dynamic Conditions

6. Select a group from the Group pick list, to define the group that will be controlled
by this dynamic condition.

7.Select a condition from the Condition pick list, to define the dynamic condition
that will be assigned.

8.Select the Permissions check boxes - one or more - that will be associated with
this dynamic condition for the folder.

Folder permissions

@ This folder defines its awn permissions. @ Inherit permissions

Role or Group Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
Graup: A O O O O O
Group: Accounting O O O 0 O
Graup: Anonymous O O O O O
Group: B O O O O O
Graup: Managers O O O O O
Group: System Administrators
Group: Unit Administrators O O O O O

‘ Update Permission Assignments H Cancel

Dynamic permissions

Add a new dynamic permission
Group Condition Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
o O o

Add

Figure: Assighing Dynamic Conditions

9.Click Add.

Note: A system message informs you that the dynamic permission has been added, and
the new condition displays in the list of existing dynamic conditions on the page.
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8.3.3 Document Storage

The Document Storage section of DMS Administration allows you to:

o force a document check in by overriding its current checked out status

e restore archived documents

e restore documents that were previously deleted, or permanently expunge (remove)
those documents from the repository

8.3.3.1 Forcing a Document Check In

This procedure overrides the currently checked out status of a document and forces
the document to be checked back in to the repository.

Forced check ins are used where a checked out document is urgently required back in
the repository so that another user can check it out.

Note: The document is checked back in to the repository without saving any changes that may

have been made to it while it was checked out.

Perform the following steps:
1. Use your administrator login credentials to open DMS Administration.

2. Click Document Storage to open the Document Storage page.

3. Click Checked Out Document Control to open the Checked Out Documents
page.
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Checked Out Documents

It may be necessary to override the checked-out status of 3 document if;

s the local copy of the checked-out document has been lost;
o the userwho did the check-out is not currently available to check it back in.

LIze the force checkin action in the listing below ta override the checked-out status.

Document Checked out by Location
[rvoiceb406 John Doe Foot Folder » InvoiceS406  force checkin
Receipt2393  John Doe Foot Folder » Receiptd3®3  force checkin

Figure 1. Document Check-out Management

4. Click the force checkin link for the document you want to check in, to open the

Confirm Forced Check-in page.
A System Administration
Confirm Forced Check-in

Flease confirrn that this is the document that you wish to check-in.
Document Details

Document Name

IrvaicesdOs
Location

Foot Folder » IrvaiceSd06
Checked out hy

John Doe

| Force Checkin || Cancel |

5. On the Confirm Forced Check in page, verify that you're forcing a check in for
the correct document; then, click the Force Check in button.
Note: The system re-opens the Checked Out Documents page, where a system
message
confirms that the document has been checked in.
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8.3.3.2 Restoring Archived Documents

This procedure restores a document that has previously been archived.

Note: By default, documents are restored to the folder location where they were originally
archived. If that folder no longer exists on the system, the document is restored to the root
directory in the repository.

Perform the following steps:
1. Use your administrator login credentials to open DMS Administration.

2. Click Document Storage to open the Document Storage page.

3. Click Archived Document Restoration to open the Archived Documents
page.

4. Navigate the folder structure to locate the folder that contains the document/s
that must be restored; then, click on the folder to display its content.

5. Select the check box for the document you want to restore; then, click
Restore to open the Confirm De-archival page.

Users and Groups
Security Management | Archived Documents

Document Storage )
In order to keep the documents which are visible useful to end users it is possible to archive old documents. Users who want 10 see these old documents need 10 request their restoration. These requests
Document Metadata and ) -
oo Corfauation | il typically be done within the system and will generate a notification to you
Worklow Configuration
Miscellaneous | Jge the folder collection and path helow to browse to the folder you wishfto move the documents into
O Title -
L1 workflowtest
Invoice5408 (2Kh)
Receipt2393 (20Kh)

3 items, 20 per page

Figure: Restore an archived document

6. Verify that you're restoring the correct document; then, click Confirm
De-archival.
Note: The system re-opens the Archived Documents page and displays a message
informing you that the document is active (restored).

8.3.3.3 Restoring / Expunging Deleted Documents

This procedure allows you to restore or expunge documents that have been deleted in
the KnowledgeTree™ repository.

Note: Expunging saves disk space by permanently deleting documents that are no longer
useful or required.

Note: By default, documents are restored to the folder location where they were originally
deleted. If that folder no longer exists on the system, the document is restored to the root
directory in the repository.

Perform the following steps:
1. Use your administrative login credentials to open DMS Administration; then,
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click Document Storage to open the Document Storage page.

2. Click Restore or Expunge Deleted Documents to open the Deleted
Documents page, where you can view a list of documents that have been
deleted from the repository, but not yet been expunged.

3. Do you want to...

e restore any of the documents in this list of deleted documents? Select
the check box adjacent to any document in this list that you want to restore
to the repository; then, click Restore to open the Confirm Restore page.
Verify that you're restoring the correct document(s); then, click Confirm

Restore to re-open the Deleted Documents page.
Note: A system message informs you that the document has been restored to the
KnowledgeTree repository.

¢ permanently remove any of the documents in this list of deleted
documents? Select the check box adjacent to any document in this list that
you want to permanently remove from the system; then, click Expunge to
open the Confirm Expunge page. Verify that you're removing the correct
document(s); then, click Confirm Expunge.
Note: A system message informs you that the document has been permanently
removed from the KnowledgeTree system.

Deleted Documents

Documents which are deleted by users are hidden frorm view but still available for restoration. Since "soft deletes” consume system resources, it is possible to expunge these documents. Alternatively,

you can restore them as necessary

[0 Document Name Last Modification

O Invoice5406 2008-04-03 14:40:26

[0  Receipt2393 2008-04-03 14:41:02

Figure5: Restore or Expunge Deleted Documents

8.3.4 Document Metadata and Workflow Configuration
You use the Document Metadata and Workflow Configuration section of DMS
Administration to access the following system functionality:
e Document Types - manage the classes of documents that can be added to
KnowledgeTree
e Document Fieldsets - manage the types of information that can be associated with
classes of documents
e Link Type Management - manage the different ways in which documents can be
associated with one another
o Workflows - configure document workflows
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8.34.1

e Automatic Workflow Assighments - configure the allocation of documents to
workflows

A System Administration

Document Metadata and Workflow Configuration

Document Types

Manage the different classes of document which can be added to the system,

Cocument Fieldsets

Manage the different types of information that can be associated with classes of documents,

Link Type Management

Manage the different ways documents can be associated with one another,

Workflows
Configure the process documents go through,

Automatic Workflow Assignments

Configure how docurments are allocated to workflows.

Figure: Content page for Document Metadata and Workflow Configuration

Document Types

Document Types are used to group together documents that have a similar function.
They also allow you to associate custom fieldsets for specific information that must be
included with a particular document type.

Let's say you create a document type called 'Invoice’, and you want to ensure that
all documents of the type 'Invoice' contain the following fields: invoice number,
customer name, delivery address. You can group these fields in a fieldset called
Invoice Details, for example. And then you may want to create another fieldset for
the monetary values in the invoice, which you could call 'Amount’. The fieldset
Amount may include the following fields: Nett Item Value, Tax, Discount, and
Total Due.

There are two ways you can configure the document type - Invoice - and the
fieldsets you want to associate with this document type.

1. You can first create the document type in the Document Types section, and then
create one or more custom fieldsets in the Document Fieldsets section. The
collection of fieldsets you define are automatically listed in the Document Type
editing page. Having created the fieldset(s), you need to edit the document type you
created in order to add (associate) the fieldset(s) you want to use in this document

type.

2. Alternatively, you can first create a set of custom fieldsets in the Document
Fieldsets section, and then create the document type. Having added the document
type, KnowledgeTree automatically opens the Document Type editing page, where
you can select the fieldsets out of the collection of fieldsets you have pre-defined in
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Document Fieldsets, and which now display on the Document Type editing page.

Note: Document types cannot be deleted in KnowledgeTree,; they can only be disabled. Since a
document type may be associated with a large amount of documents, deleting a document
type may cause the loss of required metadata.

8.3.4.1.1 Adding a New Document Type

This procedure creates a new document type.

Note: When adding or editing a document type, KnowledgeTree allows you to associate one or
more pre-defined, custom fieldsets, that define the information - i.e. name, invoice number,
amount, address, publish date etc - that should be included in any document that is of a
specific document type. See the introduction to Document Types for more information about
the relationship between document types and custom fieldsets.

When adding a new New Document Type you need to complete the following

tasks before using the document type:

e defining new custom fieldsets for the new document type, and then associating the
new custom fieldsets with the new document type; or, associating existing custom
fieldsets with the new document type

e enabling the new document type to make it available when you add new documents
to the KnowledgeTree Document Management System

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Document Metadata and Workflow Configuration to open the
Document Metadata and Workflow Configuration page.

2.Click Document Types to open the Document Types page.

3.Define a name for the new document type in the Name field; then, click Create
to open the Document Types editing page.
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an » document metadata and workflow configuration » document type management (view types)

A System Administration

Document Types

Create a new document type

To start the process of creating a new document type, please enter a name for the type below.

Name =
A short, human-readable name for the document type.

Invoice

‘Create|

Existing document types

Select a docurment type from the list below to change its details, or click on the delete button to remove it from the
system.

Document Type

Default Edit Disable

Project Plan Edit Disable

Manual Edit Disable

Figure: Click Create to add the new document type

Note: A system message on the Document Type editing page informs you that the
new document type has been created.

4.Have you already created custom fieldsets for your organization?
e Yes. In this case, your collection of predefined custom fieldsets are listed on

the Document Types editing page, where you can associate one or more
fieldsets with the document type you created.
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@) Document type created

Document Type: Invoice

|Invn:|i|:e || Change |

Type-specific field sets

@ Mo fieldsets are currently associated with this type.

Accociate Fieldsets

Available Fieldsets =
Select the fieldsets which you wish to associate with this document type

Imvoice information
Feceiptinformation

Associate Fieldsets

Figure: Document Types editing page displays available custom fieldsets

¢ No. In this case, the Document Type editing page displays a message that
there are no fieldsets available to associate with the document type you
created. Go to Creating Document Fieldsets to find out more about creating
custom fieldsets for your organization.
Note: Customized document fieldsets that you create are added your collection
of fieldsets on the Document Type editing page, where you can associate
these fieldsets with document types when adding new document types, or
when editing existing document types.
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@ Document type created

Document Type: Invoice

|Inuoice || Change |

Type-specific field sets

@ No fieldsets are currently associated with this type.

Mo fieldsets are available to be added. To add a fieldset, please go to DMS Administration » Document Metadata
and Workflow Configuration » Document Field Management

(5]

Figure: Add new document type - no fieldsets available

8.3.4.1.2 Editing a Document Type

This procedure edits an existing document type.

Editing a Document Type involves:
e changing the name of the document type

e associating custom fieldsets
¢ disassociating custom fieldsets

Note: You need to have created custom fieldsets in the Document Fieldsets section of DMS
Administration in order to make a list of custom fieldsets available on the Document Types
editing page, where you associate or disassociate fieldsets with document types.

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Document Metadata and Workflow Configuration to open the
Document Metadata and Workflow Configuration page.

2.Click Document Types to open the Document Types page.

4.Scroll down the page to view the list of existing document types in the Existing
document types section.
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Document Types

Create a new document type

To start the process of creating a new document type, please enter a name for the type below.

Name =
A short, human-readable name for the document type.

| |

Existing document types

Select a document type from the list below to change its details, or click on the delete button to remove it from the
system.

Document Type

Default Edit Disable
Project Plan Edit Disable

Manual Edit Disable

Figure: Document Types page listing existing document types

5.Click the Edit link for the document type you want to modify, to open the
Document Type editing page.
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Document Type: Invoice

|Invn:|i|:e || Change |

Type-specific field sets
Linked Fieldsets

Fieldset

! Invoice information

| Disassociate Fieldsets

Asgsociate Fieldsets

Available Fieldsets =
=elect the fieldsets which you wish to associate with this document type

Feceipt information

| Associate Fieldsets |

Figure: Document Types editing page displaying Type-specific fieldsets (custom fieldsets that have
already been associated with this document type), and displaying custom field sets that are
available for associating with this document type.

6. Do you want to...

¢ change the name of the document type? Define a new name for this
document type in the field adjacent to the Change button; then, click Change to
rename the document type.

Note: A system message informs you that the name of this document type has been
changed.

¢ associate a custom fieldset with this document type? Go to Associating /
Disassociating Custom Fieldsets with Document Types.

o disassociate a custom field set that you previously associated with this
document type? Go to Associating / Disassociating Custom Fieldsets with
Document Types.
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8.3.4.1.3 Associating / Disassociating Custom Fieldsets with Document Types

This procedure associates available custom document fieldsets with a new or existing
document type. It also allows you to disassociate a custom fieldset that was
previously associated with an existing document type.

Note: You need to have created custom fieldsets before they will display in the Document
Types editing page, where you can associate them with one or more document types.
Associating fieldsets with document types associates the metadata you added for the fieldset
with the document type.

Note: See Creating Custom Document Fieldsets for more information.

Perform the following steps:

1.Use your administrator login credentials to open Document Metadata and
Workflow Configuration in DMS Administration; then, click Document
Types to open the Document Types page.

Document Metadata and Workflow Configuration

Document Types

Manage the different classes of docurment which can be added to the system.

Document Fieldsets

Manage the different types of information that can be associated with classes of documents,

Link Type Management

Manage the different ways documents can be associated with one another,

Warkflows
Configure the process documents go through.

Autornatic workflow Assignments

Configure how documents are allocated to workflows,

Figure: The Document Metadata and Workflow Configuration section of DMS Administration

2.Scroll down the page to the list of document types that exist for your
organization in the Existing document types section.
Note: You need to have created the document type before you can associate fieldsets
with that document type. For more information about creating new document types,
go to Adding a New Document Type.

3.Click the Edit link for the document type where you want to associate /
disassociate fieldsets, to open the Document Type editing page.

Note: If this document type already has field sets associated with it, these will be
displayed in the Type-specific field sets section on this page.

4.Do you want to...
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o disassociate one of the type-specific custom fieldsets with this document
type? Select the check box adjacent to the fieldset that you want to disassociate
from this document type, in the Type-specific field sets section; then, click
Disassociate Fieldsets.

Note: Type-specific custom fieldsets are custom fieldsets that are currently associated
with the document type you're editing.

Note: A system message informs you that the fieldsets you selected are no longer
associated with this document type.

e associate one of the available custom fieldsets with this document type?
Select one or more fieldsets in the Available Fieldsets scrollable menu; then,
click Associate Fieldsets.

Note: Hold down your keyboard Ctrl key while selecting menu options to multi-select
from this menu.

Note: A system message informs you that the fieldset has been associated with
this document type.

) Fieldsets associated.

Document Type: Invoice

|Invu:|i|:e || Change |

Type-specific field sets
Linked Fieldsets

Fieldset

| Disassociate Fieldsets |

Associate Fieldsets

Available Fieldsets =
Select the fieldsets which you wish to associate with this document type

Feceiptinformation

Associate Fieldsets
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Figure: Associating and Disassociating Fieldsets

8.3.4.1.4 Viewing / Enabling / Disabling Document Types

This procedure displays a list of the document types that exist for your organization.
It also allows you to disable document types that you no longer want to use, or to
enable document types that are currently disabled.

Note: KnowledgeTree does not allow you to delete document types because you risk losing
required metadata. You need to disable a document type to make it unavailable to users.

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Document Metadata and Workflow Configuration in the

Administration menu to open the Document Metadata and Workflow
Configuration section.

2.Click Document Types to open the Document Types page.

3.Do you want to...

o view the document types that have been created for your organization?
Scroll down the page to view a list off all document types - whether enabled or

disabled - in the Existing document types section of this page.

Document Types
Create a new document type

To start the process of creating a new docurment type, please enter a name for the type below.

Name =
A short, human-readable name for the dacument type.

| |

Existing document types

Select a docurment type from the list below to change its details, or click on the delete button to remove it from the
system.

Document Type

Default Edit Disable
Project Plan Edit Disable
Manual Edit Disable

Figure: View existing document types

e enable a document type in this list? Click the Enable link for the document
type you want to enable.
Note: The link changes to Enable.
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8.3.4.2

o disable a document type in this list? Click the Disable link for the document
type you want to disable.
Note: The link changes to Disable. Disabling a document type removes it from view for
users.

Document Fieldsets

Document Fieldsets allow you to associate custom metadata with documents in the
repository.

There are two types of document fieldsets:

e Normal - users are allowed to edit normal fieldsets only if they have been
associated with the document type that is being edited.

e Generic - users may add and edit generic fieldsets to any document type in
KnowledgeTree.

Note: KnowledgeTree auto-generates an editable system name (namespace) for every
fieldset. Plug-ins use this namespace to call the fieldset, and to control how the fieldset works.
For more information on developing Plug-ins for KnowledgeTree, see the KnowledgeTree Wiki
at http://support.ktdms.com/confluence/

8.3.4.2.1 Add New / Edit Existing / Deleting Custom Document Fieldsets

This procedure creates a new custom document fieldset, and it allows you to edit or
delete existing custom document fieldsets.

Note: A document fieldset may be defined as a collection of fields that represent a set of
related information, which can be associated with a document to comprise part of that
document's metadata. Custom fieldsets are defined by the KnowledgeTree administrator, and
are associated document types.

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Document Metadata and Workflow Configuration to open the
Metadata and Workflow Configuration page.

2.Click Document Fieldsets to open the Document Fieldset management page.

3.View the list of document fieldsets that have been defined for your organization,
in the Existing document fieldsets section on this page.
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N System Administration

Document Fieldsets

Collections of fields are associated into fieldsets. These represent a set of related informatior

Existing document fieldsets

Name Is Generic Is System Fields Edit Delete
[rvoice information @ @ Irvoice Murmber, Source & @
Receipt information @ @ Receipt Mumber, Source & @
Category ] @ — & @

Figure: Viewing existing document fieldsets

4.Do you want to...

¢ remove an existing document fieldset? Click @ in the Delete column for
the document fieldset. Click OK on the system message that asks you to
confirm the deletion.

o edit an existing document fieldset? Click & in the Edit column for the
document type, to open the Fieldset editing page. You can change this
fieldset's name, its namespace, and/or its description. When you're done, click

Change.
N System Administration

Fieldset: newfield

Fieldset properties

Please complete the following fields to edit the fieldset's properties and then click Change. Required fields are
with a red square.

Name =
A human-readable name, used in add and edit forms.

|newfie|d |

Namespace =

Every figldset needs to have a system name (used internally by the document management system). For fiele
which you create, this is automatically created by the system, but for fieldsets created by plugins, this control:
the fieldset works,

|http:I,-‘localhostjkt}upstl

Description =
A brief description of the information stored in this fieldset.

rtse

Figure: Editing Document Fieldsets
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e add a new document fieldset? Go to step 5.

5. Define a name for the document fieldset in the Name field; then, provide a brief
description for the information that will be stored in this fieldset, in the
Description field.

6.Is this a generic fieldset?

e Yes. Select the Generic check box.
e No. Go to step 7.
7.Click Create.

Create a new docurnent fieldset

Name =
A human-readable name, used in add and edit forms.

Froject Flan

Description =
A brief description of the information stared in this fieldset.

Project plan metadata

Generic
A generic fieldzet is one that is available for every document by default. These fieldsets will be available for users to edit and

O

System

A systemn fieldset is one that is never displayed to a user, and is used only by the document management system.

O

Figure: Create new document fieldset

8.3.4.2.2 Fields
KnowledgeTree™ uses fields to group sets of related information into predefined
fieldsets. The custom fieldsets are then associated with specific document types, to

define the information (metadata) that should be included on documents of that
type.

There are three classes of custom fields in KnowledgeTree:
e Normal - stores text metadata, such as invoice code

e Lookup - used to allow users to select from a predefined set of options
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e Tree - used to allow users to select a metadata value by browsing a tree structure

8.3.4.2.2.1 Add New / View Existing Fields

This procedure creates fields in a custom fieldset.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration page in DMS Administration; then, click Document
Fieldsets to open the Document Fieldsets management page.

2.Click ¢ in the Edit column for the fieldset where you want to create fields, to
open the Fieldset editing page.

3.View the fieldset members that already exist for this fieldset, in the Fieldset
members section.

4.Scroll down to the Fieldset members section on this page; then, define a name
for the field in the Name field.

5.Enter a description for information that will be stored in this field in the
Description field.

6.1Is this a...
¢ normal field? Select Normal from the Type pick list.
¢ lookup field? Select Lookup from the Type pick list.

o tree field? Select Tree from the Type pick list.

6.Click Add Field to open the Edit Field page for the new field, where you can
change any of the detail you defined when creating the field.

8.3.4.2.2.2 Viewing / Removing Existing Fields

This procedure displays fields that are currently members of a specified fieldset, and
it allows you to remove any of these fieldset members.

Perform the following steps:
1. Use your administrator login credentials to open the Document Metadata and
Workflow Configuration page in DMS Administration; then, click Document
Fieldsets to open the Document Fieldsets management page.
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2.Click ¢ in the Edit column for the fieldset, to open the Fieldset editing page.
3.Do you want to...

o view fields that have been defined for this fieldset? Scroll down to the
Fieldset members section on this page to view a list of fields that are currently
members of this fieldset.

¢ remove a field as a member of this fieldset? Select the check box adjacent
to the field(s) you want to remove; then, click Remove fields.

o edit an existing field? Click the (edit) link adjacent to the field name, to open
the Edit Field page.

8.3.4.2.2.3 Managing Tree Fields

Trees can have multiple sub-categories and levels. You need to add sub-categories at
each level in order to organize the options into a 'tree'.

The top level of the tree is called the root. The root, which holds all the top level
items, is not shown to the user, but it provides a single 'parent' to the top level items.

For example, let's say you create a tree of the countries in the world. In this case, the
actual countries would be keywords - e.g. South Africa, England, Singapore, etc. And
the highest group of categories (the top level or 'root') would be continents - e.g.
Africa, Europe, Asia etc. The sub-categories, which fall below the top level 'continents’
could be 'regions' - e.g. Sub-Saharan Africa, Western Europe, South East Asia.

KnowledgeTree allows you to create more sophisticated tree fields on the Edit
Lookup Tree page.
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Edit Lookup Tree: Invoice Source

Many "lookup” fields make sense in a hierachy: countries are part of continents and sub-continents, school classes are part of ¢
made by Lenovo. This page will allow you to arrange the lookups in the field in a hierachy. All changes are immediately stored, =

Add MNew Subcategory to Root

In order to organise the aptions into a "tree”, you need to add subcategories at each level. The "top” level is called the root, ai
user, but provides a single "parent” to the toplevel iterms.

As an example, if you are creating a tree of the countries in the world, the actual countries would be keywords (e.g. South A
be continents — e.g. Africa, Europe, Asia, The Americas — followed by subcategories that contain actual countries —e.g. ¥

|Asia |

| add new subcategory |

Preview

Use the - arrows to open or close the tree. Bold items are metadata keywords. To edit a category (including adding or removin

= Roat (edit)
B2 Africa (attach keywaords | delete)
South Africa (unlink)
B2 Europe (attach keywords | delete)
France (unlink)
Germany (unlink)

= Morth America (attach keywords | delste)
United States (unlink)
Canada (unlink)

Figure: The Edit Lookup Tree page

8.3.4.3 Link Type Management

Document links allow users to establish associations between documents in the
repository.

When creating a document link, you should specify the type of relationship that the
link implies between the linked documents - i.e. ‘associated with’, or ‘duplicated by’.

8.3.4.3.1 Creating Document Link Types

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then, click
Document Metadata and Workflow Configuration.

2.Click Link Type Management.

3.Define a name for the link type in the Name field.
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4.Briefly describe the link in the Description field.

5.Click Add Link Type.

@ Link Type created.

Document Link Type Management

Within knowledgeTree it is possible for users to create links between related documents. Link types may include ot
reguired by your arganisation below.

Add a link type
apecify the details for a new link type below.

Name =
A short, human-readable name for the link type.

|assu:u:iated with |

Description =
A short brief description of the relationship implied by this link type.

IThis document is asscu:l

Add Link Type

hanage Existing Link Types
Fror this panel you can edit or delete existing link types.

Note: deleting a link type will delete all links of that type within the system.

Name Description Edit Delete

duplicated by Document is a duplicate & @

Figure: Creating a Document Link Type

8.3.4.3.2 Deleting a Document Link Type

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Document Metadata and Workflow Configuration.

2.Click Link Type Management.
3.Click @ in the Delete column for the link you're removing.

4.Click OK.
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@ Link Type updated.

Document Link Type Management

Wyithin KnowledgeTree it is possible for users to create links between related documents. Link types may include constructs such as "associated
reguired by your arganisation below.

Add alink type

Specify the details for a new link type below. http:#philip

Name =
A short, human-readable name for the link type.

Description =
A short brief description of the relationship implied by this link type.

| |

hlanage Existing Link Types

7 Are you sure you wish to delete this ikem?

[o]4 | [ Cancel

Fram this panel you can edit or delete existing link types.

Note: deleting a link type will delete all links of that type within the system.

Name Description Edit Delete
duplicated by Docurnent is 2 duplicate i @
associated with — This docurent is associated o @

Figure: Removing a Document Link Type

8.3.4.3.3 Editing Fields

This procedure edits fields that are members of a specified fieldset.

Perform the following steps:

1. Use your administrator login credentials to open the Document Metadata and
Workflow Configuration page in DMS Administration; then, click Document
Fieldsets to open the Document Fieldsets management page.

2.Click ¢ in the Edit column for the fieldset, to open the Fieldset editing page.
3.Do you want to...

e view or remove fields that have been defined for this fieldset? Go to
Viewing / Removing Existing Fields.

o edit an existing field? click the (edit) link adjacent to the field name, to open
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the Edit Field page.
4.1s this a...

« normal field? You can change any of the field properties - Name, or
Description. When you're done, click Change.

¢ lookup field? You can change any of the field properties - Name, or
Description. When you're done, click Change. Enter a lookup value in the Add
new values field; then, click Add. Repeat this procedure for each lookup value
you want to add for this field.

Edit Field: Invoice Source

Lookup fields may hawe be composed of an arbitrary numbe
an external datasource, toggling the Sticky attribute of a va

Field properties

Mame |rwoice Source
WMho iz the invoice

Description|Trom?

Type Lookup

Lookup Values

Add new wvalues

|C|:|nsultant || Add |

Existing values

o [1Partner

| Disahle || Toggle stickiness || Femowve

Figure: Editing a Lookup Field

Note: If the lookup values are being generated by, or synchronized to, an external
datasource, toggling the Sticky attribute (use the Toggle stickiness button) of a value
ensures that it won't be modified by changes in the external datasource list. You can also
remove or disable these lookup values.

o tree field? You can change any of the field properties - Name, or Description.
When you're done, click Change. Enter a lookup value in the Add new values
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field; then, click Add. Repeat this procedure for each lookup value you want to
add for this field.

Edit Field: Invoice Source

Lookup fields may have be composed of an arbitrary n
an external datasource, toggling the Sticky attribute o

Field properties

Name |rnvoice Source
Mhere iz the invoice

Description/ Trom?

Type  Tree

Lookup Values

Add new values

Extermal || Add |

hWanage lookup tree
Existing values

o [internal

| Disahble || Toggle stickiness || Femowe

Figure: Editing a Tree Field

Note: If the lookup values are being generated by, or synchronized to, an external
datasource, toggling the Sticky attribute (use the Toggle stickiness button) of a value
ensures that it won't be modified by changes in the external datasource list. You can also

remove or disable these lookup values.

Note: You use the Manage lookup tree link shown in the image above to create more
sophisticated tree fields. Go to Managing Tree Fields for more information.

8.3.4.4 Workflows

A workflow is a pre-defined set of tasks that must be performed on a document
during the document life cycle. For example, an invoice is created, distributed, then
paid; a report may be created, reviewed, edited, and distributed.
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Some documents, such as tenders, may have complex workflows, requiring input
from several people within and outside of your organization before the work is
complete.

Workflows in KnowledgeTree involve three key areas:

e Assigning workflows

e States and Transitions

o Workflow effects (Actions)

8.3.4.4.1 Assigning Workflows

A document in the repository can have only one workflow attached to it at any given
time.

By default, workflows are not automatically attached to new documents when they’re
added to the repository. However, the administrator may configure the system to
assign workflows when new documents are created, or to assign workflows only to
specific documents.

Users are also allowed to select and assign workflows to the documents they are
working with, provided they have the permissions to do so. To enable a workflow, a
start state must be assigned.

8.3.4.4.2 States and Transitions

Workflows consist of states and transitions. A state may be defined as a stage in a
document’s lifecycle, such as 'billed' or 'draft'. Each workflow has a starting state,
which is the initial state for any document in a workflow.

Transitions, which may be defined as the way in which documents move between
states, are an essential part of the workflow. Each state can have one or more
transitions, depending on the workflow topography.

8.3.4.4.3 Workflow Effects (Actions)

Workflows are more than just states and transitions. They may be used to restrict,
deny or grant access to documents in the repository, based on the document’s
position in the workflow.

A workflow state can restrict both the actions and permissions on a specific
document. For example on certain documents the check in action can be disallowed.
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Invoice Created(State) Invoice Reviewed(State) Invoice Distributed (State) Account Paid (State)

Waiting for
Review Send to client paym ent
Reviewer (Transition) In_voi_ce (Transition) . (Transition) Acco&mts
Distributor Client (Role) Receivable
(Role) (Role) (Role)

Figure: A typical document workflow

8.3.4.4.4 Enabling a Document Workflow

By default, newly created workflows are disabled. You need to set an initial

workflow state to enable the workflow. This is the state the workflow starts with
when it is assigned to a document.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration.

2.Click Workflows.

3.Click & in the Edit column for the workflow.

4. Select a Starting State; then, click Update Workflow Properties.
5.Click Workflows.
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@ This workflow is currently disabled To enahle it, please assign a starting state in the "Edit workflow properties” by

Workflow Overview: Invoice
Edit workflow properties

Name =
A hurmare-readable name for the workflow.

nvoice Warkflow

Starting State
When a document has this workflow applied to it, to which state should it initially be set. Nete that workflows without a starting state cannot be applied to documents,

Invoice Created b

Update workflow propedies

This page allows you to get a quick overiew of the warkflow. To modify iterns, either select thern frorn the overview below, or use the "Workflow" menu on the left to create new ones.

State: Invoice Created | @ Delete

Motified groups & roles: No users to be notified.

Controlled Actions available: Display Details, Download, Checkout, Cancel Checkout, Checkin, Version Histary, Discussion, Email, Links
Permissions overridden: Mo permisgions are changed in this state.

Transitions available: Ne transitions available

Transitions to this state: This state is unreachable.

State: Docurment Reviewsd | @ Delste

Motified groups & roles: Mo users to be notified.

Controlled Actions available: No actions available

Permissions overridden: Mo permissions are changed in this state
Transitions available: No transitions available

T aiiioe o s bt ORI O Y S

Figure: Enabling Document Workflows

8.3.4.4.4.1 Creating a Document Workflow

Perform the following steps:
1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration.

2.Click Workflows.
3. Define a name for the workflow in the Name field.
4. Click Create.

5. Click Workflows.
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Workflows

YWorkflow is a description of & docurment's lifecycle. It is made up of workflow states, which describe where in the lifecycl
the lifecycle of the document.

Create a new workflow

Name =
A human-readable name for the workflow.

|Invc|ice|

Existing workflows

Select a warkflow to modify. To enable a disabled workflow, edit it and set a proper starting state.

Name Status Edit
Project Plan  Enabled & Dizable
Receipt Disabled &

Figure: Creating a document workflow

8.3.4.4.5 Creating a Workflow State

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration.

2.Click Workflows.

3.Click & in the Edit column for the workflow.

4.Click States; then, click Create a new state.

5.Define a name in the Name field; then, click Create State.

6.Do you want to inform users once when this state is reached?

e Yes. Select the roles and groups to inform by clicking on the corresponding
check boxes; then, click Update Users to Inform.

¢ No. Go to step 7.

Note: Before you can set which user groups and roles to inform you first need to create
the groups and roles.
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7.Do you want to change the core permissions associated with this state?

e Yes. Select the permissions you want to control with this state; then, click set
controlled permissions. You will then be able to allocate the document
permissions assigned to all groups when the document is in this particular state.

¢ No. Exit this procedure.
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New State

Az documents move through their lifecycle, they are placed in certain states. For example, an invaice w
performed by a user.

Create a new state

Please note that additional configuration is possible on states beyond what is specified here {e.g. wh
other properties.

Name =
& hurman-readable name for the state.

Inwoice Creates

Actions Allowed

Workflows can control which actions (edit metadata, download, etc.) are available on a given docume
document is in this state.

Display Details
Download
Checkout
Cancel Checkout
Checkin

[] Edit metadata

L] pelete

] Move

L] Copy

[l Rename

[ Transaction History
Version History
L] Archive

L Workflow

[l Permissions
Discussion

Email

Links

Create state

Figure: Create Workflow State
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8.3.4.4.6 Deleting a Workflow State

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration.

2.Click Workflows.
3.Click & in the Edit column for the workflow.
4. Click States.

5.Click Delete.

@ State deleted.

Manage States

Az documents move through their lifecycle, they are placed in certain states. For example, an invoice which has been mailed might be in the "Pendin
by a user.

Please Note: you can only delete states or transitions while the workflow has no documents ar document-versions assigned to the workflow.
Create a new state
A critical part of workflow is the creation of various different states for documents.

& Create a new state

State: Invoice Created | @ Delete

Motified groups & roles: No users to be notified.

Controlled Actions available: Display Details, Download, Checkout, Cancel Checkout, Checkin, Yersion History, Discussion, Email, Links
Petmissions overtidden: Mo perrnissions are changed in this state.

Transitions available: No transitions available

Transitions to this state: This state is unreachable.

Figure: Removing Workflow State

8.3.4.4.7 Creating Workflow Transitions

You need to set several options when creating Workflow Transitions.

+ Destination state - the Transition sets the workflow to Destination state when the
workflow is complete.

¢ Guard Permission - this is the lowest permission a user requires to perform a
particular transition.

e Guard Group - the group a user must be in to run the transition.
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e Guard Role - the role a user must be assigned to in order to run the transition.

The source state defines the states from which a user may perform a transition. A
single transition can be performed from many different states.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration.

2.Click Workflows.
3.Click & in the Edit column for the workflow.
4.Click Transitions; then, click Create a new Transition.
5.Define a name in the Name field; then, select a Destination State.
6.Select a Guard Permission.
7.Do you want to assign a Guard Group?
e Yes. Select a Guard Group.
e No. Leave the lookup value to none.
8. Do you want to assign a Guard Role?
e Yes. Select a Guard Group.
¢ No. Leave the lookup value to none.

9. Click Create Transition.
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A System Administration

Manage Transitions

Transitions are what drive the workflow of documents. Each step that needs to be followed in the document's lifecycle could map to a transition,
permissions and groups.

lJze the form below to create a new Transition, and assign or edit existing transitions using the table below.
Create a new transition

Name =
A hurnan-readable name for the transition.

Ferview

Destination State =
Once this transition is complete, which state should the document be in?

Irvoice Reviewed (%

Guard Permission. =
Which permission must the user have in order to follow this transition?

Care: Write hd

Guard Group.
Which group must the user belong to in arder to follow this transition?

System Administrators [+

Guard Role.
Which rale must the user have in order to follow this transition?

Mone |+

Source States
Please select which states this transition should be available fram. Note that transitions are never available from their target state, even if you

Clinveice Created

Invoice Reviewed

Create transition

Figure: Create WorkFlow Transitions

8.3.4.4.8 Deleting Workflow Transitions

Perform the following steps:

1. Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration.

2.Click Workflows.
3.Click & in the Edit column for the workflow.
4.Click Transitions.

5.Click Delete.
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@ Transition Availability updated.

Manage Transitions

Transitions are what drive the workflow of docurments. Each step that needs to be followed in the document's lifecycle could map to a transition, and cz
permissions and groups.

Please Note: you can only delete states or transitions while the workflow has no documents or document-versions assigned to the workflow.
Create a new transition

@ Create a new trangition

Transition Availability
Click on any transition below to edit it directly, or use the checkboxes to assign which states the transition is available from.

Invoice Created Invoice Reviewed Invoice Distributed

Review | @ Delete — O
Send to client | @ Delete O — O

| Assign Transition Availakility |

Figure: Remove WorkFlow Transitions

8.3.4.4.9 Selecting Workflow Actions

Assigning Workflow actions allows you to define the document actions users are
allowed to perform in particular workflow states.

For example, you may want to disable all document actions, except check in and
check out, on a document that is in its Review state.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section; then, click Workflows.

2.Click Edit.
3.Click Actions.

4. Select Actions - one or more - from the Assign Actions to States section; then,
click Update Action Availability.

5. Select the document actions users should be able to perform when a document is
in the workflow.

6.Click Update Action Availability.
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Manage Actions

Animportant part of workflow is controlling which actions are available to users at various stages. For example, it may be necessary to prevent the "Edit Metadata" action fro
docurent is "published”. Doing this is 2 two step process: first, you need to specify that "Edit Metadata” is an action you wish to control within this workflow; second, you n
action is notto be made available when documents are in the "published" state.

Specify Controlled Actions
Select the actions you want this workflow to control from the list below. Actions you do not specify will be available no matter what the state of the document.

Display Details
] Download

[ checkoot

O cancel Checkout
M Checkin

[ Edit metadata
O Delete

[ rdove

[l copy
CRename

[ Transaction Histary
[I\ersion History
O Archive
Flvwarkflow

O Permissions

[l Discussion

[ Email

[OLinks

Set controlled actions

Assign Actions to States

The table below lists the actions you have specified a5 controlled by this workflow, and all the states within the workflowe. From here you can assign those actions to the varic
Checked iterns are available to users whose permissions would normally allow them when the document is in that state. Unchecked iterns are not available to any users.
Email Discussion Workflow Version History Transaction History Copy Edit metadata Checkin Download Display Details
Invoice Created O O O O O
Invoice Reviewed O O O O

[ Update Action Availability |

Figure: Selecting Workflow actions

8.3.4.5 Automatic Workflow Assignments

Automatic workflows allow you to define the conditions for automatically assigning a
specific workflow to a document.

Workflow assignment may occur on a per folder basis or on a per document type
basis. Only one mode may be selected for a particular system.

8.3.4.5.1 Setting Workflow Allocation by Document Type

Perform the following steps:

1. Use your administrator login credentials to open Document Metadata and
Workflow Configuration.
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2.Click Automatic Workflow Assignments to open the Automatic Workflow
Selection page.

3.Select a Workflow Plug-in.

4.Click Update.

3 System Administration

Automatic Workflow Selection
Workflow Allocation Plugins

Documents may be associated on creation or modification with & workflow, Woarkflow assignment may occur on a per Folder or per Docunn
the system. In order to automatically associate documents with a workflow, please select the appropriate plugin fram the list below.

Workflow Plugins =
Flugins praviding workflow allocatars.

|§DocumentT netorkflowdssociator i+

Figure: Selecting Workflow Allocation

8.3.5 Miscellaneous
You use the Miscellaneous section of DMS Administration to perform the following
administrative functions:
o edit KnowledgeTree's onscreen help
e manage saved searches
e manage plug-ins
e view support and system information
N System Administration
Miscellaneous
Edit Help files
Change the help files that are displayed to users.
Saved searches
Manage saved searches - searches available by default to all users.
Manage plugins
Register new plugins, disable plugins, and so forth
Support and System infermation
Information about this systerm and how to get support.
Figure: Miscellaneous Section of DMS Administration
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8.3.5.1 Edit Help Files

The KnowledgeTree™ Document Management System contains several built in system
help files.

You can open a help file anywhere in the system by clicking this help page icon: &

The help file that displays is relevant to the location of the icon. For example, in the
image below, you click the help page icon on the right of the page to view help for
Browse Documents.

O ‘r"our Company Logo Goes Here KHOWIed eTree
Up ol your config ¥ Document I\'lanagernenl System

Dashboard Browse Documents DMS Administration Administrator - Preferences : Logout

you are here: browse » folders

T e

Figure: Click the help page icon to view help for Browse Documents

Customizing KnowledgeTree Help
KnowledgeTree allows you to customize the help for your organization.

Once you have changed an onscreen help file, the file is listed on the Current help

assignments page in the Edit Help Files section of Miscellaneous in DMS
Administration.

N System Administration
Current help assignments
Tao customise a help file, please visit that file via the help system and click an custemise this help file.

Existing customised help pages

Name Actions

Mkthelpdktcore/EN/browse. html Delete

Mkthelpfktcore/EN/dashboard html  Delete

Figure: Current help assignments page lists the files you customized for your organization

8.3.5.1.1 Viewing Help Files

This procedure displays KnowledgeTree's customizable, onscreen help.

Note: Although non-administrative KnowledgeTree users have view only access to the
onscreen help files in Browse Collections, this procedure requires that you login as the
administrator in order to view the customizable version of the help files in DMS Administration
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and in Browse Collections.

Perform the following steps:
1.Use your administrator user name and password to login to KnowledgeTree.

2.Do you want to view...

e one specific help file? Navigate to the page where you want to view help

information; then, click ' to display the file. Go to step 3.

Note: Since you're logged in as the administrator, the help file provides an Edit this
help page button. See Editing / Deleting Help Files for more information about
customizing help files.

¢ your collection of customized help files? Navigate to the Miscellaneous
section of DMS Administration; then, click Edit Help Files to open the
Current help assignments page. View the list of files in the Existing
customized help pages section of this page. Click on a file name to open the
help file.

3.Do you want to...

e create a new customized help file out of the default system help file
you're viewing? Go to Creating New Customized Help Files.

o edit the customized help file you're viewing? Go to Editing Customized
Help Files.

e delete a customized help file? Go to Deleting Customized Help Files.

8.3.5.1.2 Creating New Customized Help Files

This procedure creates a new customized help file.

Note: Customizing a help file overwrites the default system help file that is built in to the
KnowledgeTree Document Management System. Deleting the customized file reinstates the
system help.

Note: Non-administrative KnowledgeTree users have view-only access to onscreen help files.
Only a KnowledgeTree system administrator is allowed to create new customized help files.

Perform the following steps:
1.Use your administrator credentials to log in to KnowledgeTree.

2.Navigate to the section of the DMS where you want to customize the help file;
then, click & to open the file.

3.Click «"Edit this help page at the bottom of the page to open the help file
editing page.

4.Have you received a system alert warning you that a replacement file
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already exists?

Yes. A system message alerts you if the customized help file already exists. You
will be able to view this file in your collection of customized help files in DMS
Administration. If you receive this message and you have not previously
edited the file, you need to ensure that you are not overwriting another
administrative user's customization of this file before you make your changes. If
you want to continue editing the file, go to Editing Customized Help Files.

No. A system message informs you that a replacement file has been created.
This is the new customized help file that replaces KnowledgeTree's default help
file. The new file that you have created will be listed in your collection of
customized help files in DMS Administration. To customize the default
information, go to Editing Customized Help Files.

n » miscellaneous » help administration » edit help item

@ Ccreated replacement.

|E!r0wse Documents |

Browse Documents

You use the Browse Docurmnents section to navigate the repostery ether by folder, by
docurnent type, or by lookup value the default is browse by folder.

Folder Actions

“ou use the Folder Actions buttons to:

® Add new folders.

® Add rmultiple docurnents to the repository at once ether by uploading a zip file
(bulk import), or by specfying a server path (bulk upload) to a location to
uplead all the docurnents and files at that location te the repository.

Subscriptions

Subscribing to a folder allows you to receive notifications that tell you when that folder
is modified. An email netification is sent te you if you have provided your email address
when subscribing. Your alerts and neotifications are also displayed on the Dashboard.

Search

KnowledaeTree orovides three versatile search options simple (auick) search. advancedlzl

B 7 U | (| F|:=i=

Figure: Creating a new customized help file
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8.3.5.1.3 Editing Customized Help Files

This procedure edits an existing customized help file.

Note: You can only edit an existing customized help file. Changing the content of a default help
file creates a new customized help file.

Note: Non-administrative KnowledgeTree users have view-only access to onscreen help files.
Only a KnowledgeTree system administrator is allowed to edit existing customized help files.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree.

2.Do you want to modify a default system help file?
e Yes. Editing a default system help file creates a new customized help file. Go

to Creating a New Customized Help File for more information about this task.
When you're done, go to step 3.

e No. Go to step 3.
3.Do you want to edit a customized help file and you...

e know which file it is, and where it is in the DMS so you can open it
directly? Open the section of the DMS where you want to edit the help; then,

click & to display the help file. Scroll to the bottom of the page; then, click &
Edit this help page to open the help file editing page. Go to step 4.

e need to select the file from your collection of customized help files in
DMS Administration? Open the Current help assignments page to display
the list of help files that have been customized for your organization. Click on
the file name to open the file in the help file editing page. Go to step 4.

4.Change the help file text; then, click Update to save your changes.
Note: KnowledgeTree provides a text formatting toolbar in the help file editing page that
includes the following functions: bold, italic, underline, strikethrough, redo / undo, clean
up messy code, bulleted and numbered lists.
Note: The system opens the Current help assignments page and a system message
informs you that the help file has been updated.

8.3.5.1.4 Deleting Customized Help Files

This procedure deletes the help information you customized for your organization and
reinstates the default system help information.

Note: You can only delete an existing customized help file.

Note: Non-administrative KnowledgeTree users have view-only access to onscreen help files.
Only a KnowledgeTree system administrator is allowed to delete a customized help file.

Perform the following steps:
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1. Use your administrator credentials to open the Miscellaneous section of DMS
Administration; then, click Edit Help Files to open the Current help
assignments page.

2.View the list of help files that you customized for your organization in the
Existing customized help pages section of the page.

Note: You need to have changed the content of a default onscreen help file before it will
display in your collection of customized help files.

3.Click the Delete link in the Actions column for the customized help you want to
remove.

Note: When deleting a customized help file, KnowledgeTree reinstates the default help
information that existed on the system before you edited the file, and the file is removed

from the list in Existing customized help pages.
N System Administration

Current help assignments

To customise a help file, please visit that file via the help system and click on customise this help file.

Existing customised help pages

Name Actions

Jkthelpiktcore/EMbrowse. html Delete

Mkthelpdktcore/EM/dashboard html - Delete

Figure: Only customized help files are listed on the Current help assignments page

8.3.5.2 Saved Searches

KnowledgeTree's Saved Search feature allows you to pre-save useful, advanced
searches, in order to save time on commonly used searches.

8.3.5.2.1 Creating Saved Searches

This procedure creates a saved search.

Perform the following steps:
1.Use your administrator credentials to open DMS Administration; then, click

Miscellaneous in the Administration menu to open the Miscellaneous
section.
2.Click Saved Searches to open the Saved Searches page.

3.Click New to open the Create a new condition page.

4. Define a name for the saved search in the New Saved Search field; then,
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select any or all from the Return items which match _ of the criteria groups
specified pick list.

5. Define the criteria group in the Criteria Group fieldgroup:

5.1.Select any or all from the Return items which match _ of the criteria
specified below pick list.

5.2.Select a query type from the Criteria pick list; then, click the adjacent Add
button to display the Values field for this query type.

6.Do you want to select another query type?
e Yes. Go to step 5.2.
e No. Go to step 7.

7.Complete the Values fields for the query types you added.

8.Do you want to create another criteria group for this saved search?
e Yes. Click Add another set of criteria; then, go to step 5.

e No. Click Save to create the saved search.

Create a nhew condition

Mew Saved Search: |New|nx.f|:|i|::es |

Return items which match of the criteria groups specified.

Criteria Group

Return iterms which match | all (% of the criteria specified below.

Criteria Values
Document Type | Ivoice b |
Workflow state | Ireoice - Invaice Created “ | Femove |
| Mame V|ﬁr5t select a type of query Add

| Add another set of criteria || Save |

Figure: Creating the conditions for the saved search
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8.3.5.2.2 Viewing / Editing / Deleting / Running Saved Searches

This procedure displays existing saved searches, and it allows you to modify or
remove existing saved searches.

Perform the following steps:

1.Use your administrator login credentials to open the Miscellaneous section of
DMS Administration; then, click Saved Searches to open the Saved Searches

page.
N System Administration

Saved searches

Saved searches are searches which are particular to your location For example, you could define a search which returns all
documents in a particular workflow state, or all documents which are considered "commeon" within your organisation (leave
policy, newsletters, etc.) based on a category or fieldset value.

Create a new saved search

MNew

Existing Searches

Search Name Edit Delete View Results

reporting & @ Run Search

Figure: Edit, view, run, or delete an existing Saved Search
2.Do you want to...

o view the details of a previously defined saved search? See the list of saved
searches in the Existing Searches section on this page.

« edit a saved search? Click ¢ in the Edit column for the relevant search, to
open the Edit an existing condition page. For more information on completing
or changing the information in the fields on this page, go to Creating Saved
Searches. When you're done, click the Update Saved Search button to save
your changes.

« delete a saved search? Click @ in the Delete column for the search. Click OK
on the system message that asks you to confirm the removal of this saved
search.

o search the repository, using an existing saved search? Click the Run
Search link in the View Results column for the search you're using. View the
list of files and folders returned by this saved search.

Note: Search results include the following information: Document or folder title;
create date; last modified date; name of file or folder creator; workflow state.

¢ create a new saved search? Go to Creating Saved Searches.
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8.3.5.3

Manage Plug-ins

Plug-ins allow you to add new features to your implementation of the KnowledgeTree
™ Document Management System.

Note: Go to http://support.ktdms.com/confluence/x/xg to view a list of the plug-ins that have
been developed by the KnowledgeTree community.

You use Manage Plugins in the Miscellaneous section of DMS Administration to:
e re-read the plug-ins list for new plug-ins that you copy to the plug-in directory
e enable plug-ins

e disable plug-ins

8.3.5.3.1 Re-reading New Plug-ins

This procedure re-reads the KnowledgeTree™ plug-in list in order to recognize a new
plug-in that has been copied into the KnowledgeTree plug-in directory.

Once a new plug-in file has been copied into the plug-in directory, the system needs
to re-read the plug-in list in the directory to add the plug-in to the list on the Plugins
page in the Miscellaneous section of DMS Administration.
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Plugins
Check the plugins that require activation and then click "Update". To disable a plugin, uncheck the plug

" ktcore.userassistance

" ktcore.plugin

I ktstandard.ldapauthentication.plugin

" ktstandard.subscriptions.plugin

" ktstandard.discussion.plugin

" ktstandard.email.plugin

" ktstandard.indexer.plugin

" ktstandard.documentlinks.plugin

" ktstandard workflowassociation.plugin

I ktstandard workflowassociation.documenttype plugin
I ktstandard workflowassociation folder.plugin
I+ ktstandard.bulkexport plugin

I ktstandard.searchdashlet.plugin

" nbm.browseable.plugin

Read plugins from filesystem

If yvou have moved the location of KnowledgeTree on vour server filesystem, or installed or removed plu
must be re-read from the filesystem

| Reread plugins |

Figure: The Plugins page in DMS Administration lists recognized plug-ins

Perform the following steps:

1.Use your administrator credentials to open DMS Administration; then, click
Miscellaneous in the Administration menu to open the Miscellaneous page.

2.Click Manage plug-ins to open the Plugins page.

3.Click Reread plugins to add the new plug-in to the plug-ins list.

4. Verify that the new plug-in has been added to the list; then, click Update.
5.Do you want to enable the new plug-in now?

e Yes. Go to Enabling / Disabling Plug-ins.

¢ No. Exit this procedure. You can enable the plug-in from the plug-in list at a
later stage.
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8.3.5.3.2 Enabling / Disabling Plug-ins

This procedure enables or disables plug-ins that are on the plug-in list in DMS
Administration.

Note: You need to re-read the plug-in directory in order to add new plug-ins to the plug-in
list.

Perform the following steps:
1.Use your administrator credentials to open the Miscellaneous section of DMS
Administration; then, click Manage plug-ins to open the Plugins page.

2.Do you want to...

e enable one or more plug-ins on your plug-in list? Go to step 3.
Note: If the plug-in that you want to enable is not on the plug-in list, you will need to
re-read the directory where you copied the plug-in file. For more information on this
task, go to Re-reading New Plug-ins.

o disable one or more plug-ins on your plug-in list? De-select the check box
adjacent to each plug-in that you want to disable for your implementation of the

KnowledgeTree Document Management System; then, click Update.

Note: A system message informs you that your plug-ins have been updated. Disabled
plug-ins remain on the list and can be enabled at any time, provided the plug-in file is
not removed from the plug-in directory. If the plug-in file is removed from the directory,
the plug-in will be removed from the list the next time you read from the directory.

3.Select the check box adjacent to each plug-in that you want to enable for your
implementation of the KnowledgeTree Document Management System; then,

click Update.
Note: A system message informs you that your plug-ins have been updated.

8.3.5.4 Support and System Information

8.3.5.4.1 Viewing Support and System Information

KnowledgeTree™ provides a Support and System Information page in the
Miscellaneous section of DMS Administration, which helps you identify and fix
problems with your system.

The Support and System Information page displays the output of a php_info
command in a scrollable window. You may be asked to copy and send this information
to the KnowledgeTree support staff if you require assistance with your issue.

Clicking the Download PHP Information link on this page automatically runs
php_i nf o and prints the results to the KnowledgeTree Document Management

System.

Note: If you believe that distributing this information represents a security risk for your
organization, we recommend that you sanitize the output before copying and sending it.
Alternatively, please enquire about sending the information directly to the developer dealing
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with your issue.

You can also click the direct link on this page to the KnowledgeTree Issue Tracker,
where you can:

e report bugs
e view known issues

¢ find out whether fixes have already been applied for your problem in a new version
of KnowledgeTree

Support and System Information

Wisit the KnowledgeTree lssue Tracker first if you believe you have found a bug. Ahways check for known issues relating to the version you are using — we may already have found the problem you're
referring to, and may have fixed it in a newer version. If we ask for your PHP_INFO data, we're looking for the information described below.

If you feel that the information presents to much specific information about your system (e.g. you feel that it would be a security risk to reveal aspects of it), please do sanitise the information, or ask us
if you can mail it directly to the developer who is dealing with your issue.

PHP Version 4.4.0-3ubuntu2 @

Daownload PHP information

System Linux Philip 2.6.12-10-686 #1 SatMar 11 16:22:91 UTC 2006 i686
Build Date Mar 2 2006 08:25:30

Server APl Apache 2.0 Handler

'Virtual Directory Support disabled

Configuration File (php.ini) Path leteiphpdfapache2iphp.ini

PHP API 20020918

PHP Extension 20020429

Zend Extension 20050608

Debug Build no

Zend Memory Manager enabled

Thread Safety disabled

Registered PHP Streams php, http, ftp, hitps, fips, compress bzip2, compress zlib

This program makes use ofthe Zend Scripting Language Engine:
Zend Engine v1.3.0, Copyright () 1988-2004 Zend Technologies

Figure: Support and System Information page in Miscellaneous

8.3.6 Reporting

powns The Reporting section of DMS Administration allows you to create user
activity reports.

Note: You need to allocate license keys to make the Reporting module visible and available to
users of KnowledgeTree Professional.
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8.3.6.1 User Reports

8.3.7

The User Reporting page of DMS Administration allows you to track user activity
on the Document Management System. You can filter the report to list only those
users who have logged in to the system over a predefined period, starting a number
of weeks, months, or years, back, to the present time.

You can also view the full login history of a particular user, or of all system users.

Crashboard Browse Documents OMS Administralion Administrator - Preferences - Lagout

you sra here: administration » rsporting » user reporiing

 Administation W 55 Administration
Users and Groups
Security Managemen: | User Reporting

Documant Storaga
Ciocument Metadata and

Last login inforrmation

Workflow Corfiguration Want 10 know when last users of your systern logged in? You can get an overview of the last login tirnes of all users, or of users
Miscellaneous that have ar have ned logged in recently
Reporing
KTIS Administration © Show all users ) :
) Show uzers that | hevse *~ logged into the system in tha last |1 | week(s) »
Show

Full login histary for users

Sinca there may be many users in the systern, please select a user from the list balow, or type a few letters from the person's

usermname to begin. Altematively, view all users (nofe that this may be wary slow f you hava many users)

Useiname =
Enter part of the person’s username. e.g. ra will match brad

gearch for users

£ The Jam Warshouse Softwara (Pryd Lid. Al Fights Resened — MnpwledoeTrae Versior IR 2 4262 — Raguest
Figure: User Reporting page

KTIS Administration

KrawledgeTres

mess You use the KTIS Administration section of DMS Administration to manage
keys.

Note: This section is only visible to users of KnowledgeTree Professional. For more
information about KnowledgeTree Professional, visit http://www.ktdms.com/

Note: License keys are required for using KnowledgeTree Tools for Windows (KTtools). Users
who do not have keys will not be able to use KTtools, but they can still use the Web interface
to open and work within the KnowledgeTree Document Management System.

Note: When upgrading from KnowledgeTree Open Source to KnowledgeTree Professional using
the KnowledgeTree Professional Upgrade Installer, you may need to reread the plugins list to
view the KTIS section of DMS Administration.

Managing keys involves:
e adding / uploading new keys
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8.3.7.1

e viewing a list of the license keys currently active for your organization
¢ allocating keys to users
e removing keys from a specified user

O 1o comeny Logosoestir KnowledgeTree |72

Document Management System

WFTEnls DMS Administration Administratar - Fre

you are here. administration » klis administration

Administration N Systern Administration

Usars and Sroups
Security Management KTIS Administration
Docurnent Storage
Daocurnent Metadata and
“Workilow Configuration

Miscellaneous | &ocate Kays

ey Oveniew
Add or remoe LC')‘G. and revew their @xpiry dales

Reporting Assign keys 1o users, or change the current assignmant.
KTIE Administration

21 2005 The Jam Warehouse Software (Py) Lid. AN Rights Resered — KnowladgeTres Version: Pro BIR 20060426-2 — Request creatad
n 0.47%s

Figure: KTIS Administration Section

Key Overview

You use the Key Overview page in KTIS Administration to:
e view currently active license keys - including expiry dates

e add new license keys for your organization - from your local computer, or from the
KnowledgeTree website.

Note: License keys are required for using KnowledgeTree Tools. Users who do not have keys
will not be able to use KnowledgeTree Tools for Windows, but they can still use the Web
interface to open and work within the KnowledgeTree Document Management System.
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Dashboard ovese Documents DMS Adminksiration Administrator - Preferences - Logou

you are here administration > klis adminstralion » manage keys

S

Users and Groups
Security Management Key Overview

Document Storage
Docurnent Metadata and
‘Workflow Configuration Addd e Koy

Miscellaneous
Reporing

Accese via Windowes Tools serices requires that the user be allocated one of the organisation's keys.

If yau've purchased & new key farn kldms com, you can upload it here

KTIS Administration I Browse
Add Licanse
Blelow you can see & kst of the keys that ae curently actie for your organisation
Licenses Expires Granted 1o
10 2005-04-30 12:46:00 — This key ewpires within 45 days.  Beta Test Corporation
© 2006 The Jam Warehouse Sofiware (Piy) Lid, All Rights Resevec nowledge Tree Wersion: Pro BZR 20080426-2 — Reguest

created in 0.4B8s

Figure: Key Overview Page in KTIS Administration

8.3.7.2 Allocate Keys
You use the Allocate Keys page in KTIS Administration to:

¢ find out whether or not a specified user has been allocated a license key for using
KnowledgeTree Tools

e view the license key status of all users
e add or remove license keys
Note: License keys are required for using KnowledgeTree Tools. Users who do not have keys

will not be able to use KnowledgeTree Tools for Windows, but they can still use the Web
interface to open and work within the KnowledgeTree Document Management System.
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8.3.7.3

Dashboard Browse Documeants OMS Administration Administrator - Preferences - Lagout

re. adminigivation » kiis adminisiration » allocate keys

Users and Groups

Security Management | Allocate Keys

Document Metadata and
Workflow Configuration

Documeant Storage

i prdar Tor usars {a I-u_|||| fo the Knced ,-.J\_||_-' reg |'|IL-|='I atian Sarvar using the Weindowes Tools, the ¥ musl ba allocated a k |y, Keys are
weailable for purchase from owr onling store, You cumertly have 10 licenses installad in 1 erver, and of those 9 are currently not

. sllocated to wsers
Miscellaneous

Repoding | You can remowe & key from a given user at any time, and can re-allocate that key to someone else. To do that, search for and selact
KTIS Administration | (he user below, and click the “delete” icon et Lo their name

Saarch for Users with aclive keys
Since Ihene may be many users in the systern, please select a group from the list below, of lype 2 Tew lelers from the person
uzemame to begin. Alternatively, view all users (note that this may be wary slow i you have many users)

Username =
Enter part of the person's username @0 ra will malch biad

: search lor users

Figure: Allocate Keys Page

Adding / Allocating Keys

This procedure manages the license keys you purchase for using KnowledgeTree™
Professional.

Perform the following steps:

1.Use your administrator login credentials to open the DMS Administration
section of the KnowledgeTree Document Management System.

2.Click KTIS Administration in the Administration menu.

3.Do you want to...

view a list of your currently active keys? Click Key Overview to open the
Key Overview page. View a list of your currently active keys on this page,
where you can find the following information: number of currently active keys;
expiry date; number of days to expiry; name of the organization that owns
these keys.

add new keys? Click Key Overview to open the Key Overview page. Click
Browse to locate the key; select the key to populate the text field; then, click
Add License.

view a list of all users to find out which users currently have license
keys? Click Allocate Keys to open the Allocate Keys page. Click view all
users in the Search for Users with active keys section. View the list of users
with active keys that displays at the bottom of this page.

find out whether a specific user already has a license key? Click Allocate
Keys to open the Allocate Keys page. Type the user's username - or part of
the username - in the Username field; then, click search for users. The
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user's license key information displays at the bottom of the page.

e allocate keys to a key to one or more users? Click Allocate Keys to open
the Allocate Keys page. Search for users to display user information on the
page. Select the Allocate Key check box for any user for which you want to
allocate keys. Click Apply Changes.

e remove keys from one or more users? Click Allocate Keys to open the
Allocate Keys page. Search for users to display user information on the page.
Select the De-Allocate Key check box for any user from whom you need to
remove a key. Click Apply Changes.
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