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Copyright

Copyright

© 2006 The Jam Warehouse Software (Pty) Ltd., Unit 1, Blake Street, Observatory, Cape
Town 7925 South Africa, All rights reserved.

http://www.knowledgetree.com/

November 2006

Please post comments about this document to our online issue management system at:
http://www.knowl edgetree.com/support

This document and the technology to which it pertains are distributed under licenses
which restrict their use, copying, distribution and decompilation. No part of this
documentation may be reproduced in any form and by any means without the prior written
authorization of The Jam Warehouse Software (Pty) Ltd.

DOCUMENTATION ISPROVIDED "ASIS' AND ALL EXPRESSOR IMPLIED
CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESSFOR A PARTICULAR
PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE
EXTENT THAT SUCH DISCLAIMERSARE HELD TOBE LEGALLY INVALID
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Preface

The Jam Warehouse KnowledgeTree™ Administrator Manual is a comprehensive
guide to managing the KnowledgeTree Document Management System. These
instructions are intended for use by an experienced system administrator.

Please Note:

This document is a working draft that is continually being updated. We welcome your
contributions to help us document KnowledgeTree. Please post your comments and
suggestions by creating a 'Documentation' ticket for the KnowledgeTree project on
http://issues.knowledgetree.com.

For more information about using KnowledgeTree please visit the KnowledgeTree
website at http://www.knowledgetree.com/.
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Typographic Conventions

Typographic Conventions

Typeface / or | Meaning Example
Symbol

The names of commands, files,

AaBbCc123 and directories; on-page computer cat /tnp/file
output
What you type, contrasted with .
AaBbCc123 on-page computer output machi ne_nane% su
AaBbCc123 Command-line placeholder: To delete a file, type

replace with a real name or value _
rmfil enamne.

AaBbCc123 Book titles, new words, or terms, |Read Chapter 2 in Quick
or words to be emphasized. Start for Administrators.
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Getting Help

Jam Warehouse Software offers support for KnowledgeTree Commercial
Editions - KnowledgeTree SMB Edition, and KnowledgeTree Enterprise Edition.
Support for KnowledgeTree Commercial provides you with priority access to our
support staff and developers.

Find out more about support and subscriptions for KnowledgeTree SMB Edition
and KnowledgeTree Enterprise Edition at the KnowledgeTree website -
http://www.knowledgetree.com/products/knowledgetree-support

Getting help for KnowledgeTree Open Source

Community support is available at the KnowledgeTree Community Forums. Post
your questions at http://forums.knowledgetree.com/, where our support staff,
developers, and a wide number of KnowledgeTree community members, endeavor to
answer questions around installing, managing, and using the KnowledgeTree
Document Management System.

Important

The KnowledgeTree website provides a variety of links to useful resources for all
KnowledgeTree users.
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Welcome to KnowledgeTree

Welcome to KnowledgeTree

KnowledgeTree™ is a commercial open source, web-based, document management
system.

KnowledgeTree allows you to move away from uncontrolled and unaudited shared
network drives to an environment that encourages knowledge sharing and meets
regulatory requirements, such as the Sarbanes-Oxley Act (SOX), SEC Rule 17a-4 and
FDA 21CFR11.

There are three editions of the KnowledgeTree Document Management
System:

¢ KnowledgeTree Open Source Edition - free to download
e KnowledgeTree SMB Edition
e KnowledgeTree Enterprise Edition

KnowledgeTree SMB Edition and KnowledgeTree Enterprise Edition are known
collectively as KnowledgeTree Commercial Editions.

KnowledgeTree Commercial Editions are the certified versions of the Open Source
Edition, offering extended functionality, and including a set of tools that provide a
familiar Windows® Explorer and Microsoft® Office® view of the document
repository.

Features summary

KnowledgeTree provides:
e Easy-to-use Web interface - accessible with all KnowledgeTree Editions, or access

the repository from within Microsoft Office applications (only available with
KnowledgeTree Commercial)
e Central document repository with audited document content version control

e Powerful document metadata management and versioning

e Sophisticated document authoring management, workflow engine, and
notifications

e Full-text indexing technology allows search within document contents

e Powerful security group and role-based security model and integration with
Directory Servers

e Outlook integration (KnowledgeTree Commercial) - save emails and attachments
directly to the repository; attach files in the repository to outgoing email
messages

e Scan documents directly into the repository (KnowledgeTree Commercial)
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For more information on the KnowledgeTree feature set, see the latest
KnowledgeTree brochure at the KnowledgeTree website.

5.1  Overview
>.L1 Implementing KnowledgeTree DMS
A planned implementation is essential for ensuring the success of your
KnowledgeTree installation.
The implementation plan requires an understanding of the basic elements of the
system. You should understand how the repository is secured, and how users, groups,
and roles should access and work with content in the repository. Users and
Permissions are two important concepts in a document management system.
Consider an an intuitive, yet secure, way of structuring the repository. KnowledgeTree
provides the means to define a taxonomy that best maps to your organizational
structure and processes.
Pre-requisite:
e Review KnowledgeTree permissions
e Define an organizational taxonomy
e Define a folder structure with best fit to the taxonomy and the permissions model,
in order to provide the greatest level of control and security
Note: In the following task list, optional tasks are indicated by *.
Implementation Task List:
1.Log in as administrative user
1.1.1If this is the first time you're logging in after installing the system, use the
default Admin username and password to log in to the system.
1.2.Having logged in, change the default Admin password.
2.Check licenses
2.1.Verify that the correct license is installed - SMB or Enterprise.
3. Configure Plugins
3.1.Select / deselect from the Plugins list as required.
3.2.Enable Plugins.
4.Set up the repository
4.1.Define Metadata and Document Types
4.1.1. Add document types
4.1.2. Create document fieldsets
4.1.3. Associate / disassociate custom fieldsets and pre-defined document
types
4.1.4. enable document types
6 KnowledgeTree Administrator Manual - Commercial 1.* OSS 3.* 21 November 2006
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4.2.Create the Folder Structure
5. Configure Workflows
5.1.Add Custom Workflows
5.1.1. create states
5.1.2. create transitions
5.1.3. create workflow actions (effects) **
5.2.Enable Workflows.

5.3.Set up automatic workflow assignment by document type **

6.Import Documents to the repository - import from Server

7.Perform other Administrative Tasks:
7.1. Create saved searches. **
7.2. Configure views - add/remove columns. **
7.3. Add / edit disclaimer text.
7.4. Add / edit Dashboard guicklinks.

8. Add Users and Groups
8.1.Add users
8.1.1. manually, or;
8.1.2. from an external authentication source (if you have LDAP/AD server)

8.2.Create User Groups
8.3.Create organizational Units
8.4.Create Roles **

9. Define Permissions
9.1.Accept default Permissions set and/or add custom permissions

10.Create User Profiles (e.g. add users to groups, etc.)

11.Configure Permissions

12.Configure Roles

13.Install KTtools
13.1.Network Install; or,
13.2.Manual Install
Note: See KnowledgeTree Install Guide for more information.

14.User Training
E.g. Users log in, users assign Workflows, and other Getting Started training
(basic and advanced tasks, depending on audience.
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Note: See KnowledeTree User Manual for more information on KnowledgeTree tasks.

512 Defining a Taxonomy
When implementing a Document Management System for your organization, an
important first step involves defining the taxonomy that outlines how you intend to
organize, categorize, classify, and generally arrange the documents in your system.
Note: In terms of organizing content in the KnowledgeTree DMS, a taxonomy may be
defined as a hierarchical structure of parent-child relationships.
5.1.3  Advanced Configuration: Editing KnowledgeTree
Config.ini
The config.ini file (located in the KnowledgeTree folder) contains configuration
information for all KnowledgeTree Document Management System installations (for
Windows or Linux).
You change the settings in confi g. i ni in any text editor, such as Notepad. All values
in the file are editable.
Note: We recommend that only authorized, experienced administrative users should attempt
to change variables in config.ini. Incorrect configurations may introduce errors in your system.
Configuration Variables
[ db]
You will need to change at least some of these settings (such as the default username
and password that is created during installation).
o Database type
Note: At the time of writing (July 2006), mysql is the only
supported database type.
dbType = nysql
o Database Login Details
Note: These are the MySQL database usernames and passwords. You may need this
information when backing up your database or upgrading.
dbHost = | ocal host
dbNane = dns
dbUser = dns
dbPass = admin
dbPort = default
dbAdm nUser = dnsadmi n
dbAdmi nPass = adnin
8 KnowledgeTree Administrator Manual - Commercial 1.* OSS 3.* 21 November 2006
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[ Know edgeTr ee]
KnowledgeTree automatically detects the default settings for these variables.

e The path to the install location for KnowledgeTree on your system
Note: Leave the default to have this automatically detected.

fil eSystenRoot = default

The Web server name (host name)
Note: Leave the default to have this automatically detected.

server Nane = default

o Defines whether or not SSL is enabled
Note: Leave the default to have this automatically detected.

ss|l Enabl ed = default

The path to the web application from the root of the web site -

i.e. if KnowledgeTree is at http://example.org/foo/, then rootUrl should be /foo
Note: Leave the default to have this automatically detected.

root Ul = default

o Defines whether the platform supports PATH | NFO
The current default is true.

pat hl nf oSupport = default

e The location of binaries on your system
The default is to the path set for your Web server; this works for Unix-like
systems, but may require configuration for Windows systems.

execSear chPath = default

o Defines the level of logging to use - DEBUG, INFO, WARN, ERROR
The default is INFO.

| ogLevel = I NFO

[ st orage]
Important: Do not change the default.

e The plugin that manages storage of documents on the file system
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The default is KTOnDi skHashedSt or ageManager

manager
manager

KTOnDi skHashedSt or ageManager
def aul t

[ui]

These variables define the custom logo you add to the interface.

¢ Logo requirements
The Logo must be 50px tall, on a white background

conpanyLogo = ${root Url}/resources/conpanyl ogo. png

e The width of the logo, in pixels

conpanyLogoW dt h = 313px

¢ Alternative text for the logo, for accessibility purposes

conpanyLogoTitl e = ACME Corporation

o IE-specific GIF theme overrides
You can use the additional IE-specific GIF theme overrides, but this may prevent
arbitrary theme packs from working without having GIF versions available.

iedF
iedF

true
def aul t

¢ Do not restrict to searches on users and groups pages
e.g. always show_all

fal se
defaul t

al ways ShowAl |
al ways ShowAl |

o Automatically Refresh the Page
Set to t rue to automatically refresh the page after the session would have expired.

aut onati cRefresh = default

o Defines whether to use a condensed admin user interface

Note: The condensed administrative interface is a more compact version of the
administrative interface.

condensedAdm nUl = defaul t
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[i18n]

¢ Internationalization
Defines the language for the interface. Default is English.

def aul t Language = en

e Search Ideographic Language
If your language does not have distinguishable words (typically, there is no space
character), you need to set uselLi ke to t rue to enable the Search function capable
of dealing with this issue - please note that this Search is effective, but slower.

useli ke - default

[t weaks]

o Enabling PHP Error Logging
Change this variable to t r ue to enable PHP error logging to the
log/php_error_log file.

phpErrorLogFile = fal se

e The default displays the root folder (first unit) as soon as the user clicks
Browse Documents

- i.e. the user is taken directly to their unit folder

br owseToUni t Fol der = default

e Whether bulk operations should generate a transaction notice on each
item, or only on the folder.

The default (f al se) indicates that only the folder transaction should occur.

noi syBul kQperations = fal se

[email]
Defines email settings and enables the email feature for your installation of
KnowledgeTree.

e Your mail server address
The default is none.

emni | Server = none
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e The mail port for your Server
The default is 25.

emni | Port = default

o Whether authentication is required for connecting to SMPT

Note: Setting this variable to t r ue forces the user to log in using a user name and
assword, and requires that you configure this setting.

emai | Aut hentication = fal se

e The user name and password required for authentication
(see emai | Aut henti cati on)

emai | User nane
emai | Passwor d

user name
passwor d

emai | From = kt @xanpl e. org
emai | FromNanme = Know edgeTree Docunent Management System

e Sending attachments from the DMS
Set this variable to t r ue to allow users to send attachments from the document
management system.

al | owAt t achment = default

e Allow sending of emails to any email address
Set this variable to t r ue to allow KnowledgeTree system users to send
email to any email address - to other KnowledgeTree users and to external
users.

al | owEnmi | Addr esses = defaul t

¢ Always send mail from ...

Set this variable to t r ue to always send email from the emailFrom address listed
above, even if the sending user is unidentifiable.

sendAsSystem = defaul t

¢ Users sending email only in their group
Set to t rue to enable onl yOmG oups.

onl yOmG oups = defaul t

12
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[urls]

e The directory where KnowledgeTree stores information on your
repository - i.e. logs
Important: Do not change this variable unless you are an authorized and experienced
administrative user, and you understand the implications of changing this information.

varDi rectory = C:\Progranfil es\ktdns/var

logDirectory = ${varDirectory}/l og
docunent Root = C:\Program Fil es\ kt dns/ Docunent s

uiDirectory = ${fil eSystenRoot}/presentation/l ookAndFeel /
know edgeTree

tmpDirectory = ${varDirectory}/tnp

¢ The location of all images used in KnowledgeTree
e.g. the question mark used for the Help page.

graphicsUrl = ${rootUrl}/graphics
ui Ul = ${rootUrl}/presentation/l ookAndFeel / know edgeTree

[ sessi on]
e The period of time (in seconds) after which the system times out
following a period of inactivity

sessi onTi neout = 1200

e Whether to automatically allow log in of users as Anonymous
The default is f al se.

Note: To protect your system, it is highly recommended that you do not change the
default to true to allow anonymous login, even if you understand KnowledgeTree
security, and you have sensibly applied the roles 'Everyone' and 'Authenticated ' Users.

al | owAnonynousLogin = fal se

e IP address for sessions
Change this setting to t r ue if you want to force sessions to come from the

same IP address.

i pTracki ng = fal se

[inport]
¢ Location of the unzip binary
The unzip command uses execSearchPath to find the location of your
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unzip binary, if the path to the binary is not given.

unzip C. / Program Fi |l es/ kt dnms/ bi n/ unzi p/ unzi p. exe

[ export]

¢ Location of the zip binary
The zip command uses execSearchPath to find the location of your zip
binary, if the path to the binary is not given.

C./ Program Fil es/ kt dns/ bi n/ zi p/ zi p. exe

zip

[ i ndexer]

¢ Location of 3rd party indexer binaries
Indexer commands use execSearchPath to find the location of 3rd party
indexer binaries, if the path to the binary is not given.

x| s2csv = C./Program Fil es/ kt dms/ bi n/ cat doc/ x| s2csv. exe
pdftotext = C:/Program Fil es/ktdns/ bi n/ xpdf/ pdft ot ext. exe
catppt = C/Program Fil es/ ktdns/bi n/ cat doc/ cat ppt . exe

pst ot ext = pst ot ext

catdoc = C /Program Fil es/ ktdns/bi n/ cat doc/ cat doc. exe
antiword = C:/Program Fil es/ ktdns/ bi n/ antiword/antiword. exe

[user _prefs]
e The minimum length on password-setting

passwor dLengt h 6

¢ Length of password for admin user
Defines whether to apply the minimum password length to administrative
users who are creating / editing accounts. The default is f al se, which
allows administrative users to create users with shorter passwords.

restrict Adm nPasswor ds defaul t

Whether to restrict users from accessing their Preferences menus

restrictPreferences = fal se

[ bui | ti naut h]
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Configures the built-in authentication provider.

e The number of days after which users who use the built-in authentication
provider are forced to change their password.

password_change_interval = 30

[ cache]
e The location of the cache, and whether or not caching is enabled.

cacheDirectory = ${varDirectory}/cache
cacheEnabl ed = true

[ BaobabSet t i ngs]
Note: At the time of writing (August 2006) these settings are not enabled or configurable in
config.ini.

e These settings (defaults displayed) are currently stored and configured in
baobab.config and may reside in this configuration file at a later release of
KnowledgeTree Document Management System.

debug = off
saf enbde = on

>.1.4 QOrganizational Hierarchy
KnowledgeTree™ is a goal and task-oriented environment. Users are organized into
groups and units, with roles as the key task-drivers.
KnowledgeTree users are organized on two levels:
e Group level - a group contains one or more users
e Unit level - Units are the top level folders that model your organization's business
units, e.g. Quality Assurance, or Human Resources.
Groups and Units are most directly involved in knowledge processes, and
KnowledgeTree allows these groupings to exist in multiple combinations. Different
Groups (e.g. Staff, Finance Staff, etc.) may have some Users in common, and one or
more Groups may be contained in a single Unit.
Note: Only the system administrator is allowed to create, modify, or delete these groupings.
The Unit Administrator has administrative privileges on the Unit/s where they have been
assigned administrative privileges.
Note: Some default entries are created during installation; you may need to change these
before you start using KnowledgeTree.
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Workflow tasks are typically assigned to specific Roles (e.g. Manager, Editor, etc).

5.1.5  Administrator Mode
Administrator mode allows system and unit administrators to view and manage all
documents in the system or in the Unit respectively, including those documents
where they are normally denied access.
Administrators may be denied access to certain documents in the repository - for
example, management level documents containing classified information. However,
administrators must be granted a way of overriding the controls for secure documents
in order to fix problems that may occur with these documents.
Note: An Administrative user will not be allowed to delete immutable documents using the
Delete button in Browse Documents, even if they're working in Administrator mode. To
delete an immutable document, you will need to use the Delete action from that immutable
document's Document Detail page. This ensures that immutable documents are only deleted
one at a time, and avoids the mistaken deletion of an immutable document in a mass action
delete.
Enabling / Disabling Administrator Mode
You enable / disable Administrator mode by clicking the link in the Administrator
mode menu in Browse Documents.
Add Document
AP 3. FolIdEr @ Administrator mode enabled
Permissions
(mport ram Server Location O Title . Created Madified Creator Waorkflow State
Bulk upload ;
Falder transactions O P I (O T - - -
Allocate Roles 1 iterns, 26 par paga
Bulk E:(Enﬂ
Usage Information Delete || Move |
dminisirato 12006 The Jam Warehouse Software (Ply) Ltd. All Rights Reserved — KnowledgeTree Version: Profeszional 1.1-4 — Request created
& Administrator mode is
enabled.
=] Disable Admin Iode
[a |
& How do | search?
Figure: Enabling Administrator mode in Browse Documents
516  Troubleshooting
Poor Performance on Certain Windows Installations Possibly Resulting from
Cache Malfunction
Currently (November 2006), this issue is still under investigation. If you are
experiencing poor performance on certain Windows installations, try disabling the
cache.
16 KnowledgeTree Administrator Manual - Commercial 1.* OSS 3.* 21 November 2006



Welcome to KnowledgeTree

5.1.7

Permissions

The KnowledgeTree™ Document Management System repository is secured through
Document Permissions.

Each action that can be performed on a document or folder requires the user to have
been allocated the permission to perform that action.

Core Permissions

KnowledgeTree includes the following set of standard (or core) permission
types:

e Read - allows you to view the document and its metadata, but you won't be able to
modify the document or its metadata. Search and browse functions do not list a
document in search results or in the folder view to users who do not have 'read'
permission for that document.

¢ Write - allows you to change the content of a document and its metadata, perform
check out and check in, or create new documents in folders where you have the
'write' permission.

e Add Folder - allows you to create and edit folders where you have this permission
on the parent folder.

¢ Manage Security - allows you to control the security of the folder and its content,
including edit permission and role allocations.

e Delete - allows you to delete any file or folder where you have this permission on
the parent folder.

Note: An Administrative user will not be allowed to delete immutable documents using the
Delete button in Browse Documents, even if they're working in Administrator mode. To
delete an immutable document, you will need to use the Delete action from that immutable
document's Document Detail page. This ensures that immutable documents are only deleted
one at a time, and avoids the mistaken deletion of an immutable document in a mass action
delete.

e Manage Workflow - users are allowed to change the workflow settings on a
document (e.g. perform a transition).

e View Folder Details - users are allowed to see the name of the folder, the
transaction history, and other details linked to the folder name.

Using Permissions in KnowledgeTree

View / Add New Permissions

The system administrator uses the Security Management link on the
Administration menu in DMS Administration to create new permissions, or to
delete permissions. Non-administrative users use the Permissions link on the Folder
Actions menu in Browse Documents to view permissions set up for specific folders.
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Note: Whereas document permissions are used in KnowledgeTree, file permissions are an
operating system construct - file permissions control which files the operating system users
can access on the file-system. File permissions do not map to document permissions within
KnowledgeTree - there is no relation between these two concepts.

Assigning Permissions
Permissions are allocated by group, by role, and by folder.

e Folder Permissions

Folder permissions are assigned to the creator of a folder, and to the KnowledgeTree
administrator. Permissions that have been granted to the parent folder are applied by
default to the sub folders and documents in the parent folder. When a new folder is
created, it will always default to the permissions of its parent folder. Any changes to
the permissions of the parent folder are passed down to the sub folders.

Users are allowed to override the parent permissions, but when changes are made to
the permissions of the parent folder, those changes are no longer passed down to the
sub folder. The parent permissions can also be re-applied at any time, and this will
override the custom permissions that may have been defined for the sub folder.

¢ Role Permissions

KnowledgeTree allows you to assign permissions to a specific role - e.g. developer -
and then to add groups (a project team for example), to the role. In this way, the
permission of the role is given to one or more groups. Role permissions are useful for
workflows, because workflows are typically created for the role, and not for the
group.

e Group Permissions
Folder permissions are granted by group.

Click here to find out more about KnowledgeTree's permissions model.

5171 KnowledgeTree Permissions Concepts
Permission Object
A Permission Object stores permissions on items in the DMS.
Permission Assignments
The Permission Object links the item with a number of Permission Assignments -
there is one Permission Assignment per permission. A Permission Assignment is
uniquely specified by a Permission Object and a Permission.
Permission Descriptor
A Permission Descriptor is the final component in the KnowledgeTree permissions
system. A Permission Descriptor describes the groups, users, or roles that have that
permission on a Permission Object.
A particular collection of groups, users, and roles are described by a unique
Permission Descriptor.
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Permission Lookup

Permission Lookup objects - an expanded form of Permission Object - describe the
collections of groups and users that have each permission on the item in the
repository. If an owner role has a

permission in terms of the permission object, the exact user with that role on that
object is mentioned in the Permission Lookup.

The main purpose of Permission Lookups is to return search results based the
permissions of the user performing the search - especially content and metadata
searches, where results must be restricted to documents where the user has at least
read permissions.

Managing Permissions

Permission Lookups use descriptors that never expand groups. Changes in group
membership do not require permission lookups. When using Permission Lookups,
users have access to descriptors that are looked up first at run-time, and these are
used to restrict searches.

By default, newly created folders and documents inherit the Permission Object of
the parent folder; thereafter, they update their own Permission Lookups. Documents
that change their Permission Object they update their own Permission Lookups.

5.1.8  Default Password

A default Admin user (username: admin; password: admin) is set up during
installation to allow initial access to KnowledgeTree.

It is recommended that you change the default admin credentials as soon as you
have completed the installation, once you have obtained access to the DMS in order
to change the password.

Note: See Manage Users in this document for more information about adding / editing
passwords.

5181 Manually Restoring the Default Admin

This procedure restores the default admin username and password that are set up
during installation.

KnowledgeTree does not have a password resetting system that allows you to retrieve
forgotten passwords - you can only restore the default admin credentials. If you are
an administrative user, and you have forgotten your login password, you will need to
reset the admin password to 'factory' default by manually modifying the database.

Perform the following steps:
1.Run the following SQL command within MySQL.:

| UPDATE USERS SET passwor d=' 21232f 297a57a5a743894a0e4a801f c3' WHERE id=1; |
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5.1.9
5.1.9.1

5.19.2

2.You will be logged in with the following credentials:
e username: admin
e password: admin

Login

Login Restrictions

The KnowledgeTree™ DMS can be set up to use your organization’s central
authentication infrastructure to control access to the repository, or it can use its own
internal database to allow users to log in.

The authentication process checks and verifies a user's details in order to allow or
disallow access to various parts of the DMS, and to enable or disable
permissions-based functionality on content in the repository for this user.

You can set up a maximum concurrent sessions a user can have by editing the user's
details in the Users and Groups section of DMS Administration. This prevents a
single account from being used to log into the system from different computers.

Note: By default, the system logs you out after a period of inactivity, and it recognizes that
you have not used the Logout button to exit your session. When logging in again, the system
re-opens at the location where you ended your last working session.

Login to the Web-Interface DMS

This procedure logs you in to the Web interface of the KnowledgeTree™ Document
Management System.

Note: Only users who have been added to the system and enabled in the Users and Groups
section of DMS Administration are able to login to the DMS. Users are enabled by default
when they're added to the system. A KnowledgeTree SMB Edition subscription allows you to
enable a maximum of 20 users at any one time. You can enable and disable user profiles to
allow access to different users. If you require access to KnowledgeTree Commercial Edition for
more than 20 enabled users at any one time, you need to upgrade your KnowledgeTree
Commercial Edition SMB subscription to KnowledgeTree Enterprise.

You can add and enable an unlimited number of users with KnowledgeTree Open Source
Edition and with a KnowledgeTree Enterprise subscription, but you will only have access to
premium functionality with a KnowledgeTree Commercial Edition subscription - SMB or
Enterprise.

Note: KnowledgeTree Commercial Edition subscriptions - both SMB and Enterprise - include
extended functionality and Support.

Perform the following steps:

1.Use your browser to navigate to the Login page for the KnowledgeTree
Document Management System.
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5.1.9.3

2.Enter your administrative login details in the Username and Password fields.
Note: Your username and your password are case-sensitive.
Note: If you have forgotten your admin login credentials, see Manually Restoring the
Default Admin Password.

4. Click login to open the KnowledgeTree at the Dashboard.

KnowledgeTree [

Flease enter your details below to login,

Username

|J|:|n Srmythe |

Password

— |

KnowledgeTree Yersion: 3.0.0

Figure: Login Page

Login to KnowledgeTree Explorer

This procedure logs you in to the KnowledgeTree™ Document Management System
via KnowledgeTree Integration Server (KTIS), and opens the repository in
KnowledgeTree Explorer.

Note: KnowledgeTree Explorer is a component of KnowledgeTree Commercial Editions - SMB
and Enterprise. A KnowledgeTree SMB Edition subscription allows permissions-based access
to the KnowledgeTree repository (via KnowledgeTree Explorer or via the Web Interface) to up
to 20 named, active users, plus the default admin user, and, if configured in the system, to
any anonymous user.

A KnowledgeTree Enterprise Edition subscription allows permissions-based access to the
repository (via KnowledgeTree Explorer or via the Web Interface) to an unlimited number of
users. See also the KnowledgeTree Editions Comparison Matrix.

For any of the KnowledgeTree editions, a default admin user is created during the installation,
and should be reset immediately after the installation is complete. The administrator can
configure the system to allow or disallow anonymous users, and defines permissions that
protects content in the repository from unauthorized viewing.

Prerequisites:
You will need all of the following:
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KnowledgeTree Commercial Edition Installed - one Installer for SMB or Enterprise
KnowledgeTree Commercial Edition subscription - SMB or Enterprise
KnowledgeTree Tools installed

Valid connection configured with the KnowledgeTree server

Your administrator profile added to the system and enabled

Perform the following steps:

1. Click the KnowledgeTree Explorer icon on your desktop; or, click Start -
Programs - KnowledgeTree Tools - KnowledgeTree Explorer to launch
KnowledgeTree Explorer.

2.KnowledgeTree Explorer tests your connection with the KnowledgeTree server.

¥ KnowledgeTree

Document Management System

Trying Caralyn. ..

3.KnowledgeTree Explorer opens and loads the files and folders in the
KnowledgeTree Document Management System repository.
Note: KnowledgeTree Explorer displays the same file and folder hierarchy as in the
KnowledgeTree DMS. This is a permissions-based view, as in KT DMS - you will only
see the folders and files for which you have read and/or write permissions in the DMS.
Note: If you have not saved your password for the connection, the KT Connections
dialog opens, and you will need to enter your password to connect to KnowledgeTree

Explorer.
|} Knowhkedge Tree Explorer 0.6.0
Location  Help
MConnect | [ o DY BB L | | Foldeiz
o |[-uick Semch. Gy
= i@ Local Test Fierame | sie | Display Name Status | Type
E ABC Corporation Trawing
=l He’t_rﬁf':'”” ] Compeahervive breakdown of the stages of develomantZdoc 550 Kb Comprehansive Braakdown of the Stages of Davelopmant Miciozalt Word Documen
Tainirg
Projects
Tithe Accountieg
‘whle Papeis

Figure: KnowledgeTree Explorer - files and folders loaded

5.2 KnowledgeTree Editions
521 KnowledgeTree Editions Comparison Matrix

Environment
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Features

KnowledgeTree Commercial

Editions

KnowledgeTre
e SMB

Suitable for small
to medium-sized

organizations and
departmental use.

KnowledgeTr
ee Enterprise

Suitable for
large and
medium-sized
organizations

KnowledgeTre
e Open
Source

Suitable for
experienced early
adopters and
open source
development
community use.

Certified, Tested Server Yes Yes No
Easy-to-use Web interface Yes Yes Yes
Distributed as Optimized Yes Yes No
Bytecode
Yes. Yes. Community
Internal QA Internal QA driven.
engineers, engineers,
Quality Assured based on stable |based on
community code | stable
community
code
Release Interval Quarterly Quarterly Often
Extended Functionality
Drag and drop and document Yes Yes No
management direct from
Microsoft Windows Desktop
Integration with Microsoft Office |Yes Yes No
applications
Scan documents into the Yes Yes No
repository
Access documents from popular |[Yes Yes No
3rd-party WebDAV clients
Extended Management Yes Yes No
Reporting and Web application
functionality
Support and Licensing
Support Priority Support | Priority None
12 Commercial |Support (Community
Support Cases |22 Commercial | Supported)

per year

Support Cases
per year
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5.2.2

5.2.3

5231

Number of Supported Users 20 Per CPU Unlimited
subscription,
unlimited
users

Annual Subscription Fee US$2200 US$5500 per |Free

CPU

Note: Please check the KnowledgeTree website for updates to this comparison matrix.

KnowledgeTree Open Source Edition

KnowledgeTree™ Open Source is the free, open source edition of the Web-based
KnowledgeTree Document Management System.

Because it's open source, the product can be downloaded for evaluation and use at no
cost. KnowledgeTree Open Source is suitable in many document and records
management scenarios.

KnowledgeTree Commercial Editions

KnowledgeTree SMB Edition and KnowledgeTree Enterprise Edition are known
collectively as KnowledgeTree Commercial Editions.

KnowledgeTree Commercial Editions are the certified versions of KnowledgeTree Open
Source Edition, offering extended functionality through components that provide a
familiar Windows® Explorer and Microsoft® Office® view of the Web-based
document repository.

KnowledgeTree Commercial Editions - Components:

e KnowledgeTree Integration Server (KTIS) - a server component that allows
you to log in to the web-interface DMS through KnowledgeTree Explorer.

¢ KnowledgeTree Client Tools for Windows (KTtools) - a set of client-side tools
for Windows users that allow you to work with content in the repository as though
you're working on your local computer.

Note: A KnowledgeTree SMB Edition subscription provides access, at any one time, to a
maximum of 20 named, active, and enabled users - excluding the default admin user and any
anonymous users. A KnowledgeTree Commercial Enterprise subscription provides access to an
unlimited number of enabled users. Click here to view the full product comparison matrix.

KnowledgeTree Integtration Server (KTIS)

KnowledgeTree™ Integration Server (KTIS) is a server-side component for
KnowledgeTree Commercial Editions that provides a standards-based WebDAV
interface into the KnowledgeTree Document Management System.
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5.2.3.2

KnowledgeTree Integration Server is complemented by KnowledgeTree Tools
(KTtools) - a set of client tools for Windows - plus a number of plugin products that
extend the utility of the server for specific tasks.

If you have a KnowledgeTree Commercial Edition subscription - SMB and
Enterprise - you can log in to the Web-based DMS through KTIS, and work with
content in the repository within KnowledgeTree Explorer, using KTtools.

Note: KTIS and KTtools are components of the KnowledgeTree Commercial Editions -
SMB and Enterprise. A KnowledgeTree SMB Edition subscription allows permissions-based
access to the KnowledgeTree repository (via KnowledgeTree Explorer or via the Web Interface)
for up to 20 named, active users, plus the default admin user, and, if configured in the system,
to any anonymous user.

A KnowledgeTree Enterprise Edition subscription allows permissions-based access to the
repository (via KnowledgeTree Explorer or via the Web Interface) to an unlimited number of
users, including the default admin user, and, if configured in the system, any anonymous user.
See also the KnowledgeTree Editions Comparison Matrix.

Note: The default admin user is created during the installation, but it should be reset
immediately after the installation is complete. The admin user can configure the system to
allow or disallow anonymous users, and defines permissions that protects content in the
repository from unauthorized viewing.

KnowledgeTree Client Tools for Windows

KnowledgeTree™ Client Tools for Windows (KTtools) are a set of client-side
tools that leverage the functionality of the KnowledgeTree Integration Server
(KTIS) to provide alternate methods of working with the KnowledgeTree server.

Note: KTtools is a component that is only available in KnowledgeTree Commercial Editions
- KnowledgeTree SMB Edition and KnowledgeTree Enterprise Edition.

KnowledgeTree Tools comprises:

e KnowledgeTree Explorer for Windows - an Explorer-type application that provides a
file browser view of the document repository.

¢ KnowledgeTree Office Add-in for Microsoft Office - a Microsoft Office add-in that
adds a button to the toolbar in Microsoft Office, in order to provide access to
KnowledgeTree functionality from within Microsoft Office applications.

e KnowledgeTree Desktop Imaging - a tool that allows you to scan documents directly
into the KnowledgeTree repository from within KnowledgeTree Explorer.

You can download these tools from the KnowledgeTree website and install them on
your client machines.

For more information about using KTtools, go to Using KnowledgeTree Client Tools
for Windows, see the KnowledgeTree User Manual, or find out more at the
KnowledgeTree website.
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5.2.3.2.1 3rd Party WebDAYV Clients

At the time of writing (November 2006), KnowledgeTree Explorer for Windows is
the only native client for KnowledgeTree Integration Server.

Access is also provided to the following 3rd Party WebDAV clients (with varying
degrees of functionality):

e Windows XP Explorer WebDAV
e Mac OS X Finder

o KDE Konqueror

¢ Novel NetDrive

e cadaver

Important

e 3rd Party WebDAV clients are limited to read-only mode in the default
installation. To enable write mode you need to edit the baobab.conf file in your
KnowledgeTree var folder and turn off SafeMode. The file is created the first time
you access KTIS.

e Windows users - Web Folders Update
Windows users who want to use Windows Explorer WebDAV must install the Web
folders update, available at http://support.microsoft.com/?kbid=892211.

Note: Authentication under Windows XP requires that you append the port to the hostname
- e.g. http://www.hosthame.com:80/kt3/baobab/

3rd Party Client Functionality
We are constantly extending the functionality of 3rd Party Clients for KnowledgeTree
Integration Server and KTtools. For more information on the various WebDAV clients,

go to
http://www.greenbytes.de/tech/webdav/webfolder-client-list.html

5.2.3.2.2 KnowledgeTree Explorer for Windows

KnowledgeTree Explorer for Windows is a tool in the toolset KnowledgeTree
Client Tools for Windows (KTtools). KnowledgeTree Explorer provides a familiar
Windows® Explorer and Microsoft® Office® view of the KnowledgeTree Document
Management System repository.

You can open files in the KnowledgeTree repository from your desktop, while retaining
the functionality of workflows, version control, and metadata. You can also use your
operating system's 'drag and drop' functionality to copy files or folder trees in and out
of the repository.

Note: KnowledgeTree Tools for Windows is only available in KnowledgeTree Commercial
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Editions - SMB or Enterprise.

5.2.3.2.3 KnowledgeTree Office Add-in

The Office Toolbar plugin inserts toolbar buttons and a KnowledgeTree menu in
Microsoft Office XP/2003 applications to provide quick access to the KnowledgeTree

repository. This allows you to work with KnowledgeTree from within your Microsoft
Office application.

save a document directly to KnowledgeTree
locate a document in KnowledgeTree

login to the Web interface DMS

browse the repository

' 2ZKT Open [ KT Save

Figure: Office Toolbar buttons

5.2.3.2.4 KnowledgeTree Desktop Imaging

KnowledgeTree Desktop Imaging is a scanner tool in the KTtools toolset that
allows you to scan documents directly into the KnowledgeTree repository from within
KnowledgeTree Explorer.

For more information on using KnowledgeTree Desktop Imaging, see Scanning
Images with KnowledgeTree Desktop Imaging in the KnowledgeTree User
Manual.

W Knowledge Tree Desktop Imaging |Z' @||z|
Fie Options Help

‘Mo are cumertly wzng b followrg imagng device:
TWiAIN ‘Wotking Group TWwialM_32 Sample Source
Uz the Dptions -» Setings menu o change the device

Click the Launch 5 can Wizad button below to launch
lhe dacument scanrng wazaid,

| Launch Sean wizard | Ciose

Figure: KnowledgeTree Desktop Imaging Scan Wizard
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Working with KTtools

KnowledgeTree™ Client Tools for Windows (KTtools) allows you to:

e open files within the KnowledgeTree file repository, using the KnowledgeTree
Explorer and Windows Explorer, and still retain control of document versions and
metadata.

e copy files or entire folder trees from or to the repository, using your operating
system's 'drag and drop' functionality.

e control all aspects of a document, including workflow, directly from your desktop.

e browse, check out, or check in KnowledgeTree managed documents from within
Microsoft Office XP/2003 applications, using an easy to use Office Toolbar plugin.

Note: KTtools is a component that is only available in KnowledgeTree Commercial Editions
- KnowledgeTree SMB Edition and KnowledgeTree Enterprise Edition.

Working in KnowledgeTree Explorer

KnowledgeTree Explorer is a tool in the KnowledgeTree™ Client Tools for Windows
(KTtools) toolset that provides a familiar Explorer-type view of the Web-based
KnowledgeTree Document Management System repository. KnowledgeTree Explorer
allows you to work with content in the DMS as though you're working on your local
computer.

For more information about working with content in the repository using
KnowledgeTree Tools (KTtools), see the KnowledgeTree User Manual.

Note: KTtools is a component that is only available in KnowledgeTree Commercial Editions
- KnowledgeTree SMB Edition and KnowledgeTree Enterprise Edition.

W KnowlerdgeTree Explorer 1.1
Location Tools  Help

ailCorrect | [ ] (G| &) » @ 1 | [ Folders

Location: | Aaiques/ _¢|| Duick Search.. (L
= (@) Fevin's Machine Fiename | Size | Displey Hame
emal Jarques 1
= Loy Jaques IguDuboklnleglamnTechmaISpeeiﬁcamdac A345Kb  DutleoklntegrationT echric sl pecification. doc
daces 1 | D|FE ¥ Ttook:1.0.3 sacuity fix relase made available to 04 20060828 113449 AW meg 265Kb  FE KTtook:1.0.3 secuity fix release mads available to 04 20060828 1
! ?:.::Dk 44 arques 1.dac 105KE  Jamues 1.doc
ﬂﬂh‘ew Miciozoft PowesPoint Presentation. ppt 145Kb  Mew Miciozoft PowesPoint Presentation. ppt
]

kbl pot T40KD  leielbekflegleii ppt
] b ppt 14.0Kb b ppt
li]l'\hzow ticozoft Excel Workshest s 135Kb  Mew Micosoft Excal 'Workshest iz
‘ﬂ_’]New Miciosolt Visio Drawing vad 160K  Mew Miciosalt Visio Drawing vad

Figure: KnowledgeTree Explorer Interface
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7 Inside the DMS
7.1 Dashboard

When accessing KnowledgeTree™ Document Management System via the Web

interface, the system opens at the Dashboard.

Note: A subscription for the KnowledgeTree Commercial Editions - SMB or Enterprise -

provides access to KnowledgeTree Integration Server and KnowledgeTree Tools (KTtools), plus

extended functionality in the Web Interface of the KnowledgeTree DMS.

Important

e A KnowledgeTree SMB Edition subscription allows permissions-based access to the
KnowledgeTree repository (via KnowledgeTree Explorer or via the Web Interface) to up to 20
named, active users, plus the default admin user, and, if configured in the system, to any
anonymous user.

e A KnowledgeTree Enterprise Edition subscription allows permissions-based access to the
repository (via KnowledgeTree Explorer or via the Web Interface) to an unlimited number of
users, including the default admin user, and, if configured in the system, any anonymous
user. See also the KnowledgeTree Editions Comparison Matrix.

e KnowledgeTree Open Source allows access to an unlimited number of enabled users, but
does not provide access to the extended functionality in the KnowledgeTree Commercial
Editions - SMB and Enterprise.

e A default admin user is created during the installation, and should be reset immediately after
the installation is complete. The administrator can configure the system to allow or disallow
anonymous users, and defines permissions that protects content in the repository from
unauthorized viewing.

The Dashboard provides tabs for accessing various sections of the

KnowledgeTree Document Management System:

e Browse Documents - use this tab to enter the folder structure

e DMS Administration - this tab only displays when you're logged in as an
administrator. You use this tab to access functionality for managing the
KnowledgeTree Document Management System.

e Preferences - use this tab to define or edit your details.

e Logout - use this button to close your current working session, and to exit the
system

Note: See the KnowledgeTree User Manual for more information about Browse

Documents and Preferences.
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Dashboard Browse Documents DMS Administration Administrator - Preferences - Logout

you are here: dashboard (home)

N KnowledgeTree <
Dashboard

Welcome to KnowledgeTree 3.0 Items that require your attention

KnowledgeTree is a commercial open source, web-based Document : : :
Management System. KnowledgeTree sllows you to move away from @ No items require your attention.
uncontrolled and unaudited shared network drives to an environment

which encourages knowledge sharing and meets regulatory

requirements. Indexer Status
KnowledgeTree provides: Mime Types Diagnostic
+ A central document repository with audited document content
version control Word Document Unable to find required command for
« Powerful document metadata management and versioning indexing. Please ensure that catdoc is
+ Sophisticated document authoring management and workflow installed and in the KnowledgeTree
& Full-text indexing technolegy allowing search within document Path. For more information on indexers
contents and helper applications, please visit
+ Powerful security group and role-based security model and the KTDMS site.

integration with Directory Servers,

Figure: The Dashboard - Administrator's view

Restrictions on Customizing the Dashboard

It is currently not possible to customize the layout of the Dashboard. This is because
the KnowledgeTree Commercial Editions source code has been Zend compiled in order
to allow us to provide support.

Dashboard Features

KnowledgeTree™ Document Management System uses your login credentials to
determine the items that display on the Dashboard for your working session.

The Dashboard may display a list of the documents you have currently checked out,
with a link to their source location in the repository. If you have notifications set up
on specific folders, alerts inform you when documents or folders have been added,
checked in, deleted, and so on, at that location.

The Dashboard also provides a News section, Quick links to frequently used items
(e.g. a telephone list, or some other frequently used documents), and direct access to
KnowledgeTree's search function.

Additionally, the Dashboard lists your orphaned folders (if any), and provides a direct
link to these folders in the repository.

Note: Orphaned folders are sub folders of parent folders where you do not have the
appropriate view or other permissions. You have permissions for accessing the orphan folder,
but you are not allowed to access the parent folder. You need direct access to the orphaned
folder via the Dashboard, because you do not have permissions to navigate to the folder
through its' parent folder.
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7.2 Browse Documents
The Browse Documents section of the DMS contains the KnowledgeTree™ content
repository.
Any user who has permissions to access the KnowledgeTree will be able to view and
work with documents and folders in the repository (depending on the permissions
they have for viewing and working with specific folders and documents).
You can click on a folder to view its contents, or to drill down further into the
KnowledgeTree folder structure.
o Your Company LUgD Goes Here K“o“led BTTEB
e (e Document Managemenl System
Dashboard Browse Documenis Jaime Rath - Preferances - Logou
you ane here: browse » folders » acre corporation
Al Browse Documents il
Add Document
Adda Folder | [ Tinle - Created Mo dified Creator Workflow State
Ren.ame 0 | Financa — = —
Permiggions O & Markalin _ _ _
Bulk upload
Folder transacions 2ems, 25 per page
Allocais Holes
S ok Exoey | |Dotete | [Hove |
Usage |nformsation € 2006 The Jam Warehouse Soware (Ply) Ltd, All Rights Reserved nowledaeTree Version: Professional 1.1-r3 Requast created
in 0 BE2s
I
Figure: The Folder View in Browse Documents - also showing the Folder Actions menu
Note: The system only returns folders where you have read and/or write permissions.
Administrative users have access to the following functionality in Browse
Documents:
e work with documents and folders
e Define permissions
e elect to work in Administrator mode (in special circumstances, where you need free
access to all functions and content in the DMS)
e search
e browse filtered content in the repository (by folder, by document type, or by lookup
value)
e create and manage subscriptions
Note: For more information on Browse Documents, sece the KnowledgeTree User Manual.
7.2.1  Editing Folder Permissions
By default, the permissions that are granted to the parent folder are passed down to
the child folders (inherit permissions).
KnowledgeTree™ allows you to override the permissions of the parent folder in order
to define a custom permissions set for the child folder. In this case, when subsequent
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changes are made to the parent folder permissions, those changes are no longer
passed on to the child folder, unless you reinstate the inherit permissions feature.

Note: Typically, only the administrator is allowed to edit permissions on folders in
KnowledgeTree, but users may also be granted permissions to do so.

Perform the following steps:
1.Login; then, click Browse Documents to enter the folder structure.

2.Search or navigate to the folder where you want to edit permissions.

3.Click Permissions in the Folder Actions menu to open the Folder permissions
page.

4. Does this folder use inherited permissions, and you want to override those
permissions?
¢ Yes. Click Override Permissions to update permissions for this folder.
Note: A system message in the grey bar above the table of permissions advises that
this folder now defines its own permissions. To cancel this action, click Inherit
permissions.

e No. Go to step 5.

5. Does this folder define its own permissions and you want to...
¢ reinstate the parent permissions? Click Inherit permissions. A system
message asks you if you want to 'delete this item' (this refers to the child folder
permissions that you may or may not have changed after you overrode the
parent permissions); click OK.

e change the permissions currently displayed in the table? Click Edit
Permission Assignments to open an editing view of the Folder permissions
page (see Figure below). Select the check boxes to define permissions for the
folder; then, click Update Permission Assignments.

Note: When modifying folder permissions, a system message informs you that the
permissions on
the currently selected folder have been updated.
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€

Folder permissions

@ This folder defines its own permissions. & Inherit permissions

Role or Group Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
Raole: Editar O O O O O
Fole: User O O O O O
Group: Developers
Group: Management
Group: Cffice Administration O O O O O
Group: Project Managers O O O O O
Group: Systern Administrators O O O O O
Group: The Board

| Update Permission Assignments || Cancel |

Figure: Editing view of the Folder permissions page

722 Allocating / Editing Roles

KnowledgeTree™ allows you to grant permissions to the role, and then to allocate the
role to one or more groups so that the group is granted the permissions of the role.

Although child folders typically inherit the role permissions of the parent folder, you
can override the inheritance of role allocations in order to define custom role
allocations for the child folder. You can also reinstate the role allocations of the parent
folder at any time.

Prerequisite:

e You must have created Roles in the Security Management section of DMS
Administration to make Roles available for allocation in Browse Documents.

Perform the following steps:
1.Login; then, click Browse Documents to enter the folder structure.

2.Locate the folder where you want to allocate roles; then, click Allocate Roles in
the Folder Actions menu to open the Allocate Roles page for this folder.
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S Browse Documents 1%

Allocate Roles for "Acme Corporation”
In rany cases, workflow actions will be assigned to certain reles (e.g. Manager, Interviewer, Researcher, Journalist). You can assign

these mlas to spaciic growps in paficular areas of the document managament system

o Warning: Please nofe that changing rale allocations may take a some fime, depending on the number of folders below this
.
Rale Allocated users Edit Users Edit Groups  Use Parent

Author inherited from parent folder. Overnde Parent Allocation
Users: no users

Groups: no groups

editar inherited from paremt folder,  Crernde Pasent Allocation
Useis: no usars

Groups: no groups

sdministrator  inherited from parent folder.  Owemde Pasent Allocation
Users: no users

Graups: na groups

manager inherited from paieit folder, Cvernda Parent Allacation
Users: no users

Graups: no groups

publisher Inherlted from parent folder, Overnde Parent Allocation
Users: no users

Figure: The Allocate Roles page

3.Do you want to...

e remove the parent allocation for a role where this still exists? Click
Override Parent Allocation for the relevant role.
Note: This creates a new, editable, role allocation - i.e. the Edit icon displays in the
Edit Users column, and in the Edit Groups column.

e reinstate the parent allocation for a role where this has previously been

removed? Click @ for the relevant role. Click OK in the system message that
asks you to verify the replacement of currently defined role allocation. View the
system message confirming that the role has reverted to the parent allocation.

 add users allocated to this role? Click = in the Edit Users column for the
role to open the Allocate User to Role page; then, select one or more users in
the Available Users field. Click the right pointing arrow to populate the
Member users field. Click save changes when you're done.

» remove users allocated to this role? Click « in the Edit Users column for
the role to open the Allocate User to Role page; then, select one or more
users in the Member users field. Click the left pointing arrow to move the
names to the Available Users field. Click save changes when you're done.

Note: To find relevant users fast, enter criteria in the Filter fields (i.e. type a letter, or
a word, or the first part of a word) to display names matching the criteria at the top of
the display field.
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Note: To select several names at once, hold down the keyboard Ctrl key while
selecting names; then, to populate the other field, you can either double
click on your selection or use the arrows to move the names.

e add groups allocated to this role? Click ¢ in the Edit Groups column for
the role to open the Allocate Groups to Role page. Select one or more groups
in the Available Groups field; then, click the right pointing arrow to populate
the Member groups field. Click save changes when you're done.

e remove groups allocated to this role? Click <« in the Edit Groups column
for the role to open the Allocate Groups to Role page. Select one or more
groups Member groups field; then, click the left pointing arrow to move the
names to the Available Groups field. Click save changes when you're done.

Note: To find relevant groups fast, enter criteria in the Filter fields (i.e. type a letter,
or a word, or the first part of a word) to display the names matching the specified
criteria at the top of the display field.

Note: To select several names at once, hold down the keyboard Ctrl key while selecting

names; then, to populate the other field, you can either double click on your selection
or use the arrows to move the names.

723 Import from Server Location
This procedure performs a bulk upload of all content at a specified server location.

Note: Only administrative users have access to this functionality in the DMS.

Perform the following steps:
1.Use your administrator login details to open Browse Documents.

2.Click Import from Server Location in the Folder Actions menu to open the
Import files into [folder] page.

3. Specify the path to the content you want to import.

4. Specify the document type of the content to import from the server location you
defined.

5. Click the down arrow for the Document Type pick list; then, select an option.

6.Complete the fields for the custom fieldsets defined for this document type - e.g.
author, category, keywords etc.
Note: Your administrator defines custom fieldsets and fields for document types.

7.Click Add to upload the document.
Note: Having uploaded the document, the system opens the new document's Document
Detail page.
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724  Bulk Import / Bulk Export

KnowledgeTree's Bulk Import function is only available to an administrative user.
This feature allows you to download the entire contents of a folder in one zipped file.
You can save the zipped file to your computer where you can open it to view all the
files you downloaded.

Note: Activate Bulk Export by enabling the plugin in the Miscellaneous section of DMS
Administration. See Manage Plugins for more information.

Perform the following steps:
1.Login; then, click Browse Documents to enter the folder structure.

2.Search or browse to locate the folder where you want to download bulk content.

3.Click Bulk Export in the Folder Actions menu.
Note: This menu item won't display if you do not have permissions for this action on
the folder.

4. A system dialog displays where you can choose to open the zipped file, or to save
it to your computer. Once you have made your selection, click OK.

7241 Working with Folders

You use the Folder Actions menu in the Folder View of the Browse Documents
section to work with folders.

Add Document

Add a Folder O Title Created Last Modified Creator Workflow State
Rename O Addln Test Folder Michael Joseph
Parmissi e—_——
Emissions ¥ Knowledge Daniel Chalef
Bulk upload
Allncate Rales [F Knowledge Tree Hel Daniel Chalef
¥ Projects Daniel Chalef

4 items, 20 per page

R 1 | ==

Figure: Folder Actions Menu

725 Bulk Upload

KnowledgeTree's Bulk Upload function allows the upload of multiple documents to
the repository, by placing the documents in a zipped folder prior to upload.

Note: Activate the Bulk Upload feature by enabling the plugin in the Miscellaneous section of
DMS Administration. See Manage Pluginsfor more information.

You also need to have UnZip installed on the KnowledgeTree server in order to use

Bulk Upload.
Note:
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Windows: http://www.info-zip.org/

Unix / Linux: unzip

726 Working with Documents

You use the Document Actions menu in the Browse Documents section to work
with documents in the KnowledgeTree repository.

Note: You must reread / enable the plugins list after upgrading or installing KnowledgeTree.
This ensures that all the available functionality is activated for your KnowledgeTree installation.
See Manage Plugins for more information.

For more information on using the various Document Actions, please refer to the
KnowledgeTree User Manual.

Display Details
Download

Checkout

Edit metadata
Delete

Move

Rename
Transaction History
Wersion History

Archive
Workflow
Permissions
Discussion
Ernail

Links

@ How do | search?

Advanced Search

‘ -

Project Library

showing information for version 0.1

Generic Information

The information in this section is stored by KnowledgeTree™ far every docurment

Document Filename

Project Library.doc (20kb)
File is a

Wyord Document
Created by

Carolyn Duangprom (17 Mar, 2006 11h31)
Last update by

Caralyn Duangprom (17 Mar, 2008 11h31)
Document Type

IS0 9001 Systern Audit Checklist
Workflow status

In Review (rmanage workflow)
Document 1D

1859

Category
Categorisation information far the document.

Category
General

Figure: The Document Actions Menu - Display Details open

7.3 DMS Administration

Administrators use the functionality on the DMS Administration tab to manage the

KnowledgeTree.

The DMS Administration section in KnowledgeTree Open Source contains the
following sections:
e Users and Groups

e Security Management
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e Document Storage

¢ Document Metadata and Workflow Configuration

e Miscellaneous

Additional Functionality available in KnowledgeTree Commercial Editions -
SMB and Enterprise

e KTIS Administration
Note: When upgrading your KnowledgeTree installation to the KnowledgeTree Commercial
Editions, you need to reread the plugins from the file system to view the KTIS section of
DMS Administration.

e Reporting

7.3.1  Users and Groups

You use the Users and Groups section of DMS Administration to access the
following functions:

e Authentication

e Managing Users

e Managing Groups

e Controlling Units

O memmvmen KnowledgeTree [

Daghbicaed  Browss Documants OMS Admimisration Administratar FPesfarerces  Log

peo admimbEnatien » users and E"l I.f'l'

[ asminwranon W w5 s

Lhars s Giroups
Sacumy Manageman Users and GI‘UP'I
Decurmenl S1orage
Diturrsrd Mitadaa and

Authentic-akon

Warkfiow Comiguralon By dafault, KnowledseTree conteols ds own users and groups and siones all méorrabon aboul Shemn insade the database. In many
situations, an organisaton will already hawe a list of users and groups, and needs te use that existeg information 1o allow acoess 1o
M alananis ’ 3 o
tha DS These Aithentication Sowrces sllow the syslem sdmeistralor to specdy additional saurces of aulhenlication dsta

KIS Administralion
Reporing | Manage Users

Mansge Groups
Add ar 1em JOLf L] 1
Conérol Linis
pacly whach oigarigebagnal unis e evalable sthn The eposgeny

Tha Jam Wisshause Softwans Py) Lad
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7.3.11

Figure: Users and Groups section in DMS Administration

Important: KnowledgeTree Commercial Edition Subscription
Management

KnowledgeTree only allows enabled users to access the DMS. Users are enabled by
default when you first add them to the system.

KnowledgeTree SMB Edition license holders manage their user base (limited to 20
named, active users - i.e. 'enabled' users) by enabling and disabling users in Users
and Groups. When disabling a user that no longer requires access to the system, you
free up that user slot to allow access to another user - limited to the 20 user
maximum for your KnowledgeTree SMB Edition subscription.

]

8 System Adminis ration

User Management
Add nevw USErS

To add users to the DME authentication provider, you need to provide thern with credentials throwgh this section. i you are using
an external source of login information like LDWAP, ensure the appropriate plugin is loaded and use the section balow.

& Add a new user
Search for users

Since there may be many users in the system, please select a group from the list below, or type a few letters frarm the person's

username to begin. Alternatively, view all users (note that this may be very slow if you have many users)

Username =
Enter part of the person's usernamae. @ g ra vl malct brad

| Search For sers |

Hame Usermame Edit Enabled Enable Disable Group Memberships Current Groups
Adrministrator admin * ] —_ —_ Manage Groups System Administralons
Jennifer Bennet  JBennst i & — Fl Manage Groups Managars

| Apphy Changes

Figure: View all users to see enabled users - enable or disable users to manage user access to the DMS for all
KnowledgeTree editions

KnowledgeTree Enterprise Edition and KnowledgeTree Open Source Edition
allow access to the DMS to an unlimited number of enabled users.

The number of user-slots available (maximum 20 for SMB subscription) is determined
by the key with the soonest expiry date. For example, if you have one SMB
subscription that is due to expire in 7 days, and you have another SMB subscription
expiring in one year; you will only be allowed to allocate free slots (currently disabled
user slots) based on the number of users enabled for the subscription expiring in 7
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days.

A new subscription is only activated after the older subscription has expired. This
allows you to add a new key on your system before the older key expires.

When a user who has not been enabled in the system logs in, a system message
advises that their account has been disabled, and they will need to contact the
system administrator to enable their user account before they will be allowed to
access the repository.

7.3.1.2  Authentication

KnowledgeTree™ allows you to control access to the DMS for the users and groups in
its database, using KnowledgeTree's own default authentication method - Database
Authentication.

You can add external authentication sources where your organization maintains its
own list of users and groups that require controlled access to the DMS. Additionally,
you can modify or delete the details of external authentication sources and
authentication provider information.

Note: You need to add the credentials of each user to KnowledgeTree (see Managing Users
and Managing Groups) to allow the system to retrieve their details, even if you're using an
external authentication source.

Dashboard Browse Documents OMS Administration Adminisiraior - Preferences - Logout
you ara here: administration » usears and groups s aulhentication
| Administation W 5 systom Agmins ration e
Users and Groups
Security Managemen: | Authentication Sources
Document Storage . .
By default, KnowledgaTree controls its own users and groups and stores all information about them inside the databaze. In many
Document Metadata and ) .
m situstions, an organisation will slready hawe & list of users and groups, and needs to use that existing information to allow accass to the
gurat ) B
OMS. These Awthentication Sources allow the system adminisirator 1o specily adddwonal sources of authentication data

Miscellaneous
KTIS Administration | g8 Add a new authentication source
Repotin

@ Mo additional authertication sources have been defined.

7.3.1.2.1 Adding a New Authentication Source
This procedure adds a new external authentication source.

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then click
Users and Groups in the Administration menu to open the Users and Groups

page.

2.Click the Authentication link to open the Authentication Sources page.
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3.

Do you want to...

¢ add a new authentication source? Click Add a new authentication source
to open the Add an authentication source page; then, go to step 4.

o edit or delete an existing authentication source? Go to Editing / Deleting
Authentication Sources.

o edit authentication provider information? Go to Editing / Deleting
Authentication Sources.

4. Type a name for the new authentication source in the Name field.

5.

Select the type of authentication source from the Authentication Provider pick
list.

Note: By default, this pick list contains the standard options - LDAP Authentication, and
Active Directory Authentication. You can add additional authentication sources to this
list. Check the KnowledgeTree community forums at www.knowledgetree.com for
developer information.

.Click Add a new source to open the Source Created page. Complete the fields

on the page:
Note: See the onscreen description below each field for the type of information required in
the field.

Server name
Base DN

Search User
Search Password
Search Attributes
Object Classes
user account pass

8.Click Save to open the Configuration Updated page, where you can view the

standard and provider configurations you defined.
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@ configuration updated

Standard configuration

MName
Autth_25DD

Provider
LDAP authentication provider

Edit standard configuration

Provider configuration

LDAP Server
Unset

Base DM
Unset

LDAP Search User
Unset

LDAP Search Password
Lnset

Search Attributes
cn
mail
sAMAccountMame
Object Classes
user
inetCrgPerson
posixAccount

Edit provider configuration

9. Do you want to change any of the...

o standard configuration details you defined? Click Edit standard
configuration to open the Edit an authentication source page, where you
can change the name and/or the authentication provider. Click Save to update
any changes you made.

e provider configuration details you defined? Click Edit provider
configuration to open the page to reset any of the details. Click Save to
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update any changes you made.

7.3.1.2.2 Editing / Deleting Authentication Sources

This procedure modifies or removes an existing authentication source.

Perform the following steps:

1.Use your administrator login credentials to open the Users and Groups page in
DMS Administration.

2.Click Authentication to open the Authentication Sources page.

Authentication Sources

By default, KnowledgeTree controls its own users and groups and stores all information about themn inside the database. In
many situations, an organisation will already have a list of users and groups, and needs to use that existing information to

allow access to the DMS. These Authentication Sources allow the systemn administrator to specify additional sources of
authentication data.

&5 Add a new authentication source,

Authentication source Edit Edit Provider Information Delete

Jam special & & @
TestersAuth & & @
Auth0l 2500 & & (<]

3.Find the authentication source you want to edit in the table at the bottom of the
page.

4. Do you want to...

o edit the authentication source? Click &« in Edit column to open the Edit

Authentication Source page, where you can change the short name and/or
the authentication

provider. When you're done, click Save.

o edit the provider details of the authentication source? Click &« in the Edit
Provider Information column to open the editing page for the authentication

provider, where you can reset any of the settings. When you're done, click
Save.

« delete the authentication source? Click & in the Delete column. A system

message asks you to confirm the deletion before removing the authentication
source from the list.
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7313 Manage Users

You use the Manage Users section of Users and Groups to add users to the
KnowledgeTree™ Document Management System. You can also search for user
details, or view a list of all the users that exist in the system.

Note: You cannot remove users from KnowledgeTree - users that are no longer active on the
system can only be disabled.

The system uses the information you specified when adding a user to retrieve their
details from the authentication source. This allows you to verify the user's login
credentials and permissions.

7.3.1.3.1 Finding / Viewing User Details

This procedure allows you to search for specific users, or to view a list of all the users
in the system.

Perform the following steps:
1.Use your administrator login credentials to open Users and Groups in DMS
Administration; then, click Manage Users to open the User Management

page.
M System Administration

User Management

Add New Users

To allow users access to the DMS, you need to provide them with credentials through this section. Even if you are
using an external source of login information like LDAP, you will need to use this section to retrieve their information

from the external source.
&8 Add a new user

Search for users

Since there may be many users in the system, please select a group from the list below, or type a few letters from the
person's username to begin, Alternatively, view all users (note that this may be very slow if you have many users),

Username =
Enter part of the person's username. e.g. ra will match brad.

| |

Figure: The User Management Page

2.Do you want to...

¢ add new user information to the system? Go to Adding New Users.

e search for information on existing users? Go to step 3.

3.Do you know the name of the user?
e Yes. Enter the username - or part of the username - in the Username field;

then, click search for users to display details for any user matching the
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criteria you specified.

e No. Click view all users to display a list of all system users.

7.3.1.3.2 Edit/ Enable / Disable User Profile
This procedure changes a user's details.

Perform the following steps:

1.Use your administrator login to open Users and Groups in DMS
Administration; then, click Manage Users to open the User Management
page.

2.Search for the user's details, or display a list of all system users. For more
information about this procedure, go to Finding/Viewing User Details.

Mainid Ihsinamas Edit Emabled Emablea DiRable  Grosp Cudgant Gionips

Mlembeiships

C.,:cl:rn Anderson  caeohmn

mairi Rt FTTI ¥ 4 —
Apply Chamges

Figure: Users and Groups - User Management Page: View all users

3.Do you want to...

e edit user details? click &« in the Edit column for the user you want to
modify, to open the Edit User Details page. Change the user's details as
required; then, click save changes.

e disable a user? Click & in the Disable column for the relevant user; then,
click Apply Changes.
Note: New users are enabled by default. You need to disable a user to prevent that
user from accessing the system.

e enable a user? Click @ in the Enable column for the relevant user; then,
click Apply Changes.
Note: New users are enabled by default. You will only need to enable a user that has
been disabled.

e change a user's group membership profile? Click the Manage Groups
link for the relevant user to open the Change Groups page. Populate the
Assigned Groups list from the options in the Available Groups list to define
this user's group membership; then, click save changes.
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7.3.1.3.3 Adding New Users

Users are created using KnowledgeTree's default authentication provider. When using
an external authentication provider - such as LDAP - you need to ensure that the

provider's plugin is registered and enabled. For more information, see Adding a New
Authentication Source.

There are two ways to create new users:
e from an external authentication source

e manually within KnowledgeTree

7.3.1.3.3.1 Adding a User Manually

This procedures adds new users manually to the KnowledgeTree Document
Management System.

Perform the following steps:

1.Use your administrator login credentials to open the Users and Groups page in
DMS Administration; then, click Manage Users to open the User
Management page.

2.Click Add a new user to open the Add a user page.
A System Administration
Add a user

Please complete the form below to add a new user. Fields marked with a red square are required,
created using KnowledgeTree's builtin authentication provider. Should you wish to use an external
such as LDAP, please ensure that the provider's plugin is registered and enabled.

Add a user from an authentication source

Instead of manually creating the user within the document management systemn, the user can
authentication source (such as an LDAP directory) that has already been configured. This ensur

correctly set up with limited intervention from the administrator, and that the user will not need
additional password for the document management system,

I TestersAuth j

| Add from source |

Alternatively, you can manually create a user within KnowledgeTree below.

Create a new user

Figure: Add a user page
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3.Are you creating the new user...

« from an external authentication source that has already been
configured for KnowledgeTree? See Adding a User From an External
Authentication Source.

o from an external authentication source that has not yet been
configured for KnowledgeTree? Perform the procedure for adding a new
authentication source to enable the authentication provider's plugin; then,
return to this procedure to add the user from the external authentication
source.

¢ manually, within KnowledgeTree? Go to step 4.

4. Type the user's login name in the Username field; then, type the user's full
name in the Name field.

5.Type the user's email address in the Email Address field.

6.Do you want to enable notifications and alerts to be sent to the email
address you specified in the Email Address field?

e Yes. Select the Email Notifications check box.
e No. Leave the Email Notifications check box de-selected.

7.Type the user's password in the Password field; then, re-enter the password in
the Confirm Password field.

8. Type the user's mobile phone number in the Mobile Number field (if the system
is configured to send notifications to cellphones).

9.In the Maximum Sessions field, define a maximum number of times you will
allow this user to log in to the system without having used the Logout button
to exit their working session.
Note: By default, the system logs you out automatically after a period of inactivity.
When you login again, it re-opens the page where you ended your last working
session. However, you will only be allowed to access the system without using
the Logout button for the maximum number of times you set in this field. This
is to prevent multiple users logging in on the same account.

10.Click create user to re-open the User Management page.
Note: A system message confirms that the new user has been added to the system.

7.3.1.3.3.2 Adding a User from an External Authentication Source

This procedure adds new users from an external authentication source.

Note: When using an external authentication provider - such as LDAP - you need to ensure
that the provider's plugin is registered and enabled. For more information, see Adding a New
Authentication Source.
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Perform the following steps:

1.

Use your administrator login credentials to open Users and Groups in DMS
Administration; then, click Manage Users to open the User Management

page.

.Click Add a new user to open the Add a user page.

.Are you creating the new user...

o from an external authentication source that has already been
configured for KnowledgeTree? Go to step 4.

o« from an external authentication source that has not yet been
configured for KnowledgeTree? Perform the procedure for adding a new
authentication source to enable the authentication provider's plugin; then,
return to this procedure to add the user from the external authentication
source.

¢ manually, within KnowledgeTree? Go to Adding a User Manually.

.Select the authentication source you want to use from the pick list in the Add a

user from an authentication source section.

.Click Add from source to open the Search for user page for the authentication

source you selected.

.Do one of the following:

e Type part or all of the user's name in the User's name field; then, go to step
8.

e Select the Mass import check box to add all users from the authentication
source you specified; then, go to step 8.
Note: The system does not allow you to verify the details of each individual user that
is included in the mass import.

8. Click search for users.

7314 Manage Groups

Only a User that has been assigned to a Group is allowed to access the
KnowledgeTree™ Document Management System.

When creating a new Group, you need to assign the Group to a Unit before users in
that Group will be allowed to access the DMS.

Note: Groups can be members of other groups, and can have other groups as members.
These memberships pass the permissions set on to the parent group to user members of the
member groups, possibly along a few chains.

Example:
Let’s say you create a new Group called Testers. Having created the group, you
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must assign the group (Testers) Group to a Unit, and you name the Unit 'Quality
Assurance'. So, the group named Testers is part of the unit Quality Assurance.

Group: Testers
Unit: Quality Assurance

7.3.1.4.1 Finding / Viewing Groups

This procedure allows you to search for specific groups, or to view a list of all the
groups in the system.

Perform the following steps:
1.Use your administrator login credentials to open Users and Groups in DMS
Administration; then, click Manage Groups to open the Group

Administration page.
Group Administration
Add New Group
Groups allow you to assign permissions and roles to a number of different users at once.
24 Add a new group.

Search for groups

Since there may be many groups in the system, please type a few letters from the group's name to begin.
Alternatively, view all groups (note that this action may take some time if you have many groups).

Group Name =
Enter part of the group's name. e.g. ad will match administrators.

| search for groups |

Figure: The User Management Page

2.Do you know the name of the group?
e Yes. Enter part or all of the group name in the Group Name field; then, click

search for groups to display details for any group matching the criteria you
specified.

¢ No. Click view all groups to display all groups.
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Group Name Unit Name Edit Delete Manage Users Manage sub-groups Subgroups
Anonymous not part of a unit & @ Manage Users Manage sub-groups Group currently
has no
subgroups.
Systemn Administrators not part of a unit &7 @ Manage Users Manage sub-groeups Group currently
has no
subgroups.
Unit Administrators Default Unit & @ Manage Users Manage sub-groups Group currently

Figure: View all groups

7.3.1.4.2 Adding New Groups
This procedure creates a new group.

Creating a new group involves:
e naming the group

e assigning administrative privileges to group members (if required)

Perform the following steps:

1. Use your administrator login open the Users and Groups page in DMS

Administration; then, click Manage Groups to open the Group

Administration page.

2. Click Add a new group to open the Add a new Group page.

has no
subgroups.

50 KnowledgeTree Administrator Manual - Commercial 1.* OSS 3.* 21 November 2006



Inside the DMS

you are here: administration » users and groups » group management (add a new group)

Add a new group
Users may be classed together as Groups and these groups may be used to set security privileges throughout the document management system.
Specify group details
Flease enter the Group's details below and then click create group. Fields marked with a red square are reguired.

Group Name =
A short name for the group. e.g. administrators.

L 1

Unit Administrators
Should all the merbers of this group be given unit administration privileges?

O

System Administrators
Should all the members of this group be given system administration privileges?

O

Unit
Which Unit is this group part of?

| Create group || cancel |

Figure: Adding a group

3. Do you want to...

e add a group from an authentication source? Select the authentication
source from the pick list in the Add a group from an authentication source
section; then, click Add from source.

¢ add a group manually from within KnowledgeTree? Go to step 4.

4. Type a name for the group in the Group Name field.

5. Do you want to assign unit administrative privileges to all members of
this group?

e Yes. Select the Unit Administrators check box.
e No. Leave the Unit Administrators check box de-selected.

6. Do you want to assign system administration privileges to all members
of this group?

e Yes. Select the System Administrators check box.
e No. Leave the System Administrators check box de-selected.

7. Select the unit where this group belongs, from the Unit pick list.
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8. Click create group.
Note: A system message informs you that the new group has been created.

7.3.1.4.3 Editing / Deleting Groups

This procedure changes or deletes a group.

Perform the following steps:

1.Use your administrator login to open Users and Groups in DMS
Administration; then, click Manage Groups to open the Group
Administration page.

2.Search for the group, or display a list of all groups. For more information about
this procedure, go to Finding/Viewing Groups.

Group Name Unit Name Edit Delete Manage Users Manage sub-groups Subgroups

ANoNymous not part of a unit &~ @ Manage Users Manage sub-groups Group currently
has no

subgroups.

System Administrators not part of a unit & @ Manage Users Manage sub-groups Group currently

has no

subgroups.

Unit Administrators Default Unit & @ Manage Users Manage sub-groups Group currenitly

has no
subgroups.

Figure: Group Administration Page: View all groups

3.Do you want to...

e change the group's details? click &« in the Edit column for the group to
open the Edit Group Details page. Change the group's details as required;
then, click save changes.

« delete a group? Click & in the Delete column for the group.
Note: A system message informs you that the group has been deleted.

e add or remove users in a group? Click the Manage Users link for the
group to open the Manage Users in group page. Populate the Member
users list from the options in the Available Users list to define the users that
belong to this group. When you're done, click save changes.

e add or remove sub groups in a group? Click the Manage sub-groups link
for the group to open the Manage Sub-Groups in group page. Populate the
Assigned Groups list from the options in the Available Groups list to define
the groups that should be part of this group; then, when you're done, click
save changes
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7315 Control Units

KnowledgeTree™ provides Units as a means of organizing groups. Units may be used
to model your organization's business units.

A default Unit (Default Unit) is created during installation. By default, each time a
new Unit is created on the system, a Unit folder is created in the Organization
(root) directory.

Dashboard Browse Documents: DMS Administration Administrater - Preferences

you are here: adminkstratlen » users and groups = wnit ransgement (select & unit)

N System Adminsation o

Usars and Groups
Security Managemant Unit Administration
Dacurnent Starage
Docurment Metadata and
Waorkflow Configuration

HnowledgeTrae allows admmistrators the abildy to create Units that model the orgamsation's business units. Units may hawe their own
adminigtrators and groups may be assigred to these units

Miscallangous Add New Unit
KTIS Administration
i Units allow you to delegate the administeation of a porfion of the DME repository to & particular part of your organisation. Uni

administrators hawe addiional rights within that portion of the document management system, and they can alzo adpust the
mambership of growps that balong to the wnit

.ﬂ Add & new und

Unit Hame Edin Delere Falder

Figure: Unit Administration page in DMS Administration

7.3.1.5.1 Adding New Units

This procedure creates a new Unit.

Perform the following steps:

1. Use your administrator login credentials to open Users and Groups in DMS
Administration; then, click Control Units to open the Unit Administration
page.

3 System Administration

Unit Administration

KnowledgeTree allows administrators the ability to create Units that model the organisation's business units. Units may
have their own administrators and groups may be assigned to these units,

Add New Unit

Units allow you to delegate the administration of a portion of the DMS repository to a particular part of your
organisation. Unit administrators have additional rights within that portion of the document management system, and
they can also adjust the membership of groups that belong to the unit.

& Add a new unit.

uUnit Name Edit Delete Folder

Default Unit & @ = Default Unit

2.Click Add a new unit to open the Add a new unit page.
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Add a new unit

Units allow you to delegate a portion of the document management system to a particular part of your organisation. Unit
administrators have additional right within that portion of the document management system, and they can also adjust the
rmembership of groups that belong to the unit.

Specify unit details
Please enter the Unit's details below and then click create unit. Fields marked with a red square are required.

Unit Name =
A short name for the unit. e.g. Accounting.

| |

3.Type the name for the new unit in the Unit Name field; then, click Next to open
the next page of the Add a new unit page, where you can choose a folder
location.

N System Administration

Add a new unit
Choose unit folder location
Please choose a location to place your unit falder.

Unit Name =
A short name for the unit. e.g. Accounting.

Human Resources

Target folder
The folder given below is where the unit folder will be created. Use the folder collection and path below to browse to the
folder you wish to create the unit folder into.

The unit administrators have additional

Title -

| Default Unit

1 iterns, 20 per page

| create unit || Cancel |

4. Drill down into the folder structure to select a folder location for the new unit;
then, click create unit.
Note: The system re-opens the Unit Administration page, where a system message
informs you that the new unit has been created. The list of units at the bottom of this
page now includes the unit you added.
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7.3.1.5.2 Viewing / Editing / Deleting Units
This procedure allows you to view existing units, or to change or remove units.

Perform the following steps:

1. Use your administrator login credentials to open Users and Groups in DMS
Administration; then, click Control Units to open the Unit Administration

page.
2.Do you want to...

e view the units that currently exist for your organization in
KnowledgeTree? See the table at the bottom of the page, which lists all the
existing units and their folder locations.

e edit a unit? Click ¢ in the Edit column for the unit to open the Edit Unit Details
page. Define a new short name for the unit in the Unit Name field; then, click
save changes to unit.

« delete a unit from the system? Click & to permanently remove this unit from
the system.

e open the folder location where you saved this unit? Click the link in the
Folder column for the unit to navigate to the folder location.

7.3.2  Security Management

You use the Security Management function on the Administration menu in DMS
Administration to:

e create or delete permissions
e create or delete roles

¢ define the criteria that will be used to determine whether or not a user is allowed to
perform certain actions in the system
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cuments DMS Administration Administrator - Preferences - Logout

n » security management

A System Administration

Security Management

Permissions
Create or delete permissions.

Roles
Create or delete roles

Dynamic Conditions
Manage criteria which determine whether a user is permitted to perform a system action.

Figure: Security Management Page in DMS Administration

7321 Permissions
KnowledgeTree™ provides several inbuilt_permissions - Read, Write, Add Folder,
Manage Permissions, Delete. You can also create your own permissions; for
example, to control user and group access for plugins, or define the permissions to
use as Guard Permissions for workflow transitions.

Note: Any user who wants to perform a transition in a workflow must have the guard
permission.
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WS Administratien Adminisirater - Freforances

5 v sdminkstvailon s secunty managemant » manage pEMESIONS

Users and Groups

Secwty Mansgerwnt | EXxisting permissions
Documant Stoeage
Parmissions are descrplors esed bo ascartain whather geougs of usars have access fo cerain fesctionalty. The buili-in permissans
Dacumani Metadats and

Workfiow Corhqueation below faciktabe the defauh funclionality of the DMS and can ke changed. Plugn dewelopers may choase bo dd sddilional pemis sions
biberwe thist rsnage scoeis 0o thai plegns hinttsnaly

Mscelaneous
ETIS Admimstration Crasbe & fEw peemiEsion
Repeeting
System Name =
Thie inbienal mared yisd fof e parnaaion. Thie i800ld neves b changed
Display Rams =
A shor mame that is shown fo usens whenever pesmissions musi be assigned
| Creota |
Fermission Display Hame elete
kboten pemissions mead Cors. Read Buit-i
kiCrew pemissions. wiile Conn: ‘Wirite Built-im
ktcoen pormissions. addF older Core: Add Folder Buit-in
kiCore paimissions. sty Coee: Manage sacuily  Buil-in
kicoes pemissions delele Core. Dulele Buit-m
ktooen pemissions workfiow Core: Manage workflow  Buit-in

ktcoen pamissiond folder_delails  Coere: Folder Details Buit-in

Figure: KnowledgeTree provides built-in permissions

7.3.2.1.1 View / Delete Existing / Add New Permissions

This procedure allows you to view or delete existing permissions, or to define custom
permissions for your organization.

Perform the following steps:
1. Use your administrator login credentials to open DMS Administration.

2.Click Security Management in the Administration menu to open the Security
Management page.

3.Click Permissions to open the Existing permissions page.

4.Do you want to...
o view existing permissions? Scroll down to the bottom of the page to view a
list of existing permissions.

Note: KnowledgeTree's default permissions are displayed at the top of this list. These
permission types cannot be deleted.

e add a new permission type? Define a permanent name for the new
permission type in the System Name field; then, define a short name in the
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Display Name field. Click Create.

Note: A system message informs you that the new permission has been created. View
the list of permission types at the bottom of this page to see the new permission now
added to the list of existing permissions.

« delete a permission type? Click & in the Delete column for the permission
type you want to remove.
Note: You can only delete custom permissions. Having clicked the Delete icon, a
system message informs you that the permission has been deleted. View the
permission type list at the bottom of this page to confirm the removal of the
permission type.

Existing permissions

Permissions are descriptors used to ascertain whether groups of users have access to certain functionality. The built-in permissions below facilitate the default functionality of the DMS and can't be
changed. Plugin developers may choose to add additional permissions below that manage access to their pluging functionality,

Create a new permission

System Name =

The internal name used for the permission. This should never be changed

ktpluginpermissions In

Display Name =

A short name that is shown to users whenever permissions must be assigned
Permission Display Name Delete
ktcore.permissions.read Core: Read Built-in
ktcore. permissions. write Care: Write Built-in
ktcore.permissions.addFalder  Core: Add Folder Built-in

ktcore.permissions. security Core; Manage security  Built-in

ktcore.permissions.delete Core; Delste Built-in

Figure: Existing Permissions page - create new permission

Roles

An example of a Role in KnowledgeTree™ may include document creator, reviewer,
publisher, writer, editor, secretary, developer, manager, or secretary, and so on.

Workflow actions - e.g. review, or publish - are typically assigned to a specific role.
The role is granted permissions for working with the document, based on the type of
tasks their role performs - e.g. reviewers need read and write permissions.

User Groups are allocated to Roles on a per-directory basis, and are inherited from
the root folder of the DMS.
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Dashboard  Browse Documents  DMS Administration Administrator - Preferances - Lagout
you are hers: administratieon » securdy managament » role management
 Administration [l 5 s adminisvation ®
Users and Groups
Security Management Role Administration
Dacurmnem Storage | |
Workflow actions may be assignad 1o cerain roles within the M3 User groups are allocated 1o roles on @ perdireciony basis and are

Document Metadata and i P e . P - R - - .
Worklow Conkguration nherited from the ot folder of the DWME. Roles rmay for examgle include *Document Creator®, "Document Resiewer”, “Docurnent

Publ r
Miscellaneous | """
KIS Adrmanistration Add a Role

Reparting
Name =

A chost, human-readabla name for the rale

craaln newy role

Role Hame Edit Delete

Austhor & @
editor 'y o
administrator 4 wf
manager F =
puablighar & x )

Figure: View / edit / delete existing roles, or Add a new role

7.3.2.2.1 Viewing / Adding / Editing / Deleting Roles

This procedure allows you to create new roles, or to view, edit, or delete existing roles
that have been set up for your organization.

Perform the following steps:
1. Use your administrator login credentials to open DMS Administration.

2.Click Security Management in the Administration menu to open the Security
Management page.

3.Click Roles to open the Role Administration page.

4.Do you want to...

o view existing roles? Scroll down to the bottom of the page to view a list of
existing roles.

o edit an existing role (i.e change role name)? Click & in the Edit column
for the role to open the editing page. Change the name of the role; then, click
update role information to save your changes.

o delete an existing role? Click & in the Delete column for the role.
Note: A system message informs you that the role has been deleted. View the role list
at the bottom of this page to confirm the removal of the role.

e add a new role? Define a name for the role in the Name field; then, click
create new role.
Note: A system message informs you that the new role has been created. View the list
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of roles at the bottom of this page to see the new role now added to the list of existing
roles.

7323 Dynamic Conditions

You use KnowledgeTree's Dynamic Conditions feature to set up the rules that will
determine the permissions that may be applied to documents within a folder.

These rules may be applied to a document's metadata, to its contents, or to its
transactional information.

Dynamic Conditions are applied on a per folder basis, and may be set up in the
folder's Folder permissions page.

Note: Dynamic Conditions are configured in the same way as Saved Searches.

Note: Having defined a dynamic condition, you cannot delete it because that may change
permission assignments.

Having created a new dynamic condition, you need to assign it to a folder. You can
also unassign dynamic conditions when they're no longer useful for the folder.

7.3.2.3.1 Viewing / Adding / Editing / Dynamic Conditions

This procedure creates a new dynamic condition.

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Security Management in the Administration menu to open the Security
Management page.

2.Click Dynamic Conditions to open the Dynamic Conditions page.
3.Do you want to...

¢ view existing dynamic conditions? View the list of existing dynamic
conditions displayed at the bottom of this page.

o edit the details of an existing dynamic condition? Click «" in the Edit
column for the condition you want to modify, to open the Edit an existing
condition page. Change the information on this page; then, click Update
Dynamic Condition.

Note: For more information on completing the fields on this page, see the procedure
for adding a condition, which provides a brief description of the purpose of the
information in these fields.

¢ view results for an existing dynamic condition? Click Run Condition.

¢ add a new dynamic condition? Click New to open the Create a new
condition page; then, go to step 4.
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4.Define a name for the new dynamic condition in the Name of condition field.

5.Select any or all from the Return items which match [all/any] of the
criteria groups specified pick list.

6. Define a criteria group in the Criteria Group section:

6.1.Select any or all from the Return items which match [all/any] of the
criteria specified below pick list.

6.2.Select a criteria type from the Criteria pick list; then, click Add to display the
Values field for the criteria type you selected. Complete the Values field for the

criteria type.
A System Administration

Create a nhew condition

Mame of condition: |Private |

Return itermns which match | all j of the criteria groups specified.

Criteria Group

Return iterns which match | any j of the criteria specified below.

Criteria Values

EDncument Type j first select a type of query

| Add another set of criteria || Save |

Figure: Creating a new dynamic condition

6.3.Do you want to add another criteria type?
e Yes. Go to step 6.2.

e No. Go to step 7.
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Create a new condition

Mame of condition: |F"rivate |

Return items which match of the criteria groups specified.

Criteria Group

Return items which match of the criteria specified below.

Criteria Values
Document Type Invaice ~
Title PR || Pemove |
| Marne l\i|ﬂrst select a type of query Addd

| Add anather set of criteria || Save |

7.Do you want to add another criteria group?

e Yes. Click Add another set of criteria to display a new set of criteria fields;
then, go to step 6.1.

¢ No. Click Save to create the dynamic condition.
Note: A system message informs you that the condition has been created. View the list
of existing conditions to verify that the new condition has been added.
Note: Having created a new dynamic condition, you need to assign it to a folder. You
can also unassign dynamic conditions when they're no longer required for the folder.

7.3.2.3.1.1 Document Storage

The Document Storage section of DMS Administration allows you to:

e force a document check in by overriding its current checked out status

e restore archived documents

e restore documents that were previously deleted, or permanently expunge (remove)

those documents from the repository
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ants DMS Administration Administrator FPreferences  Logout

gocumant siorage

Document Storage

kecked Out Documert Cordrol

viaimde (ko chocked-ould status of documents d a user has faled fo do sa

Arpbwved Docismend Hesloration

Restom old (archived) decurments, usudlly &l & user's request

Restore or Expunge Delated Documents

Ragton priviously delsed documents, or permanently axpunics tharm

Figure: Document Storage page in DMS Administration

This procedure overrides the currently checked out status of a document and forces
the document to be checked back in to the repository.

Forced check ins are used where a checked out document is urgently required back in
the repository so that another user can check it out.

Note: The document is checked back in to the repository without saving any changes that may
have been made to it while it was checked out.

Perform the following steps:
1. Use your administrator login credentials to open DMS Administration.

2. Click Document Storage to open the Document Storage page.

3. Click Checked Out Document Control to open the Checked Out Documents

page.
3 System Administration

Checked Out Documents

It may be necessary to override the checked-out status of 3 document if;

s the local copy of the checked-out document has been lost;
o the userwho did the check-out is not currently available to check it back in.

LIze the force checkin action in the listing below ta override the checked-out status.

Document Checked out by Location
[rvoiceb406 John Doe Foot Folder » InvoiceS406  force checkin
Receipt2393  John Doe Foot Folder » Receiptd3®3  force checkin
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4. Click the force checkin link for the document you want to check in, to open the
Confirm Forced Check-in page.

Confirm Forced Check-in
Flease confirrn that this is the document that you wish to check-in.
Document Details

Document Name

IrvaicesdOs
Location

Foot Folder » IrvaiceSd06
Checked out hy

John Doe

| Force Checkin || Cancel |

5. On the Confirm Forced Check in page, verify that you're forcing a check in for
the correct document; then, click the Force Check in button.
Note: The system re-opens the Checked Out Documents page, where a system
message confirms that the document has been checked in.

This procedure restores a document that has previously been archived.

Note: By default, documents are restored to the folder location where they were originally
archived. If that folder no longer exists on the system, the document is restored to the root
directory in the repository.

Perform the following steps:
1. Use your administrator login credentials to open DMS Administration.

2. Click Document Storage to open the Document Storage page.

3. Click Archived Document Restoration to open the Archived Documents
page.

4. Navigate the folder structure to locate the folder that contains the document/s
that must be restored; then, click on the folder to display its content.

5. Select the check box for the document you want to restore; then, click
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Restore to open the Confirm De-archival page.

6. Verify that you're restoring the correct document; then, click Confirm
De-archival.
Note: The system re-opens the Archived Documents page and displays a message
informing you that the document is active (restored).

This procedure allows you to restore or expunge documents that have been deleted in
the KnowledgeTree™ repository.

Note: Expunging saves disk space by permanently deleting documents that are no longer
useful or required.

Note: By default, documents are restored to the folder location where they were originally
deleted. If that folder no longer exists on the system, the document is restored to the root
directory in the repository.

Perform the following steps:

1. Use your administrative login credentials to open DMS Administration; then,
click Document Storage to open the Document Storage page.

2. Click Restore or Expunge Deleted Documents to open the Deleted
Documents page, where you can view a list of documents that have been
deleted from the repository, but not yet been expunged.

3. Do you want to...

¢ restore any of the documents in this list of deleted documents? Select
the check box adjacent to any document in this list that you want to restore
to the repository; then, click Restore to open the Confirm Restore page.
Verify that you're restoring the correct document(s); then, click Confirm
Restore to re-open the Deleted Documents page.
Note: A system message informs you that the document has been restored to the
KnowledgeTree repository.

e permanently remove any of the documents in this list of deleted
documents? Select the check box adjacent to any document in this list that
you want to permanently remove from the system; then, click Expunge to
open the Confirm Expunge page. Verify that you're removing the correct

document(s); then, click Confirm Expunge.
Note: A system message informs you that the document has been permanently
removed from the KnowledgeTree system.

Deleted Documents

Documents which are deleted by users are hidden from wiew but still available for restoration. Since "soft deletes” consume system resources, it is possible to expunge these documents. Alternatively,
you can restore them as necessary.

[0 Document Name Last Modification

O Invoicesd0s 2006-04-03 14:40:26
[J  Receipt2393 2006-04-03 14:41:02
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Figure 5: Restore or Expunge Deleted Documents

7.3.2.3.2 Assigning / Unassigning Dynamic Conditions
Having created a new dynamic condition, you need to assign it to a folder. This
procedure assigns and unassigns dynamic conditions to folders.

Perform the following steps:
1.Use your administrator login credentials to open Browse Collections.

2.Navigate to the folder where you want to assign or unassign dynamic conditions.

3.Click Permissions in the Folder Actions menu to open the Folder permissions
page.

4.Click Edit Permission Assignments to display the dynamic permissions section
on the page.

5. Do you want to:

¢ assign a dynamic condition to this folder? Go to step 6.

e unassign a dynamic condition from this folder? Click & in the Remove
column for the dynamic condition you want to unassign from this folder.
Note: A system message asks you to confirm the removal of the condition.

Folder permissions

@ This folder defines its own permissions @ Inherit petrissions

Role or Group Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
Group: A O O 0
Group: Accounting idfip it O O 0
Group. Ananymaus 97 Are you sure you wish ko delete this item? O 0o 0o
Group: B O O 0
i QK [« |

Group: Managers O O ]
Group: System Administrators
Group: Unit Administrators O O O O O

‘ Update Permission Assignments H Cancel

Dynamic permissions
Remove Group Condition Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
=] Managers Private @ © @ =] @

Add a new dynamic permission
Group Condition Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
MNone ~ MNong (= O O O O O

Add

Figure: Unassigning Dynamic Conditions
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6. Select a group from the Group pick list, to define the group that will be controlled
by this dynamic condition.

7.Select a condition from the Condition pick list, to define the dynamic condition
that will be assigned.

8.Select the Permissions check boxes - one or more - that will be associated with
this dynamic condition for the folder.

Folder permissions

@ This folder defines its awn permissions. @ Inherit permissions

Role or Group Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
Graup: A O O O O O
Group: Accounting O O O 0 O
Graup: Anonymous O O O O O
Group: B O O O 0 O
Graup: Managers O O O O O
Group: System Administrators
Group: Unit Administrators O O O O O

‘ Update Permission Assignments H Cancel

Dynamic permissions

Add a new dynamic permission

Group Condition Core: Read Core: Write Core: Add Folder Core: Manage security Core: Delete
2 o O o

Add

Figure: Assighing Dynamic Conditions

9.Click Add.

Note: A system message informs you that the dynamic permission has been added, and
the new condition displays in the list of existing dynamic conditions on the page.

Document Metadata and Workflow Configuration

Adding metadata to documents improves the efficiency of sorting and managing
documents in the repository.

You use the Document Metadata and Workflow Configuration section of DMS
Administration to access the following functionality:

e Document Types - manage the classes of documents that can be added to
KnowledgeTree

e Document Fieldsets - manage the types of information that can be associated with
classes of documents

e Link Type Management - manage the different ways in which documents can be
associated with one another

o Workflows - configure document workflows
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e Automatic Workflow Assighments - configure the allocation of documents to
workflows

Diaskbaand Browia Doz umints DM Adminibation

Figure: Document Metadata and Workflow Configuration page in DMS Administration

Document Types

KnowledgeTree allows you to group documents that have a similar function, by 'type'.
You can further define these document types you create by associating custom
fieldsets with specific document types - this ensures that various document types
contain specific and relevant information.

For example, let's say you create a document type called 'Invoice’, and you want to
ensure that all documents of the type 'Invoice' contain the following fields: invoice
number, customer name, delivery address. You can group these fields in a
fieldset called Invoice Details, for example. And then you may want to create
another fieldset for the monetary values in the invoice, which you could call 'Amount
'. The fieldset Amount may include the following fields: Nett Item Value, Tax,
Discount, and Total Due.

You can configure Document Types and Associated fieldsets in two ways:

Create the document Create the document type in the Document Types
type, then create section, then create one or more custom fieldsets in
custom fieldsets the Document Fieldsets section.

Note: The collection of fieldsets you define are automatically
listed in the Document Type editing page.

Edit the document type to add (associate) the
fieldset(s) you want to use in this document type.

Create custom fieldsets, | Create a set of custom fieldsets in Document
then create the Fieldsets; then, create the document type.
document type

On the Document Type editing page, select the
fieldsets out of the collection you pre-defined in

Document Fieldsets.
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Note: You cannot delete a document type in KnowledgeTree; you can only disable unused
document types. This prevents you from deleting a document type that may be associated with
a large number of documents, and thereby causing the loss of required metadata.

7.3.3.1.1 Adding a New Document Type

This procedure creates a new document type.

Note: When adding or editing a document type, KnowledgeTree allows you to associate one or
more pre-defined, custom fieldsets to define the information that should be included in
documents of a specific type - i.e. name, invoice number, amount, address, publish date etc.
See the introduction to Document Types for more information about the relationship between
document types and custom fieldsets.

Tasks you must complete before you are able to use a new document type:
o define custom fieldsets for the document type
e associate the custom fieldsets with the document type
e enable the document type to make it a selectable option when adding documents
to the DMS

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Document Metadata and Workflow Configuration to open the
Document Metadata and Workflow Configuration page.

2.Click Document Types to open the Document Types page.

+ document metadata and workflow configuration » docwment 1ype managemant (view type

S Sysiem Adminiation tr!

Document Types
Cragla & révw doCument t“ﬂ'
To star the process of cresling a new documenl Type, please enler & mame for 1he Type balow

A shert, humar-readable name far (he dacumerd lype

I
[ Creae |

Ewisting document types

Salect & document type from the list below 1o change @s details, or use the enable/disable buttons to change ite availlabdity state

Documant Type Associated Fieldsets  Edit  Disable Enable

Adrrenistratve Emall — * o
Diefaut - «
lssue Tracker Ermails  — D
Perzonal Email — ¢
Project Ace Emai — ¥
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3. Define a name for the new document type in the Name field; then, click Create

to open the Document Types editing page.
Note: A system message on the Document Type editing page informs you that the new
document type has been created.

4.Have you already created custom fieldsets for your organization?

e Yes. Predefined custom fieldsets are listed on the Document Types editing
page, where you can associate one or more fieldsets with the document type

you created.

@ Document type created

Document Type: Invoice

|Invn:|i|:e || Change |

Type-specific field sets

@) Mo fieldsets are currently associated with this type.

Agsociate Fieldgets

Available Fieldsets =
Select the fieldsets which you wish to associate with this document type

Iroice information
Feceiptinformation

Associate Fieldsets

Figure: Document Types editing page displays available custom fieldsets

¢ No. The Document Type editing page displays a message that there are no
fieldsets available to associate with the document type you created. Go to
Creating Document Fieldsets to find out more about creating custom fieldsets
for your organization.
Note: Customized document fieldsets that you create are added your collection
of fieldsets on the Document Type editing page, where you can associate
these fieldsets with document types when adding new document types, or
when editing existing document types.
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@ Document type created

Document Type: Invoice

|Inuoice || Change |

Type-specific field sets

@ No fieldsets are currently associated with this type.

Mo fieldsets are available to be added. To add a fieldset, please go to DMS Administration » Document Metadata

(5]

and Workflow Configuration » Document Field Management

Figure: Add new document type - no fieldsets available

7.3.3.1.2 Editing a Document Type
This procedure edits an existing document type.

Editing a Document Type involves:
e changing the name of the document type
e associating custom fieldsets
e disassociating custom fieldsets

Note: You need to have created custom fieldsets in the Document Fieldsets section of DMS
Administration in order to make a list of custom fieldsets available on the Document Types
editing page, where you associate or disassociate fieldsets with document types.

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Document Metadata and Workflow Configuration to open the
Document Metadata and Workflow Configuration page.

2.Click Document Types to open the Document Types page.

4.Scroll down the page to view the list of existing document types in the Existing
document types section.
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Document Types
Create a new document type

To start the process of creating a new document type, please enter a name for the type below.

Name =
A short, human-readable name for the document type.

| |

Existing document types

Select a document type from the list below to change its details, or click on the delete button to remove it from the
system.

Document Type

Default Edit Disable
Project Plan Edit Disable
Manual Edit Disable

Figure: Document Types page listing existing document types

5.Click the Edit link for the document type you want to modify, to open the
Document Type editing page.
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Document Type: Invoice

|Invn:|i|:e || Change |

Type-specific field sets
Linked Fieldsets

Fieldset

! Invoice information

| Disassociate Fieldsets

Asgsociate Fieldsets

Available Fieldsets =
=elect the fieldsets which you wish to associate with this document type

Feceipt information

| Associate Fieldsets |

Figure: Document Types editing page displaying Type-specific fieldsets (custom fieldsets that have
already been associated with this document type), and displaying custom field sets that are
available for associating with this document type.

6. Do you want to...

¢ change the name of the document type? Define a new name for this
document type in the field adjacent to the Change button; then, click Change to
rename the document type.

Note: A system message informs you that the name of this document type has been
changed.

¢ associate a custom fieldset with this document type? Go to Associating /
Disassociating Custom Fieldsets with Document Types.

o disassociate a custom field set that you previously associated with this
document type? Go to Associating / Disassociating Custom Fieldsets with
Document Types.
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7.3.3.1.3 Associating / Disassociating Custom Fieldsets with Document Types

This procedure associates available custom document fieldsets with a new or existing
document type. It also allows you to disassociate a custom fieldset that was
previously associated with an existing document type.

Note: Pre-defined custom fieldsets display on the Document Types editing page. Associating
custom fieldsets with one or more document types on the Document Types editing page
associates the metadata you added for the fieldset with the document type.

Note: See Creating Custom Document Fieldsets for more information.

Perform the following steps:
1.Use your administrator login credentials to open Document Metadata and
Workflow Configuration in DMS Administration; then, click Document
Types to open the Document Types page.

Document Metadata and Workflow Configuration

Document Types
Manage the different classes of docurment which can be added to the system.

Document Fieldsets

Manage the different types of information that can be associated with classes of documents.

Link Type Management

Manage the different ways documents can be associated with one another,

Workflows
Configure the process documents go through.

Autornatic Workflow Assignments

Configure how documents are allocated to workflows.

Figure: The Document Metadata and Workflow Configuration section of DMS Administration

2.Scroll down the page to the list of document types that exist for your
organization in the Existing document types section.
Note: You need to have created the document type before you can associate fieldsets
with that document type. For more information about creating new document types,
go to Adding a New Document Type.

3.Click the Edit link for the document type where you want to associate /
disassociate fieldsets, to open the Document Type editing page.

Note: If this document type already has field sets associated with it, these will be
displayed in the Type-specific field sets section on this page.

4.Do you want to...

o disassociate one of the type-specific custom fieldsets with this document
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type? Select the check box adjacent to the fieldset that you want to disassociate
from this document type, in the Type-specific field sets section; then, click
Disassociate Fieldsets.

Note: Type-specific custom fieldsets are custom fieldsets that are currently associated
with the document type you're editing.

Note: A system message informs you that the fieldsets you selected are no longer
associated with this document type.

¢ associate one of the available custom fieldsets with this document type?
Select one or more fieldsets in the Available Fieldsets scrollable menu; then,
click Associate Fieldsets.
Note: Hold down your keyboard Ctrl key while selecting menu options to multi-select
from this menu.
Note: A system message informs you that the fieldset has been associated with
this document type.

@0 Fieldsets associated.

Document Type: Invoice

|Inm:|i|:e || Change |

Type-specific field sets
Linked Fieldsets

Fieldset

rvoice information

Disassociate Fieldsets

Ascociate Fieldsets

Available Fieldsets =
Select the fieldsets which you wish to associate with this document type

Feceiptinformation

Associate Fieldsets

Figure: Associating and Disassociating Fieldsets
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7.3.3.1.4 Viewing / Enabling / Disabling Document Types

This procedure displays a list of the document types that exist for your organization.
It also allows you to disable document types that you no longer want to use, or to
enable document types that are currently disabled.

Note: KnowledgeTree does not allow you to delete document types because you risk losing
required metadata. You need to disable a document type to make it unavailable to users.

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Document Metadata and Workflow Configuration in the

Administration menu to open the Document Metadata and Workflow
Configuration section.

2.Click Document Types to open the Document Types page.

3.Do you want to...

o view the document types that have been created for your organization?
Scroll down the page to view a list off all document types - whether enabled or

disabled - in the Existing document types section of this page.

Document Types
Create a new document type

To start the process of creating a new docurment type, please enter a name for the type below.

Name =
A short, human-readable name for the dacument type.

| |

Existing document types

Select a docurment type from the list below to change its details, or click on the delete button to remove it from the
system.

Document Type

Default Edit Disable
Project Plan Edit Disable
Manual Edit Disable

Figure: View existing document types

e enable a document type in this list? Click the Enable link for the document
type you want to enable.
Note: The link changes to Enable.
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o disable a document type in this list? Click the Disable link for the document

type you want to disable.
Note: The link changes to Disable. Disabling a document type removes it from view for
users.

Document Fieldsets

Document Fieldsets allow you to associate custom metadata with documents in the
repository.

There are two types of document fieldsets:

e Normal - users are allowed to edit normal fieldsets only if they have been
associated with the document type that is being edited.

e Generic - users may add and edit generic fieldsets to any document type in
KnowledgeTree.

Note: KnowledgeTree auto-generates an editable system name (namespace) for every
fieldset. Plugins use this namespace to call the fieldset, and to control how the fieldset works.
For more information on developing Plugins for KnowledgeTree, see the KnowledgeTree Wiki
at http://support.knowledgetree.com/confluence/

7.3.3.2.1 Add New / Edit Existing / Deleting Custom Document Fieldsets

This procedure creates a new custom document fieldset, and it allows you to edit or
delete existing custom document fieldsets.

Note: A document fieldset may be defined as a collection of fields that represent a set of
related information, which can be associated with a document to comprise part of that
document's metadata. Custom fieldsets are defined by the KnowledgeTree administrator, and
are associated document types.

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Document Metadata and Workflow Configuration to open the
Metadata and Workflow Configuration page.

2.Click Document Fieldsets to open the Document Fieldset management page.

3.View the list of document fieldsets that have been defined for your organization,
in the Existing document fieldsets section on this page.
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N System Administration

Document Fieldsets

Collections of fields are associated into fieldsets. These represent a set of related informatior

Existing document fieldsets

Name Is Generic Is System Fields Edit Delete
[rvoice information @ @ Irvoice Murmber, Source & @
Receipt information @ @ Receipt Mumber, Source & @
Category ] @ — & @

Figure: Viewing existing document fieldsets

4.Do you want to...

¢ remove an existing document fieldset? Click @ in the Delete column for
the document fieldset. Click OK on the system message that asks you to
confirm the deletion.

o edit an existing document fieldset? Click & in the Edit column for the
document type, to open the Fieldset editing page. You can change this
fieldset's name, its namespace, and/or its description. When you're done, click

Change.
N System Administration

Fieldset: newfield

Fieldset properties

Please complete the following fields to edit the fieldset's properties and then click Change. Required fields are
with a red square.

Name =
A human-readable name, used in add and edit forms.

|newfie|d |

Namespace =

Every figldset needs to have a system name (used internally by the document management system). For fiele
which you create, this is automatically created by the system, but for fieldsets created by plugins, this control:
the fieldset works,

|http:I,-‘localhostjkt}upstl

Description =
A brief description of the information stored in this fieldset.

rtse

Figure: Editing Document Fieldsets
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e add a new document fieldset? Go to step 5.

5. Define a name for the

document fieldset in the Name field; then, provide a brief

description for the information that will be stored in this fieldset, in the

Description field.

6.Is this a generic fieldset?

e Yes. Select the Generic check box.

e No. Go to step 7.

7.Click Create.

Create a new docurnent fieldset

Name =
A human-readable name, used in

Froject Flan

Description =

add and edit forms.

A brief description of the information stared in this fieldset.

Project plan metadata

Generic

A generic fieldzet is one that is available for every document by default. These fieldsets will be available for users to edit and

O

System

A systemn fieldset is one that is never displayed to a user, and is used only by the document management system.

O

Figure: Create new document fieldset

7.3.3.2.2 Fields

KnowledgeTree™ uses fields to group sets of related information into predefined

fieldsets. The custom field

sets are then associated with specific document types, to

define the information (metadata) that should be included on documents of that

type.

There are three classes of custom fields in KnowledgeTree:

e Normal - stores text metadata, such as invoice code

e Lookup - used to allow us

ers to select from a predefined set of options
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e Tree - used to allow users to select a metadata value by browsing a tree structure

7.3.3.2.2.1 Add New / View Existing Fields
This procedure creates fields in a custom fieldset.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration page in DMS Administration; then, click Document
Fieldsets to open the Document Fieldsets management page.

2.Click ¢ in the Edit column for the fieldset where you want to create fields, to
open the Fieldset editing page.

3.View the fieldset members that already exist for this fieldset, in the Fieldset
members section.

4.Scroll down to the Fieldset members section on this page; then, define a name
for the field in the Name field.

5.Enter a description for information that will be stored in this field in the
Description field.

6. Select a type of field from the Type pick list - either Normal, Lookup, or Tree.

7.Click Add Field to open the Edit Field page for the new field, where you can
change any of the detail you defined when creating the field.

7.3.3.2.2.2 Viewing / Removing Existing Fields

This procedure displays fields that are currently members of a specified fieldset, and
it allows you to remove any of these fieldset members.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration page in DMS Administration; then, click Document
Fieldsets to open the Document Fieldsets management page.

2.Click ¢ in the Edit column for the fieldset, to open the Fieldset editing page.
3.Do you want to...

o view fields that have been defined for this fieldset? Scroll down to the
Fieldset members section on this page to view a list of fields that are currently
members of this fieldset.
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e remove a field as a member of this fieldset? Select the check box adjacent
to the field(s) you want to remove; then, click Remove fields.

o edit an existing field? Click the (edit) link adjacent to the field name, to open
the Edit Field page.

7.3.3.2.2.3 Managing Tree Fields

Trees can have multiple sub-categories and levels. You need to add sub-categories at
each level in order to organize the options into a 'tree'.

The top level of the tree is called the root. The root, which holds all the top level
items, is not shown to the user, but it provides a single 'parent' to the top level items.

For example, let's say you create a tree of the countries in the world. In this case, the
actual countries would be keywords - e.g. South Africa, England, Singapore, etc. And
the highest group of categories (the top level or 'root') would be continents - e.g.
Africa, Europe, Asia etc. The sub-categories, which fall below the top level 'continents’
could be 'regions' - e.g. Sub-Saharan Africa, Western Europe, South East Asia.

KnowledgeTree allows you to create more sophisticated tree fields on the Edit
Lookup Tree page.
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Edit Lookup Tree: Invoice Source

Many "lookup” fields make sense in a hierachy: countries are part of continents and sub-continents, school classes are part of ¢
made by Lenovo. This page will allow you to arrange the lookups in the field in a hierachy. All changes are immediately stored, =

Add MNew Subcategory to Root

In order to organise the aptions into a "tree”, you need to add subcategories at each level. The "top” level is called the root, ai
user, but provides a single "parent” to the toplevel iterms.

As an example, if you are creating a tree of the countries in the world, the actual countries would be keywords (e.g. South A
be continents — e.g. Africa, Europe, Asia, The Americas — followed by subcategories that contain actual countries —e.g. ¥

|Asia |

| add new subcategory |

Preview

Use the - arrows to open or close the tree. Bold items are metadata keywords. To edit a category (including adding or removin

= Roat (edit)
B2 Africa (attach keywaords | delete)
South Africa (unlink)
B2 Europe (attach keywords | delete)
France (unlink)
Germany (unlink)

= Morth America (attach keywords | delste)
United States (unlink)
Canada (unlink)

Figure: The Edit Lookup Tree page

7333 Link Type Management
Document links allow users to establish associations between documents in the
repository.

When creating a document link, you should specify the type of relationship that the
link implies between the linked documents - i.e. ‘associated with’, or ‘duplicated by’.

7.3.3.3.1 Creating Document Link Types

Perform the following steps:
1.Use your administrator login credentials to open DMS Administration; then, click
Document Metadata and Workflow Configuration.

2.Click Link Type Management.
3.Define a name for the link type in the Name field.

4.Briefly describe the link in the Description field.
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5.Click Add Link Type.

@ Link Type created.

Document Link Type Management

Within knowledgeTree it is possible for users to create links between related documents. Link types may include ot
reguired by your arganisation below.

Add a link type
apecify the details for a new link type below.

Name =
A short, human-readable name for the link type.

|assu:u:iated with |

Description =
A short brief description of the relationship implied by this link type.

IThis document is asscu:l

Add Link Type

hanage Existing Link Types
Fror this panel you can edit or delete existing link types.

Note: deleting a link type will delete all links of that type within the system.

Name Description Edit Delete

duplicated by Document is a duplicate & @

Figure: Creating a Document Link Type

7.3.3.3.2 Deleting a Document Link Type

Perform the following steps:

1.Use your administrator login credentials to open DMS Administration; then,
click Document Metadata and Workflow Configuration.

2.Click Link Type Management.
3.Click @ in the Delete column for the link you're removing.

4.Click OK.
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@ Link Type updated.

Document Link Type Management

Wyithin KnowledgeTree it is possible for users to create links between related documents. Link types may include constructs such as "associated
reguired by your arganisation below.

Add alink type

Specify the details for a new link type below. http:#philip

Name =
A short, human-readable name for the link type.

Description =
A short brief description of the relationship implied by this link type.

| |

hlanage Existing Link Types

7 Are you sure you wish to delete this ikem?

[o]4 | [ Cancel

Fram this panel you can edit or delete existing link types.

Note: deleting a link type will delete all links of that type within the system.

Name Description Edit Delete
duplicated by Docurnent is 2 duplicate i @
associated with — This docurent is associated o @

Figure: Removing a Document Link Type

7.3.3.3.3 Editing Fields
This procedure edits fields that are members of a specified fieldset.

Perform the following steps:

1. Use your administrator login credentials to open the Document Metadata and
Workflow Configuration page in DMS Administration; then, click Document
Fieldsets to open the Document Fieldsets management page.

2.Click ¢ in the Edit column for the fieldset, to open the Fieldset editing page.
3.Do you want to...

e view or remove fields that have been defined for this fieldset? Go to
Viewing / Removing Existing Fields.

o edit an existing field? click the (edit) link adjacent to the field name, to open
the Edit Field page.
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4.1s this a...

e normal field? You can change any of the field properties - Name, or
Description. When you're done, click Change.

o lookup field? You can change any of the field properties - Name, or
Description. When you're done, click Change. Enter a lookup value in the Add
new values field; then, click Add. Repeat this procedure for each lookup value
you want to add for this field.

Edit Field: Invoice Source

Lookup fields may have be composed of an arbitrary numbe
an external datasource, toggling the Sticky attribute of ava

Field properies

Mame |nwvoice Source |
WMho iz the invoice

Description|Trom?

Type Lookup

Lookup Values

Add new values

|C|:|nsultant || Add |

Existing values

o [Partner

| Disahble || Toggle stickiness || Femowve |

Figure: Editing a Lookup Field

Note: If the lookup values are being generated by, or synchronized to, an external
datasource, toggling the Sticky attribute (use the Toggle stickiness button) of a value
ensures that it won't be modified by changes in the external datasource list. You can also
remove or disable these lookup values.

o tree field? You can change any of the field properties - Name, or Description.
When you're done, click Change. Enter a lookup value in the Add new values
field; then, click Add. Repeat this procedure for each lookup value you want to
add for this field.
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Edit Field: Invoice Source

Lookup fields may have be composed of an arbitrary n
an external datasource, toggling the Sticky attribute o

Field properties

Name |nwoice Source

Where iz the invoice

Description/ Trom?

Type Tree

Lookup Values

Add new values

Extermal || Add |

Manage lookup tree

Existing values

e [linternal

| Disable || Toggle stickiness || Femowe |

Figure: Editing a Tree Field

Note: If the lookup values are being generated by, or synchronized to, an external
datasource, toggling the Sticky attribute (use the Toggle stickiness button) of a value
ensures that it won't be modified by changes in the external datasource list. You can also
remove or disable these lookup values.

Note: You use the Manage lookup tree link shown in the image above to create more
sophisticated tree fields. Go to Managing Tree Fields for more information.

7334 \Workflows

A workflow may be defined as the set of tasks that must be performed on a document
during its life cycle - e.g. an invoice is created, distributed, then paid; a report may
be created, reviewed, edited, and distributed.

A workflow comprises states and transitions. A state is a predefined position in the
document lifecycle (or workflow) that mark the path towards completing the lifecycle
of the document. Transitions are actions that move a document from one state to
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another in the workflow.

Example

Each state is reached via a transition ...

o Starting state - invoice created
transition: send to client

e new State: Distributed
transition: Await payment

e new State: Paid

Some documents, such as tenders, may have complex workflows, requiring input

from several people within and outside of your organization before the work is
complete.

Invoice Created(State) Invoice Reviewed(State) Invoice Distributed (State) Account Paid (State)

Waiting for
payment

Review
(Transition)

Send to client
(Transition)

Invoice

Reviewer

(Transition) Accounts
Rol Distributor Client (Role) Receivable
(Role) Ee st

Figure: A typical document workflow

Workflows in KnowledgeTree involve three key areas:

Assigning workflows

Defining States and Transitions

Workflow effects (Actions)
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Figure: Workflows - main page (existing workflows displayed)

7.3.3.4.1 View Existing / Add New Workflow

This procedure allows you to view existing workflows, and to create new workflows.

Adding a new workflow involves the following tasks:
1.Create the workflow

2.Create states

3. Create transitions

4.Link states to transitions

5. Assign a starting state to the workflow to enable the workflow.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration.

2.Click Workflows to open the Workflows page.
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3. Do you want to:
o view existing workflows? Scroll down the page to Existing workflows.

o edit an existing workflow? Scroll down the page to view existing workflows;
then, click this icon & in the Edit column for the workflow you want to modify.
See Edit Existing Workflow for more information.

e add a new workflow? Define a name for the new workflow in the Name field;
then, click Create to open the Workflow Overview page for the new
workflow. Go to step 4.

4. Are there states defined for this workflow?
e Yes. Go to step 5.

¢ No. You need to define states for the workflow. See Creating States for
step-by-step instruction; then, when you're done, go to step 5.

5.Select a predefined state from the Starting State pick list; then, click Update
workflow properties.

7.3.3.4.2 Enabling a Workflow

By default, newly created workflows are disabled. You need to set an initial
(starting) workflow state to enable the workflow. This is the state the workflow
starts with when it is assigned to a document.

Perform the following steps:
1.Use your administrator credentials to open the Document Metadata and
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Workflow Configuration section in DMS Administration; then, click
Workflows.

2.Scroll down the page to view existing workflows. Locate the workflow you want to

enable; then, click «" in that workflow's Edit column to open the Workflow
Overview page.

3.Select a predefined state in the Starting State pick list; then, click Update
workflow properties to enable the workflow.

7.3.3.4.3 Assigning Workflows

A document in the repository can have only one workflow attached to it at any given
time.

By default, workflows are not automatically attached to new documents when they're
added to the repository. Administrative users can configure the system to
automatically assign workflows to new documents, or the assign workflows only to
specified documents.

Users are allowed to select and assign workflows to the documents they're working
with, provided they have permissions to do so.

You must assign a starting state to a workflow to enable it.

7.3.3.4.4 Edit Existing Workflow

Editing a workflow involves one or more of the following tasks:

e adding / editing / removing states
e adding / editing / removing transitions
e adding / editing / removing actions
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Workflow Overview: Sales Lead Process Qualification
Edn workflow PrOpeFfi=s
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Controlied Actions available: All actions available

Peamissions ovemdden: Mo permissions are changed i thes state
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Transtions to thus state: This state is unreachable,

Figure: Edit Workflow page

7.3.3.4.5 States and Transitions

Workflows consist of states and transitions. A state may be defined as a stage in a
document’s lifecycle, such as billed or draft. Each workflow has a starting state,
which is the initial state for any document in a workflow.

Transitions define how documents move from state to state in the workflow. Each
state can have one or more transitions, depending on the workflow topography.

7.3.3.4.5.1 Creating States
This procedure defines states for a workflow.
Note: Only an administrative user is allowed to create states.
You need to create states to assign to workflows. Workflows are only enabled once

they have been assigned a starting state.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration.

2.Click Workflows to open the Workflows page.

3.Scroll down the page to view Existing workflows; then, click " in the Edit
column for the workflow where you need to assign a state.

4.Click States in the Workflow menu at the top left of the page to open Manage
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States.
5.Click Create a new state to open the New State page.
6.Define a name in the Name field; then, click Create State.
7.1n the Inform which Users section, select the roles and groups to notify when

the workflow reaches this state; then, click Update users to inform.
Note: You need to have predefined groups and roles for your KnowledgeTree installation.

8.In the Transitions section of the page, define the transitions leading to and/or
from this state.
Note: If there are no transitions defined for this state, you need to create transitions.

9.In the Controlled Permissions section of the State page, select the
permissions you want to control with this state; then, click set controlled
permissions. Now allocate permissions by role and/or group in the Role or
Group section; then, click Update Allocated Permissions.

8. Click Save to save your changes for this state.

7.3.3.4.5.2 Disable / Delete / Edit Existing State

This procedure disables, edits, or removes an existing workflow state.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration; then, click Workflows
to open the Workflows page.

2.Scroll down to the bottom of the page to view existing workflows.
3.Do you want to:
e disable a state? Click the Disable link to disable the workflow state you
identified.

Note: You must assign a starting state to re-enable this state.

o edit a state? Click «” in the the Edit column for the state to open its
Workflow Overview page.

e permanently remove the state? Click the Delete link for the state you're
removing.
Note: A system message confirms that the state has been deleted.
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@ State deleted.

Manage States

Az documents move through their lifecycle, they are placed in certain states. For example, an invoice which has been mailed might be in the "Pendin
by a user.

Please Note: you can only delete states or transitions while the workflow has no documents ar document-versions assigned to the workflow.
Create a new state
A critical part of workflow is the creation of various different states for documents.

& Create a new state

State: Invoice Created | @ Delete

Motified groups & roles: No users to be notified.

Controlled Actions available: Display Details, Download, Checkout, Cancel Checkout, Checkin, Yersion History, Discussion, Email, Links
Petmissions overtidden: Mo perrnissions are changed in this state.

Transitions available: No transitions available

Transitions to this state: This state is unreachable.

Figure: Removing Workflow State

7.3.3.4.5.3 Creating Transitions

This procedure creates a workflow transition.

You need to set the following options when defining Transitions:

e Destination state - indicate whether or not the transition sets the workflow to its
destination state - i.e. workflow complete

e Guard Permission - users who are required to perform any transition must have
at least guard permission

e Guard Group - users who run the transition must be part of this group
e Guard Role - users who run the transition must be assigned to this role

Note: Source State defines the states from which a user may perform a transition. A single
transition can be performed from many different states.

Perform the following steps:
1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration; then, click
Workflows to open the Workflows page.

2.Scroll down the page to view existing workflows; then, click " in the Edit
column for the workflow you want to modify, to open the Workflow Overview

page.
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Figure: Click Transitions in the Workflow menu

4.Click Create a new transition.
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5.Define a name for this transition in the Name field; then, select a Destination
State.
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6. Select the states this transition should be available from (in the Source States
section) - one or more.

7.Click Create transitions.

7.3.3.4.5.4 View Existing Transitions

This procedure displays the transitions that exist for a specified workflow.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration; then, click
Workflows to open the Workflows page.

2.Scroll down the page to view existing workflows; then, click & in the Edit
column for the workflow to open the Workflow Overview page.

3.0n the Workflow OverviewDefine a hame for the transition in the Name field;
then, select a Destination State.

4. Select the states this transition should be available from - one or more.

5.Click Create transitions.
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7.3.3.4.5.5 View Existing States

This procedure displays the states that exist for a specified workflow.

Perform the following steps:
1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration; then, click
Workflows to open the Workflows page.

2.Scroll down the page to view existing workflows; then, click " in the Edit
column for the workflow to open the Workflow Overview page.

3.Scroll down on the Workflow Overview page to view states that have been
defined for this workflow.

7.3.3.4.5.6 Deleting Transitions

Perform the following steps:
1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in DMS Administration.

2.Click Workflows.
3.Click & in the Edit column for the workflow.
4.Click Transitions.

5.Click Delete.
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@ Transition Availability updated.

Manage Transitions

Transitions are what drive the workflow of docurments. Each step that needs to be followed in the document's lifecycle could map to a transition, and cz
permissions and groups.

Please Note: you can only delete states or transitions while the workflow has no documents or document-versions assigned to the workflow.
Create a new transition

& Create a new transition

Transition Availability

Click on any transition below to edit it directly, or use the checkboxes to assign which states the transition is available from.

Invoice Created Invoice Reviewed Invoice Distributed
Review | @ Delete — O
Send to client | @ Delete O — O

| Assign Transition Availakility |

Figure: Remove WorkFlow Transitions

7335 Workflow Actions
7.3.3.5.1 Workflow Effects (Actions)

Workflows are more than just states and transitions. They may be used to restrict,
deny or grant access to documents in the repository, based on the document’s
position in the workflow.

A workflow state can restrict both the actions and permissions on a specific
document. For example on certain documents the check-in action can be disallowed.

7.3.3.5.2 Defining Actions Controlled in a Workflow

This procedure defines the actions that users are allowed to perform on a document
when it is in a specified state in a workflow.

Perform the following steps:

1.Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section; then, click Workflows.

2.Click &" in the Edit column for the workflow to open the Workflow Overview
page.

3.Click Actions in the Workflow menu.
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4. Select Actions - one or more - from the Assign Actions to States section; then,
click Update Action Availability.

5. Select the document actions users should be able to perform when a document is
in the workflow.

6. Click Update Action Availability.

Manage Actions

Animportant part of workflow is controlling which actions are available to users at various stages. For example, it may be necessary to prevent the "Edit Metadata" action fro
docurent is "published”. Doing this is 2 two step process: first, you need to specify that "Edit Metadata” is an action you wish to control within this workflow; second, you n
action is notto be made available when documents are in the "published" state.

Specify Controlled Actions
Select the actions you want this workflow to control from the list below. Actions you do not specify will be available no matter what the state of the document.

Display Details
] Download

[ checkoot

O cancel Checkout
M Checkin

[ Edit metadata
O Delete

[ rdove

[l copy
CRename

[ Transaction Histary
[I\ersion History
O Archive
Flvwarkflow

O Permissions

[l Discussion

[ Email

[OLinks

Set controlled actions

Assign Actions to States

The table below lists the actions you have specified a5 controlled by this workflow, and all the states within the workflowe. From here you can assign those actions to the varic
Checked iterns are available to users whose permissions would normally allow them when the document is in that state. Unchecked iterns are not available to any users.

Email Discussion Workflow Version History Transaction History Copy Edit metadata Checkin Download Display Details
Invoice Created O O O O O
Invnice Reviewed O O O O

[ Update Action Availability |

Figure: Selecting Workflow actions

73.36  Automatic Workflow Assignments

Automatic workflows allow you to define the conditions for automatically assigning a
specific workflow to a document.

Workflow assignment may occur on a per folder basis or on a per document type
basis. Only one mode may be selected for a particular system.
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7.3.3.6.1 Setting Workflow Allocation by Document Type

Perform the following steps:

1.Use your administrator login credentials to open Document Metadata and
Workflow Configuration in DMS Admnistration.

2.Click Automatic Workflow Assignments to open the Automatic Workflow
Selection page.

3.Select a Workflow Plugin.

4.Click Update.

Automatic Workflow Selection
Workflow Allocation Plugins

Documents may be associated on creation or modification with & workflow, Woarkflow assignment may occur on a per Folder or per Docunn
the system. In order to automatically associate documents with a workflow, please select the appropriate plugin fram the list below.

Workflow Plugins =
Flugins praviding workflow allocatars.

|§DocumentT netorkflowdssociator i+

Figure: Selecting Workflow Allocation

734 Miscellaneous

Use the Miscellaneous section of DMS Administration to perform the following
administrative functions:

¢ edit KnowledgeTree's onscreen help

e manage saved searches

e manage plugins

e view support and system information

e compare the database with the content in the repository

e add or remove columns to configure views

e customize disclaimer information that displays on the interface

e generate transaction reports of activity in the DMS

e Define and arrange your system's Dashboard quicklinks
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Extended Trangaction Reports

Wiinw dulaibed infrrmation aboul user activily

Edil Ouekbinks
Change the quicklinks thal ane disptayed on users dashboards

Figure: Miscellaneous Section of DMS Administration

Edit Help Files

The KnowledgeTree™ Document Management System contains several built-in
system help files.

You can open a help file anywhere in the system by clicking this help page icon: &

The help file that displays is relevant to the location of the icon. For example, in the
image below, you click the help page icon on the right of the page to view help for
Browse Documents.

Customizing KnowledgeTree Help
KnowledgeTree allows you to customize the help for your organization.

Customized onscreen help files are listed on the Current help assignments page in
the Edit Help Files section of Miscellaneous in DMS Administration.
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N System Administration

Current help assignments

Tao customise a help file, please visit that file via the help system and click an custemise this help file.

Existing customised help pages

Name Actions

Mkthelpdktcore/EN/browse. html Delete

Mkthelpfktcore/EN/dashboard html  Delete

Figure: Current help assignments page lists the files you customized for your organization

7.3.4.1.1 Viewing Help Files
This procedure displays KnowledgeTree's customizable, onscreen help.

Note: Although non-administrative KnowledgeTree users have view only access to the
onscreen help files in Browse Collections, this procedure requires that you login as the
administrator in order to view the customizable version of the help files in DMS Administration
and in Browse Collections.

Perform the following steps:
1.Use your administrator user name and password to login to KnowledgeTree.

2.Do you want to view...

e one specific help file? Navigate to the page where you want to view help

information; then, click & to display the file. Go to step 3.

Note: Since you're logged in as the administrator, the help file provides an Edit this
help page button. See Editing / Deleting Help Files for more information about
customizing help files.

¢ your collection of customized help files? Navigate to the Miscellaneous
section of DMS Administration; then, click Edit Help Files to open the
Current help assignments page. View the list of files in the Existing
customized help pages section of this page. Click on a file name to open the
help file.

3.Do you want to...

e create a new customized help file out of the default system help file
you're viewing? Go to Creating New Customized Help Files.

o edit the customized help file you're viewing? Go to Editing Customized
Help Files.

o delete a customized help file? Go to Deleting Customized Help Files.
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7.3.4.1.2 Creating New Customized Help Files
This procedure creates a new customized help file.

Note: Customizing a help file overwrites the default system help file that is built in to the
KnowledgeTree Document Management System. Deleting the customized file reinstates the
system help.

Note: Non-administrative KnowledgeTree users have view-only access to onscreen help files.
Only a KnowledgeTree system administrator is allowed to create new customized help files.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree.

2.Navigate to the section of the DMS where you want to customize the help file;
then, click & to open the file.

3. Click «"Edit this help page at the bottom of the page to open the help file
editing page.

4.Have you received a system alert warning you that a replacement file
already exists?

e Yes. A system message alerts you if the customized help file already exists. You
will be able to view this file in your collection of customized help files in DMS
Administration. If you receive this message and you have not previously
edited the file, you need to ensure that you are not overwriting another
administrative user's customization of this file before you make your changes. If
you want to continue editing the file, go to Editing Customized Help Files.

¢ No. A system message informs you that a replacement file has been created.
This is the new customized help file that replaces KnowledgeTree's default help
file. The new file that you have created will be listed in your collection of
customized help files in DMS Administration. To customize the default
information, go to Editing Customized Help Files.
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n » miscellaneous » help administration » edit help item

@ Ccreated replacement.

|E!r0wse Documents |

Browse Documents

You use the Browse Docurmnents section to navigate the repostery ether by folder, by
docurnent type, or by lookup value the default is browse by folder.

Folder Actions

“ou use the Folder Actions buttons to:

® Add new folders.

® Add rmultiple docurnents to the repository at once ether by uploading a zip file
(bulk import), or by specfying a server path (bulk upload) to a location to
uplead all the docurnents and files at that location te the repository.

Subscriptions

Subscribing to a folder allows you to receive notifications that tell you when that folder

is modified. An email netification is sent te you if you have provided your email address
when subscribing. Your alerts and neotifications are also displayed on the Dashboard.
Search

KnowledaeTree provides three wersatile search cotions simple [auick] search. advancedlzl

B 7 U s | | JF|i=i=

®#— ¥

Figure: Creating a new customized help file

7.3.4.1.3 Editing Customized Help Files

This procedure edits an existing customized help file.

Note: You can only edit an existing customized help file. Changing the content of a default help
file creates a new customized help file.

Note: Non-administrative KnowledgeTree users have view-only access to onscreen help files.
Only a KnowledgeTree system administrator is allowed to edit existing customized help files.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree.

2.Do you want to modify a default system help file?

e Yes. Editing a default system help file creates a new customized help file. Go
to Creating a New Customized Help File for more information about this task.
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When you're done, go to step 3.
e No. Go to step 3.
3.Do you want to edit a customized help file and you...

e know which file it is, and where it is in the DMS so you can open it
directly? Open the section of the DMS where you want to edit the help; then,

click & to display the help file. Scroll to the bottom of the page; then, click &
Edit this help page to open the help file editing page. Go to step 4.

e need to select the file from your collection of customized help files in
DMS Administration? Open the Current help assignments page to display
the list of help files that have been customized for your organization. Click on
the file name to open the file in the help file editing page. Go to step 4.

4.Change the help file text; then, click Update to save your changes.
Note: KnowledgeTree provides a text formatting toolbar in the help file editing page that
includes the following functions: bold, italic, underline, strikethrough, redo / undo, clean
up messy code, bulleted and numbered lists.
Note: The system opens the Current help assignments page and a system message
informs you that the help file has been updated.

7.3.4.1.4 Deleting Customized Help Files

This procedure deletes the help information you customized for your organization and
reinstates the default system help information.

Note: You can only delete an existing customized help file.

Note: Non-administrative KnowledgeTree users have view-only access to onscreen help files.
Only a KnowledgeTree system administrator is allowed to delete a customized help file.

Perform the following steps:
1. Use your administrator credentials to open the Miscellaneous section of DMS
Administration; then, click Edit Help Files to open the Current help
assignments page.

2.View the list of help files that you customized for your organization in the
Existing customized help pages section of the page.
Note: You need to have changed the content of a default onscreen help file before it will
display in your collection of customized help files.

3.Click the Delete link in the Actions column for the customized help you want to
remove.
Note: When deleting a customized help file, KnowledgeTree reinstates the default help
information that existed on the system before you edited the file, and the file is removed
from the list in Existing customized help pages.
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7.3.4.2

N System Administration

Current help assignments

To customise a help file, please visit that file wia the help systerm and click on customise this help file.

Existing customised help pages

Name Actions

Mkthelpdktcore/EM/browse. html Delete

Jkthelpiktcore/EMS/dashboard. html  Delete

Figure: Only customized help files are listed on the Current help assignments page

Saved Searches

KnowledgeTree's Saved Search feature allows you to pre-save useful, advanced
searches, in order to save time on commonly used searches.

7.3.4.2.1 Creating Saved Searches
This procedure creates a saved search.

Perform the following steps:

1.

5.

Use your administrator credentials to open DMS Administration; then, click
Miscellaneous in the Administration menu to open the Miscellaneous
section.

.Click Saved Searches to open the Saved Searches page.
.Click New to open the Create a new condition page.

.Define a name for the saved search in the New Saved Search field; then,

select any or all from the Return items which match _ of the criteria groups
specified pick list.

Define the criteria group in the Criteria Group fieldgroup:

5.1.Select any or all from the Return items which match _ of the criteria

specified below pick list.

5.2.Select a query type from the Criteria pick list; then, click the adjacent Add

button to display the Values field for this query type.

.Do you want to select another query type?

e Yes. Go to step 5.2.
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e No. Go to step 7.

7.Complete the Values fields for the query types you added.

8. Do you want to create another criteria group for this saved search?
e Yes. Click Add another set of criteria; then, go to step 5.

e No. Click Save to create the saved search.

Create a new condition

Mew Saved Search: |New|nv-:|i|::es |

Return items which match of the criteria groups specified.

Critena Group

Return iterns which match | all (%) of the criteria specified below.

Criteria Values
Document Type | Irvoice i |
Workflow state | Irevoice - Imvoice Created » | Remowve |
| Marme V|ﬁrst select a type of query Add

| Add another set of criteria || Save |

Figure: Creating the conditions for the saved search

7.3.4.2.2 Viewing / Editing / Deleting / Running Saved Searches

This procedure displays existing saved searches, and it allows you to modify or
remove existing saved searches.

Perform the following steps:

1.Use your administrator login credentials to open the Miscellaneous section of
DMS Administration; then, click Saved Searches to open the Saved Searches
page.
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A System Administration

Saved searches

Saved searches are searches which are particular to your location For example, you could define a search which returns all
documents in a particular workflow state, or all documents which are considered "common® within your organisation (leave
policy, newsletters, etc.) based on a category or fieldset value.

Create a new saved search

New

Existing Searches

Search Name Edit Delete View Results

reporting & @ Run Search

Figure: Edit, view, run, or delete an existing Saved Search
2.Do you want to...

o view the details of a previously defined saved search? See the list of saved
searches in the Existing Searches section on this page.

« edit a saved search? Click ¢ in the Edit column for the relevant search, to
open the Edit an existing condition page. For more information on completing
or changing the information in the fields on this page, go to Creating Saved
Searches. When you're done, click the Update Saved Search button to save
your changes.

« delete a saved search? Click @ in the Delete column for the search. Click OK
on the system message that asks you to confirm the removal of this saved
search.

e search the repository, using an existing saved search? Click the Run
Search link in the View Results column for the search you're using. View the

list of files and folders returned by this saved search.
Note: Search results include the following information: Document or folder title;
create date; last modified date; name of file or folder creator; workflow state.

e create a new saved search? Go to Creating Saved Searches.

7343 Manage Plug-ins

Plugins allow you to add new features to your KnowledgeTree implementation.

Note: Click here to view a list of the plugins that have been developed by the KnowledgeTree
community.

When upgrading or installing KnowledgeTree, you need to read or reread the plugins
list from the file system to ensure that the latest functionality can be made available
to your system users. Once the plugins list is complete on the page, you select the
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plugins you want to enable for your upgraded installation.

Plugins are read and enabled on the Plugins page in the Manage Plugins section of
DMS Administration.

Plugins
Chisek the plugns thet rgquie acihdabssn sad then chek "Updse®™ To digsbls 5 plugm, uncheck the plagn and chick "Ugdais”

=] Orphaned Felders Plugin

B Cone Language Support

=] Core Application Funclionalily

=] Immrastable action plugn

] Adran Varsion Plugss

H Bulk Export Plsgin

] LOwF sashentication Plugs

B Swbscription Plugn

B Decumant Decussioes Plugin
=] Emul Plugn

] Fusbest Contant Indesg

=] Intar-dacumant hnking

] Wertdow Agsocistien Plgin

=] Weoedow allez ahan by documant type
& Weedow allecatian by lncation
=] Drsclamars Phagin

B Search Daskist Plugin

[ Entended Tramsachon Infaemation
= Decumant Jump Dashist

B inline iew of Decuments

B Quickdinks Plagn

[=] Top Diswrioads foe the las) Week
B Usar Hissory

] Wirstows Tools Kay Managamanl
[l Pedessional Reporting
_E KT Tooks Dashist

| Vpdate |

Read plugins from filesystem

W yom hive movad the acabon of KnosledeaTree on your seneer Bedyitem, o writalled or remiesd plugms, the plugns rast be né-read
fram the filesysbem

| Rnwad plocns |

Figure: Reread plugins from the file system; then, enable required plugins and update your installation

7.3.4.3.1 Re-reading New Plug-ins

This procedure re-reads the KnowledgeTree™ plugin list in order to recognize a new
plugin that has been copied into the KnowledgeTree plugin directory.

Once a new plugin file has been copied into the plugin directory, the system needs to
re-read the plugin list in the directory to add the plugin to the list on the Plugins
page in the Miscellaneous section of DMS Administration.

Perform the following steps:

1.Use your administrator credentials to open DMS Administration; then, click
Miscellaneous in the Administration menu to open the Miscellaneous page.

2.Click Manage plugins to open the Plugins page.

3.Click Reread plugins to add the new plugin to the plugins list.
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4. Verify that the new plugin has been added to the list; then, click Update.
5. Do you want to enable the new plugin now?

e Yes. Go to Enabling / Disabling Plugins.

¢ No. Exit this procedure. You can enable the plugin from the plugin list at a
later stage.

7.3.4.3.2 Enabling / Disabling Plug-ins

This procedure enables or disables plugins that are on the plugin list in DMS
Administration.

Note: You need to re-read the plugin directory in order to add new plugins to the plugin list.

Perform the following steps:
1.Use your administrator credentials to open the Miscellaneous section of DMS
Administration; then, click Manage plugins to open the Plugins page.

2.Do you want to...

e enable one or more plugins on your plugin list? Go to step 3.
Note: If the plugin that you want to enable is not on the plugin list, you will need to
re-read the directory where you copied the plugin file. For more information on this
task, go to Re-reading New Plugins.

o disable one or more plugins on your plugin list? De-select the check box
adjacent to each pluginthat you want to disable for your implementation of the
KnowledgeTree Document Management System; then, click Update.

Note: A system message informs you that your plugins have been updated. Disabled
plugins remain on the list and can be enabled at any time, provided the plugin file is
not removed from the plugin directory. If the plugin file is removed from the directory,
the plugin will be removed from the list the next time you read from the directory.

3. Select the check box adjacent to each plugin that you want to enable for your
implementation of the KnowledgeTree Document Management System; then,

click Update.
Note: A system message informs you that your plugins have been updated.
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7344 Support and System Information
7.3.4.4.1 Viewing Support and System Information

KnowledgeTree™ provides a Support and System Information page in the
Miscellaneous section of DMS Administration, which helps you identify and fix
problems with your system.

The Support and System Information page displays the output of a php_info
command in a scrollable window. You may be asked to copy and send this information
to the KnowledgeTree support staff if you require assistance with your issue.

Clicking the Download PHP Information link on this page automatically runs
php_i nf o and prints the results to the KnowledgeTree Document Management
System.

Note: If you believe that distributing this information represents a security risk for your
organization, we recommend that you sanitize the output before copying and sending it.
Alternatively, please enquire about sending the information directly to the developer dealing
with your issue.

You can also click the direct link on this page to the KnowledgeTree Issue Tracker,
where you can:

e report bugs
e view known issues

e find out whether fixes have already been applied for your problem in a new version
of KnowledgeTree

Support and System Information

Wisit the KnowledgeTree Issue Tracker first if you believe you hawe found a bug. Ahways check for known issues relating to the wersion you are using — we may already have found the problem you're
referring to, and may have ficed it in a newer version. If we ask for your PHP_INFO data, we're looking far the infarmation described below.

If you feel that the information presents to much specific information about your system (e.g. you feel that it would be a security risk to revesl aspects of it), please do sanitise the information, or ask us
if you can mail it directly to the developer who is dealing with your issue

Download PHP information

-~
PHP Version 4.4.0-3ubuntu2 @
System Linux Philip 2.8.12-10-886 #1 Sat Mar 11 16:22:51 UTC 2008 i66E
Build Date Mar & 2006 08:25:30
Server APl Apache 2.0 Handler
'Virtual Directory Support disahled
Configuration File {php.ini} Path Jetciphpdiapache2iphp.ini
PHP API 20020918
PHP Extension 20020429
Zend Extension 20050608
Debug Build no
Zend Memory Manager enabled
Thread Safety disahled
Registered PHP Streams php, http, fip, hitps, fips, compress.bzip2, compress.zlip
This program makes use ofthe Zend Scripting Language Engine: Powered by
Zend Engine v1.3.0, Copyright () 1998-2004 Zend Technologies b

Figure: Support and System Information page in Miscellaneous
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7345 Verify Document Storage
7.3.4.5.1 Verifying Database / Respository Consistency

Use the Document Storage Verification feature to ensure that the content of the
repository is consistent with the database.

It is recommended that you perform this task after upgrading your installation.

Perform the following steps:
1.Use your administrator credentials to log in to KnowledgeTree's Web interface.

2.Navigate to the Miscellaneous page in DMS Administration.
3.Click Verify Document Storage to launch the verification process.

4.View verification results on the Document Storage Verification page.

atn heer lministration » miscellansous

p—
Users and Groups
Secuity Management | Document Storage Verification
Documert Storage W
% been added fo the system are present, and that no extrangous Bles have been found in the repository This page shows you any such

sspes which you should imestigate

channg from backups or chacking thal ewerytFeng g functioning comectly with your DMS, it i impaant to krow that & fles that'va

Whiscellaneous
KTES Administration | 4 paths are relative 1o your Documents directosy

Reparting

@ No problems found - database is consistent with the conlents of tha repository.

2006 The Jam Warehouse Software [Piy) Lid

Figure: Checking the Repository

7346 Manage Views
7.3.4.6.1 Add New / Delete Existing Columns
This procedure allows you to add or remove columns to customize views.

Perform the following steps:

1.Use your administrator details to login to the Miscellaneous section of DMS
Administration.

2.Click Manage Views to open the Select View page; then, click on the view you
want to modify, to open the Edit View page.
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you are bare. adminisiiation » miscallanaous » Mansge wews

prTr——
Users and Groups
Secunty Management | Select View
Dacument Storage

Docurnent Metadata and
m diferen] knds of Columng |8 g voorkflce stabe (he creaiors name elc

Wiews are ibe selections of documents and folders you will find througheut KnowledgeTree. Seme of these can be configured fo wse

Muscallansous # Browas Documesis
KTIS Admanistraison & Saarch
Repormg

O 206 The Jarmn 'Wasshouse Software (Phy) Lid. &) Fights Fesara EnowladgeTres Ve r Pro

3.Do you want to ...
¢ add a column to the view? On the Edit View page, select an option from the
Columns pick list; then, click Add Column to View.

Note: Although you can add duplicate columns to a view, the system handles duplicate
columns as though they are a single single column.

e remove a column? On the Edit View page, click the Delete icon - 'a) -
adjacent to the column you want to remove.

Note: A system message asks you to confirm the column delete action.
rigcellangius » manage wviews (browse documents)

Systermn Adminkstration

Edit View

The columns included m this wiew are displayed below. To add addtional columns into the wew, usae the form below the list. To remave
Mo, ehek on the "delete” icon niat to the colufmn nare, Mot thal some columng may bi reguired m 3 given viss, Alzo, while you
can have multiple copies of a given column in a specific view this is not recommendad.

Calumn Delete

Multiple Selection —
Titla
Download
Created

Modified
Creator

Warkflow State
Add a Column

00000

Columns =

Select a column to add to the wiew. Please note that while you can add multiple copies of & column, they will all behave as 3
gingle colurmn

| Tite -

| Add Colurnnto View |
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7347 Edit Disclaimers
7.3.4.7.1 Customizing Disclaimer Text

This procedure modifies the disclaimer notice that displays on the login page and in
footer text on your KnowledgeTree Document Management System implementation.

Perform the following steps:

1.Use your administrator login to open the Miscellaneous section of DMS
Administration; then, click Edit Disclaimers.

2.Do you want to ...

e change disclaimer text? Click Edit in the Actions column for the disclaimer
you want to change to open the Page / Login Disclaimer page. Enter the text
you require; then, click Update to save your changes. The text you updated
displays immediately.

e remove the disclaimer? Click the Clear button in the Actions column for the
disclaimer you want to remove. The text is immediately removed.

7348 Extended Transaction Information

7.3.4.8.1 Generating Transaction Reports
KnowledgeTree allows you to generate reports of activity in the DMS - by user, or by
date and type of transaction.

Perform the following steps:

1.Use your administrative credentials to log in to the Web interface of the DMS;
then, click pen the Miscellaneous page in DMS Administration.

2.Click Extended Transaction Reporting to open the Extended Transaction
Reporting page.

rnends DMS Administration Administrator - Preferances - Logowt

migcellaneous » extended transation information

Extended Transaction Information

The DMS tracks & large amount of activity by users. UUse these reporis to get better information on who's doing what on the systern. Mote
thal transactions are anly shown for documents you are allowed 10 wew

® Llsar Actidy Irifarrmation

* Glabal Activty Information

3.Do you want to generate a transaction report ...

e by user? Click User Activity Information to open the Select User page. Type
the user's name or part of the name in the Username field; then, click search
for users to display search results. Click the View Transactions link for the
relevant user to further define the following criteria for this user on the User
Information page: Date Range, Transaction Type, Show Items (maximum
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number of items to display). When you're done, click show transactions.

e by date and transaction type? Click Global Activity Information to open
the Global Activity page. Define the following criteria on this page: Date
Range, Transaction Type; Show Items (maximum number of transactions).
When you're done, click show transactions.

Global Activity
Specify Search Details
noorder 10 refine the kind of infio rrration shown to you, please provide further information below

Date Range =
Either salect a range mowhech Lo wens the actions, or specily (he number of days into the pas to vies

E transactions in the last B days
O alter | select | andfor before: — | select |

Transaction Type =

Select what kind of report you'd like to view

All Actions w

Show ltems

Specily tha mammum dems 1o show, or leave 1 at 2em or blank to show all transactions r I'|_||II||,_, yaur repart
1] transactions

show fransachons

Show 3 of 3 transactions

Usen Dacument Actlon Date Content version Comment

Adminigtrator Strategy Create 20060921 1211114 01 Docurment created
Administrator Cost Analysis Create 2006-09-21 12:10:30 01 Docurnent created
Administrator Budget 2007 Create 2006-09-21 12:09:-54 01 Docurnent created

Figure: Global Activity Report

7349 Edit Quicklinks

7.3.4.9.1 Add New / Edit Existing / Remove Dashboard Quicklinks
Dashboard Quicklinks provide direct access to any document in the repository - this is
useful if the document is frequently viewed (a telephone list, for example), or if you
want to draw attention to a specific document, such as important procedures and
policies. The user clicks a link on the Dashboard to go directly to the location of the
document in the repository.

The administrative user adds and edits Quicklinks in the Miscellaneous section of
DMS Administration.

Perform the following steps:
1.Use your administrative credentials to log in to KnowledgeTree's Web interface;
then, open the Miscellaneous section in DMS Administration.

2.Click Edit Quicklinks to open the Manage Quicklinks page.

3.Do you want to ...
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¢ add a new quicklink? Click Create a new quicklink to open the New
Quicklink page. Browse the folder structure to the target document; then,
select the radio button adjacent to the document. Click Link to create the link to
this document. The system re-opens Manage Quicklinks, where you can view
the link you added.

¢ remove an existing quicklink? View the list of existing quicklinks at the
bottom of this page; then, click “ for the link you want to remove.

¢ change the way existing links are currently arranged on the Dashboard?
Click Re-order quicklinks to open the Re-order Quicklinks page. View the
displayed list of existing links; then, use the Up and Down arrow keys to
change the order of links. Click Re- order to save your changes.

735  KTIS Administration
You use the KTIS Administration section of DMS Administration to install the key
you receive with your purchase of KnowledgeTree Commercial Editions - 20
active users for KnowledgeTree SMB, or unlimited users for KnowledgeTree
Enterprise.
Note: This section is only visible to users of KnowledgeTree Commercial Editions.
Managing keys involves:
e add / upload new keys
e view key expiry information
e enable / disable users (for the KnowledgeTree SMB subscription) in Users and
Groups
Dashboard Browse Documants DMS Administration Administrator - Prefersnces - Lagout
& adminiswation » ktis administration
|
Users and Groups
Security Managerment KTIS Administration
Documeant Storaga Key Crvarvias
Document Meiadata and = ace
“Workflow Corfiguration Add or remove keys, and review thair expiry dates
Migcellaneous
KETIS Administratian Thie Jam Warehouse Software (Ply) Lid
Reporing
Figure: KTIS Administration Section
7351 Key Overview
KnowledgeTree SMB Edition and KnowledgeTree Enterprise Edition are
licensing options for KnowledgeTree Commercial Editions - the certified version
of KnowledgeTree Open Source Edition.
Note: To find out more about KnowledgeTree Editions, see the product comparison matrix.
Use the Key Overview page in KTIS Administration to:
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e view currently active keys - including expiry dates

e add new keys for your organization from your local computer, or from the
KnowledgeTree website

7.3.6  Reporting

The Reporting section of DMS Administration allows you to create user activity
reports.

Note: Reporting is only available with the KnowledgeTree Commercial Editions - SMB and
Enterprise.

7361 User Reports

The User Reporting page of DMS Administration allows you to track user activity
on the Document Management System. You can filter the report to list only those
users who have logged in to the system over a predefined period, starting a number
of weeks, months, or years back, to the present time.

You can also view the full login history of a particular user, or of all system users.

Al System Adming tration

User Reporting
Last login information

‘Want to know whan last users of your systemn logged in? You can get an overview of tha last logmn times of all users, or of usars

that have or hawg nol logged in recantly

& Show all uzers

X Show users that | hawve * | logoed into the system in the last 1 | waeks) ¥

Login actmity

Wiant to know wha all has logged in the system ovar a parad of ma? You can get an ovendew of &l login activdy for all wsers ower

i specified penod of timea

& Show login actiity for the last fi .|'-'|I'E'Ekl:5:| w
O Show lagin actiity between 20060829 13:39 | select | and 20060905 13:39 | seledt
Show |

Full lagin hstary Tor usars

Since there may be many users in the system, please select a user fram tha list below, or type a few letiers from the person's

jEErrEmEe o b gin Alternately | v all ugers (nole thal s iy b vary slows if o Frari Friany u ErE)

Usermame =
Enter pari of the parson's usemame. e.g. ra will match brad.

search for usars
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Figure: User Reporting page

repofing » user repodting (logen history for jaime rath)

Al Sysiem Adminisiration

Login history for Jaime Rath

Date

20060502 16:50:05
2006-0-02 16:51-22
2006-05-03 102:21:28
2006003 09:21:54
2006-0=-03 10:08-54
20060503 10:47-27
2006-C-04 09:27-21
2006-05-07 13:5702
2006004 09:47-33
2006-06-07 13:59:22
200606510 09:56:04
2006-C2-10 10:01:58
2006-05-14 10:37:12
2006-08-16 121537
20060514 10:57-47
20060816 12:27.32

Action
Login
Logout
Login
Logout
Login
Logout
Login
Login
Tirneout
Logout
Lisigirs
Logout
Login
Login
Timeout

Logout

Comments

Loggad in from 127.0.0.1

Logged in from 127.0.0.1

Logged in from 127.0.0.1

Logged in from 127,001

Logged in from 1.27.0.0.1

Session fimad pul

Lopgad in from 1270001

Loggad in from 127.0.0.1

Logged in from 127.00.1

Session fimed oput

View Login History for Selected User
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