WLAN installation in Linux

Introduction by Elektra

This introduction section is contributed by Elektra from a wireless group in Berlin.

Installing a Wifi-Card in Linux can be easier than getting the same card to work in Windows � however this depends on the card that you use.  It is strongly recommended to check out the chipset of the available cards before you spend your money in the shop.

The huge variety of wlan-cards on the market contains chipsets from a limited number of different manufacturers.

For example, wlan-cards with the good old Orinoco-chipset made by Proxim (11 Megabit only) are sold from many brands like Lucent, Avaya, HP,  Compaq, Elsa...  The orinoco-chipset is on the market since many years and literally all cards using this chipset are supported by Linux. The driver is fully open source and stable. Hence you just have to plug the card in to use it with your system. Cards with the Orinoco-Chipset are now disappearing from the market due to the age of the chipset and the limitation to 802.11b only.

Most chipset-manufacturers don't support Linux or other Free Operating Systems like FreeBSD, NetBSD, OpenBSD, BeOS on their own.  Some manufacturers, I call them the 'good' ones, help open source developers to develop drivers by providing gear and documentation about chipset internals. Others, like Texas Instruments, don't give any help. So the developers are on their own finding out what is going on in the black box by reverse engineering. Broadcom has Linux-Drivers but only OEM's have access to them. If you buy gear containing those chipsets you are probably out of luck.

These manufacturers consider that the market share of your favorite open-source operating system is to small to spend effort to develop drivers. This considerations are true for products that are mostly used on desktop machines at home or in small offices cards that more often than not have poor receiver sensitivity and range. The advanced use of WLAN in Community Networks or professional ISPs requires the use of a Operating System with sophisticated networking features and security such as Linux or BSD. These customers are very well interested in good radio-performance and advanced features. Well here is my recommendation � if you want to use 802.11b buy cards containing orinoco or prism-chipsets. If you want to use 802.11g or 802.11a you most likely want to purchase cards using atheros-chipsets. Ralink is a new player in this market � their chipset for 802.11g is cheap and the open-source-driver is rapidly developing. So this chipset is becoming increasingly interesting. The last test still showed some issues with the driver.

Only a few chipset-manufacturers like Realtek provide drivers for Linux. They usually release drivers in binary-format that are closed source. This can become quite annoying if the binary-driver is only usable with a usually outdated version of a certain linux-distribution. In fact, people were so annoyed by Realtek's solution that they started their own open source driver.

You are much better off with a good chipset from a reasonable manufacturer that supports the open-source development of drivers for their product. And the experience shows that these cards have better quality and stability, too.

If the card is supported by your Linux-Distribution it will usually be automatically recognized and the necessary driver loaded. Linux will load the driver without interaction if your WLAN-Card is a PCMCIA- or USB-Version because it is a device that could be hotplugged during operation without shutting the computer down. Some drivers for PCI-Cards may need a little system-configuration so that the driver gets loaded during system boot.

Note that Linux doesn't care about the brand of the card. Linux will find out which chipset is used in your WLAN-Card, by looking into its database of known cards. If the card could be identified by Linux and the chipset in the card is supported, everything is fine. Linux will load the driver necessary for that chipset.  If the chipset is supported but the card identifier is missing in the database you can add it yourself and tell the open-source community about your changes. That's how most of the existing identifiers went in...

Preparation Stage

Preparing Linux box for WLAN operation in most cases are quite straightforward. In the case the latest Linux release is used, it is most likely to support your old WLAN cards, especially, Orinoco cards, and will automatically detect and load the card’s driver.

I am using Linux Mandrake most of the time, mainly due to its easiness in the installation & configuration of the system. Since most of the applications are readily in RPM format, it would be very easy to install software in Linux Mandrake. I would strongly recommend using Linux for your 24 hours wireless Internet gateway.

Prepare the computer that will be used as 24 hours wireless gateway to the Internet. Computer specification used at my home gateway is quite low, i.e,

Pentium II 166MHz, 64MB RAM, HardDisk 3Gbyte.

Ethernet (LAN Card) with sufficient UTP cables.

Hub 10Mbps (I am using used hub, cost me about US$3-5).

Monitor, not necessary a good one. I am using an old S3 2Mbyte RAM video card

CDROM drive (I am using 8x CD drive).

Install the 2.4GHz antenna as well as its coaxial cable

Prepare the WLAN card. I normally not insert the WLAN card during the software installation processes.

I would like to suggest to use WLAN card that supported by PCMCIA driver in Linux. Summary of the WLAN card supported by PCMCIA driver in Linux last updated 2001/03/09 01:19:25 is listed below.

If the card is not supported by PCMCIA, you may want to check several places that may carry the driver, such as,

http://www.magiclan.com (the official place of Samsung SWL 2000P).

http://www.linux-wlan.com
http://www.hpl.hp.com/personal/Jean_Tourrilhes/Linux/Linux.Wireless.drivers.html
http://www.hpl.hp.com/personal/Jean_Tourrilhes/Linux/Tools.html
Coordinate with your ISP to get the required information on:

ESSID

IP address of our PC / WLAN card

IP address gateway at the ISP.

Channel / Frequency.

DNS Server.

Linux WLAN Supported Device List

Linux WLAN is normally driven as a PCMCIA device, the driver is maintained by David Hinds dahinds@users.sourceforge.net. This list is last updated: 2001/03/09 01:19:25. You may find the newer one from www.sourceforge.net.

Wireless network adapters that supported by Linux PCMCIA are,


[airo_cs driver] [x86]


Aironet PC4500, PC4800


Cisco 340


Xircom Wireless Ethernet Adapter


[netwave_cs driver] [x86]


Breezenet SA-PX


Xircom CreditCard Netwave


[ray_cs driver] [x86,axp]


BUSlink Wireless LAN Adapter


Raytheon Raylink


WebGear Aviator 2.4, Aviator Pro


[wavelan_cs driver] [x86,smp]


AT&T / NCR / Lucent WaveLAN version 2.0


DEC RoamAbout/DS


[wvlan_cs driver] [x86,axp,ppc,smp]


1stWave 1ST-PC-DSS11IS, DSS11IG, DSS11ES, DSS11EG


ARtem Onair ComCard STD & EMB versions, 128- & 64-bit


Cabletron/Enterasys RoamAbout 802.11 DS


ELSA AirLancer MC-11


IBM High Rate Wireless LAN


Lucent Orinoco WaveLAN/IEEE 802.11(b)


Melco WLI-PCM-L11


NCR WaveLAN/IEEE 802.11


[ PrismII based cards: limited functionality ]


Addtron AWP-100


Ambicom WL1100 PC


Compaq WL100


D-Link DWL-650


Linksys WPC11 Instant Wireless


SMC2632W

For maintenance reasons, some cards are not distributed within the base PCMCIA package. Most of them are still available on the Linux PCMCIA FTP site, at ftp://pcmcia-cs.sourceforge.net/pub/pcmcia-cs/contrib,


[asplus_cs driver]


Netwave AirSurfer Plus wireless network adapter


  http://ipoint.vlsi.uiuc.edu/wireless/asplus.html


  (Jay Moorman <jrmoorma@uiuc.edu>)


[brzcom_cs driver]


BreezeCOM BreezeNet SA-PCR Pro.11 Series wireless adapter


  http://www.breezecom.com, support@breezecom.com


[spectrum24t_cs]


3Com 3CRWE737A AirConnect


Intel PRO/Wireless


Symbol Technologies Spectrum24 11 Mbps wireless adapter


  (Tim Gardner <timg@tpi.com>)


[wavelan2_cs driver]


Lucent WaveLAN/IEEE wireless network adapter


  http://www.wavelan.com


  (Lucent Technologies <betasupport@wavelan.com>)

Some cards have their own web sites.


[ Intersil PrismI wireless cards ]


Harris PRISM/AM79C930 IEEE 802.11 wireless LAN


Nokia/InTalk ST-500A


Nokia C020


Samsung MagicWave SWL-1000N


Zoom Telephonics ZoomAir 4000


  http://www.absoval.com/linux-wlan


  (Mark Mathews <mark@absoval.com>)


[ Intersil PrismII wireless cards ]


Addtron AWP-100


Ambicom WL1100 PC


Compaq WL100


D-Link DWL-650


Linksys WPC11 Instant Wireless


Samsung MagicLAN


SMC2632W


  http://www.magiclan.com


  http://www.absoval.com/linux-wlan


Proxim RangeLAN2 and Symphony wireless LAN cards


  http://www.komacke.com/distribution.html


  (Dave Koberstein <davek@komacke.com>)

Linux Installation of PC Gateway

Nothing really special in installing Linux for 24 hours wireless gateway. Some security concern and minimal installation may be needed.

I use the latest version of Linux Mandrake for most of my installation, as it is very easy to do and, thus, minimize my effort in educating others in using Linux.

Since in most cases the gateway must provide the required support for its IntraNet, I normally install several required software, such as, wireless-tools, pcmcia-cs, iproute2, fetchmail, iptables, squid, postfix. If less supported card is used, development package and kernel-pcmcia may need to be installed for compiling the driver if needed.

On a Pentium II 166MHz with 8x CD drive machine, we normally need approximately 45-60 minutes to complete the installation processes.

After the completion of Linux installation processes, the local Ethernet card (UTP LAN) is activated and given the IP address of 92.168.0.1 to make it easy in performing Internet Connection Sharing.

After the Linux installation processes, the WLAN card can now be inserted. If a common WLAN card is used, the operating system will normally detect the card & install the required driver. We may than configure the network for the card.

Configuring the WLAN

A bit different than Windows environment with Graphical User Interface (GUI), in Linux, the configuration is performed in text mode. Most of the files needed to configure your WLAN are located at /etc/pcmcia. The needed files are config.opts, network.opts & wireless.opts. Note that some of the parameters in these three (3) files can be overlapped.

Edit /etc/pcmcia/config.opts. Example of parameters to be added, can be,

For MAN/WAN connected to an Access Point (AP)/ISP

module “swldpc11_cs” opts “networkmode=1 essid=ispnet”

To increase transmission reliability, sometime it may help by reducing the MTU & increasing Access Point Density.

module “swldpc11_cs” opts “mtu=500 apdensity=3”

The complete parameters are listed below.

Edit file /etc/pcmcia/network.opts. Configure IP address, gateway & DNS ISP, e.g.,  (please confirm it with your ISP)

*,*,*,*)

IF_PORT=""

BOOTP="n"

IPADDR="10.0.0.5"

NETMASK="255.255.255.0"

NETWORK="10.0.0.0"

BROADCAST="10.0.0.255"

GATEWAY="10.0.0.1"

DOMAIN="domain.org"

DNS_1="dns1.domain.org"

;;

Edit file /etc/pcmcia/wireless.opts to configure the radio network. Please note that some parameters can be set in /etc/pcmcia/config.opts). An example is:

*,*,*,*)

INFO="SAMSUNG 11Mbps WLAN"

#ESSID (extended network name) : My Network, any

ESSID="test3"

# Operation mode : Ad-Hoc, Managed

MODE="Managed"

# Frequency or channel : 1, 2 (channel);2.422G, 2.46G (frequency)

CHANNEL="4"

# Bit rate : auto, 1M, 11M

RATE="auto"

# Encryption key : 4567-89AB-CD, s:password

KEY="883e-aa67-21 [1] key 5501-d0da-87 [2] key 91f5-3368-6b [3] key 2d73-31b7-96 [4]"

# Other iwconfig parameters : power off, ap 01:23:45:67:89:AB

IWCONFIG="power on"

;;

Competing the editing of these three (3) files, you basically completed the configuration processes.

Turn off the PC gateway. Insert the WLAN card into the existing PCI slot, and connect the external antenna.

Please note that it would be safer to turn on the WLAN card with the antenna attached to reduce any reflection RF power that may ruin your card.

Some Notes On Texas Instrument ACX100 Chipsets

It is a bit difficult to drive some wireless LAN cards based on Texas Instrument ACX100 chipset. Prior to any installation of the driver, it is advisable to read the ACX100 HowTo at http://www.houseofcraig.net/acx100_howto.php.

In prinsiple, it is fairly easy especially for Linux Mandrake 10.0, as the driver acx100_pci.o is readily available. We need to configure the file,


/etc/modules.conf

add into the /etc/modules.conf the following lines 


alias wlan0 acx100_pci


options acx100_pci firmware_dir=/usr/share/acx100_pci

and put into the directory


/usr/share/acx100_pci

the following files, i.e.,


RADIO0d.BIN


RADIO11.BIN


RADIO15.BIN


WLANGEN.BIN

all the four (4) BIN files can be obtained from the CD driver distributed with the wireless LAN card used.

Please don't fotget the edit the following files, namely,


/etc/sysconfig/network-scripts/ifcfg-wlan0


/etc/sysconfig/network-scripts/ifcfg-eth0

configure the files to match the network condition.

A Complete List of Module Parameter

	networkmode
	Select 802.11 network type

1 = Infrastructure mode (default)

3 = Ad-hoc Mode

	stationname
	Station name

	Essid
	Network name (SSID)

In ad-hoc mode, this will be the name of independent network. If Access Point (AP) is used, ESSID must be set the same as the ESSID used at AP.

	Txrate
	Configure data transmit speed

1  = fixed 1Mbps

2  = fixed 2Mbps

3  = auto select 1 or 2

4  = fixed 5.5Mbps

8  = fixed 11Mbps

15 = Fully Auto(default)

	Psmode
	Power Saving Mode

(if this mode enabled, throughput may drop)

0 = disabled(default)

1 = enabled

	channel
	Channel used in ad-hoc mode.

4 = default

In most models, channel number 1-13 can be used.

	apdensity
	Access Point density (sensitivity)

Set Access Point density, it may affect roaming capability of the workstation with WLAN card.

1 = low density (default)

2 = medium density

3 = high density

	threshold
	Medium reservation (RTS/CTS frame length)

500 = hidden stations

2347 = no RTS/CTS (default)

valid range: 0-2347

	fragthresh
	Define total byte to be sent in fragmentation process.

2346 = default

range: 256-2346 (even number only!)

	Mtu
	Maximum transfer unit

1500 = default

valid range: 256-2296


Some troubleshooting tips

With the WLAN card inserted into the slot, when Linux is turned on, the card manager will give two beeps to indicate its success / failure during the configuration processes.

Two high tone beeps.

Card has been successfully identified & configured.

High tone in the beginning followed by low tone.

Card has been identified, failure in configuration. Might be helpful to see /var/log messages to see mistakes in configuration.

Single low tone.

Failure in identifying the card. Run “cardctl ident” to see the information of the attached PnP adapters.

Monitoring WLAN Performance

To monitor WLAN performance, we use iwconfig provided in wireless-tools, such as

# iwconfig eth0

An example of the output is as follows

eth0      SAMSUNG WLAN  ESSID:"ISPNET"  Nickname:"warok"

          Channel:6  Sensitivity:3/3  Mode:Managed  

          Access Point: 00:40:05:DE:27:EC

          Bit Rate=11Mb/s   RTS thr=150 B   Fragment thr=2346 B   

          Encryption key:off

          Power Management:off

          Link quality:0/92  Signal level:27/153  Noise level:0/153

          Rx invalid nwid:0  invalid crypt:0  invalid misc:0

Some of the point of interest are, Signal level (the higher the better), Link quality (the higher the better) & Noise level (the lower the better). Bit Rate might of interest especially if automatic speed is used.

For those who like to browse http://www.sourceforge.net, you might find a large collection of tools for monitoring your wireless equipments. I normally run Multi Router Traffic Grapher (MRTG) and IP Accounting Next Generation (ipac-ng) for monitoring my wireless gateway.

Compiling & Installing WLAN Driver

Those who are unlucky and use WLAN card that comes with no driver in the core PCMCIA-CS. We may need to compile and install the driver rather manually. I am using SAMSUNG SWL 2000P WLAN Card at home and have to compile the driver in Linux Mandrake 8.0.

SAMSUNG provides two (2) drivers, namely swld11_cs-1.21.tar.gz (for PCMCIA card) & swldpc11_1.21.tar.gz (for PCI card). I am using the PCI card. The compiling and installation processes are as follows,

Those who use Linux Mandrake 8.0 & installed kernel-pcmcia during installation processes, there is no need to install David Hind PCMCIA package source from http://pcmcia-cs.sourceforge.net/. You may find your kernel-pcmcia under directory /usr/src/linux/pcmcia-cs-x.x.xx.

Copy the SWL 2000P driver under /usr/src/linux/pcmcia-cs-x.x.xx.

Untar the driver using

#  tar zxvf swldpc11_1.21.tar.gz

Configure the source

# make config

some parameters to be set during the installation processes are

Linux source directory is /usr/src/linux

“Kernel specific option” may be the most critical parameter to be picked. It gives two (2) options, namely, [1] Read from Currently Running Kernel or [2] Read from the Linux source tree.  I normally pick [1].

Since the original driver is written for kernel 2.2.x, and Linux Mandrake 8.0 is running on kernel 2.4.x. We need to do some hacking,

Change to directory /usr/src/linux/pcmcia-cs-3.1.25/clients/

Edit swldpc11_cs.mk

On the third (3) sentence from below @mkdir –p .depfiles; etc …

Put remarks “#” in front of the sentence.

Edit file swldpc11_cs.c.

Find MODULE_PARM(khannel,”i”);

Change into MODULE_PARM(channel,”i”);

Change to directory /usr/src/linux/pcmcia-cs-3.1.25. Compile & Install driver SWL 2000P, with:

# make all

# make install

At this point, the installation of SWL 2000P driver has been completed, and we can continue to configure the card as previously described.

